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Institute for Research in Fundamental Sciences
Shahid Bahonar (Niavaran) Square

Tehran 1954851167

Islamic Republic Of Iran

Harmful Botnet Domain Name Type Whois Email Address
2607. | e-exchanger.ir dropzone, infector jamcnuttl 11@hotmail.com
2608. | faint.ir dropzone, infector jamcnutt111@hotmail.com
2609. | fileservice.ir dropzone, infector jamenutt] 11@hotmail.com
2610. | freshcomp.ir dropzone, infector jamcnutt111({@hotmail.com
2611. | insane.ir dropzone, infector jamenutt] 11 @hotmail.com
2612. | igservice.ir dropzone, infector jamcnutt] 1 1 @hotmail.com
2613. | pochemuchka.ir infector jamenutt] 11@hotmail.com
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Information Systems Division, Isle of Man Government
St Andrew's House

Finch Road

Douglas Isle of Man IM1 3PX

United Kingdom

Domicilium (IoM) Ltd
Isle of Maan Datacentre
Ronaldsway Isle of Man IM9 2RS

United Kingdom
Harmful Botnet Domain Name Type Whois Email Address
2614. | forum4you.im dropzone, infector c¢/o Domicilium (IoM) Ltd
2615. | ceim dropzone, infector c¢/o Domicilium (JoM) Ltd
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Registro .it

Istituto di Informatica e Telematica del CNR

CNR - AREA DELLA RICERCA

Via Giuseppe Moruzzi, 1
1-56124 PISA
Italy

Harmful Botnet Domain Name

Type

Whois Email Address

2616.

garati.it

dropzone, infector

Admin Contact:
Ettore Loggia
via Scala, 132
Fiumicino
00054
RM
IT

(no email)
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GMO Registry, Inc.
26-1 Sakuragaokacho
Tokyo 150-8512

Japan
Harmful Botnet Domain Name Type Whois Email Address
[2617. | holdaslas.so | dropzone, infector | c/o GMO Registry, Inc.
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.au Domain Administration (auDA)
114 Cardigan Street

Carlton VIC 3053

Australia

Harmful Botnet Domain Name Type Whois Email Address

2618. | krhjfc.com.au updater whois.ausregistry.com.au

2619. | thestudiospace.com.au dropzone, infector c/o auDA
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Autoriteti i Komunikimeve Elektronike dhe Postare - AKEP
Str. Reshit Collaku Nr. 43,

Tirana
Albania
Harmful Botnet Domain Name Type Whois Email Address
| 2620. | hsbc.com.al | dropzone, infector | c/o AKEP
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Research and Academic Computer Network - NASK

Wawozowa 18
Warsaw 02-796

Poland
Harmful Botnet Domain Name Type Whois Email Address
[2621. | kupie-dlugi.pl | dropzone, infector | c/lo NASK
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Christmas Island Internet Administration Limited
Christmas Island Technology Centre (6RCI),
Nursery Road, Drumsite

Christmas Island Indian Ocean 6798

Christmas Island

CoCCA Registry Services (NZ) Limited
11a Wynyard Street

Devonport Auckland 0744

New Zealand

Harmful Botnet Domain Name Type Whois Email Address

[ 2622. | syntaxhack.it.cx | dropzone, infector | gianluca@campanella.org
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SWITCH The Swiss Education & Research Network
Werdstrasse 2

Zurich CH-8021

Switzerland

[ 2623. | pinguini.ch | dropzone [ c/lo SWITCH |
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Appendix B
Harmful Botnet IP Address Type Hosting Company

I 173.243.112.20 infector, Continuum Data Centers LLC
source, 835 Oak Creek Drive
dropzone Lombard, IL 60148

2. 64.120.135.186 infector, Burstnet Technologies, Inc.
source, d/b/a Network Operations Center, Inc.
dropzone 420-422 Prescott Ave

Scranton, PA 18510




Appendix C

The following is a list of specific file paths or subdomains to be disabled. The general
domain name may remain in operation. Only the specific file path or subdomains must be
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disabled.
Harmful Botnet Web Address/File Path Type Whois Email Address

L http://maps.nexuizninjaz.com/check/free.php dropzone | tyler@detrition.net

2. http://lartery.netau. net/krrtyyer/qytret.php dropzone | info@sprendimai.net

3: http:/sew.t].com.ua/img/music/index5.php dropzone | joel.mayer@tlsystems.eu

4. http://dineromode.dvrdns.org/morech/gate.php dropzone | hostmaster@dyndns.com

5 http://ircbot.blogdns.net/morech/gate.php dropzone | hostmaster@dyndns.com

6. http://raktobint.sytes.net:8080 dropzone | domains@no-ip.com

7 http://paradoxfiles-ru.na.by/index5.php dropzone | abuse@hetzner.de

8. http://www hans-dabringhausen.de/images/images- dropzone | domainmaster@teamnet.de
head/logo.php

9. http://jade.nseasy.com/~manishar/7x19bd.htm] source sw.ns@minmaxgroup.com

10. http://fb.servatusdev.com/~servdev/56iy2.html source tom.servatus@gmail.com

1. http://costantinifoto.altervista.org/jxbgp8i/index.html source abuse_rs@altervista.it

12. http:/giacobbo.altervista.org/2q4cl1/index.html source abuse rs@altervista.it

13. http://costantinifoto.altervista.org/qiadcd/index.html source abuse rs(@altervista.it

14. http://ecotehno.zzl.org/nx8il9/index html source repori@abuse.zymic.com

15. http://ilfantaclub.altervista.org/9q8qcer/index.html source abuse rs@altervista.it

16. http://colloqui.altervista.org/psgtuk/index.html source abuse rs@altervista.it

17. http://panchalsamaj.x10.bz/snhlcme/index.html source support@x 10hosting.com

18. http://ip-184-168-92- source dns@jomax.net
68.ip.secureserver.net/gwot29s/index html

19. http://paclamartelli.altervista.org/dva7hi/index.html source abuse rs@altervista.it

20, http://ssggratis.altervista.org/7i6rha/index.html source abuse rs@altervista.it

21. http://camgirlmsn.altervista.org/rmhjh5/index.html source abuse rs@altervista.it

22. http://avon.anyservers.com/~accur/q02pu9y/index.html source osmanski@ivhosting.com

23. hitp://goldentouch.99k.org/xsjorzc/index.html source report@abuse.zymic.com

24. http://ns1277.websitewelcome.com/~asoprest/z79gr2g/index. | source ntifqgyxhc@whoisprivacyprotect.com
html

25. http://host1.hosting2000.org/~progen/inczcf/index.html source g.russo@hosting2000.it

26. http://daedalus2solar.bplaced.net/uo0c8qgx/index.html source hostmaster@computino.de

217. http://amonapolicalcio.altervista.org/wxvg7t/index.html source abuse rs@altervista.it ;

28. http://start] g.ovh.net/~leperilj/5Snmug6x/index.html source viexe7ypQSetsazenSIr@m.o-w-o.info

29, http://033 1edc.netsolhost.com/akravs/index.html source nocsupervisor@networksolutions.com

30. http://ash.phpwebhosting.com/~maisel/js50098/index.html source domains@phpwebhosting.com

31. http://malta.site5.com/~vividimp/20picb/index.html source domain.admin@siteS.com

32. http://wdbadboy2005mi.de.tl source support@webme.com

33. http://lanuevaera.x 10.mx/b9xow9f/index.html source netops@singlehop.com

34. http://blacksite.xhost.ro/n2lzyc5/index.html source istoica@yahoo.com (historical)

35. http://malta.site5.com/~vividimp/7dkxhme/index.html source domain.admin@siteS.com

36. http://ns1277 websitewelcome.com/~asopresth97pk 1/index.h | source ntlfgyxhc@whoisprivacyprotect.com
tml

37. http://cp05.digitalpacific.com.aw/~austrage/80s7nn/index.html | source whois.ausregistry.com.au

38. http://malta.site5.com/~vividimp/1ks740/index.html source domain.admin@siteS.com

38, http://fly.nseasy.com/~kennelvl/m05mdl/index html source sw.ns@minmaxgroup.com

40. http://members.iinet.net.aw/~maccadelic_new/ndblnkl/index. | source whois.ausregistry.com.au
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41. http://www.web3.biz/index2.html source team@web3.ms
42, http://gr.net/fmka source gr.gmbh@googlemail.com
43, http://members.iinet.net.auw/~dbw/Oyeebn/index.html source whois.ausregistry.com.au
44, http://tie.ly/_gaqeem source teknorhino@gmail.com
45, http://shorl.com/hugarutigrami source filip@infix.se
46. http://web3.biz/ep]jam/index.html source team@web3.ms
47, http://host].hosting2000.org/~progen/i§6omy/index. html source g.russo@hosting2000.it
48. http://host1.hosting2000.org/~progen/1tlxSh/index.html source g.russo@hosting2000.it
49, http://s342953645. .online.de/~thefastdesign/w7y9kh/index.ht | source hostmaster@1lundl.de
ml
50. http://getfel- source domains@no-ip.com
statfl l.serveirc.com/main.php?page=11750cdafdbde6a7
51 http://sysdev.clanteam.com/eisbefe/index.html source jack@netcosolutions.com
52. http://2.82.5446 static.theplanet.com/~traveladmin/keq7nl/ind | source domains@softlayer.com
ex.html
53. http://eewqr12.servebeer.com/main.php?page=11750cdaf4bde | source domains@no-ip.com
6a’l
54. http://gent- source domains@no-ip.com
filoz.serveirc.com/main.php?page=4749d799dd46 1 ec?
55. http://pass66.dizinc.com/~timbytec/nhdoum/index.html source webmaster@hostdime.com
56. http://sweethome.serveirc.com/main.php?page=adad3cf3dSbd | source domains@no-ip.com
d384
57. http://backlinks.99k.org/6fbcpg3/index.html source report(@abuse.zymic.com’
58. http://s15419483.onlinchome- source hostmaster@lundl.de
server.info/~bluemars/tz9aew/index.html
59. http://backlinks.99k.org/760ghf/index.html source report@abuse.zymic.com
60. http://badcompanyeredar.ba.ohost.de/gjx6 wf)/index.html source n.buechner@unitedcolo.de
61. http://s15419483.onlinehome- source hostmaster@lund]1.de
server.info/%7Ebluemars/8plo98x/index.html
62. http://bookshop10.xhost.ro/gnhekx/index.html source istoica@yahoo.com (historical)
63. http://badcompanyeredar.ba.ohost.de/qg8s8xe/index.html source n.buechner@unitedcolo.de
64. http://bookshop10.xhost.ro/cvy7mS5/index.html source domain-admin@]istserv.rnc.ro (historical)
65. http://fe.25.79ae static.theplanet.com/~blindama/qzbnbc/index | source domains@softlayer.com
.html
66. http://bumblebeeman.enixns.com/~bookmi/qcdskg/index.html | source info@enixltd.com
67. http://3e.2.79ae.static.theplanet.com/%7Ebizgolf/gd5qnux/ind | source domains@softlayer.com
ex.html
68. http://badcompanyy.ba.ohost.de/tukono/index.html source n.buechner@unitedcolo.de
69. http://3e.2.79ae.static.theplanet.com/~bizgolf/ggfvgs/index.ht | source domains@softlayer.com
ml
70. http://bmw02.neostrada.pl/zfin.html source info@home.pl
T8 http://masterscomputer.altervista.org/l1f3rs/index.html source abuse_rs@altervista.it
72. http://onlinenews.altervista.org/iw9u2rj.html source abuse rs(@altervista.it
73. | http://users100.lolipop.jp/~boy.jp- source jp@muumuu-domain.com
thonarafc/330u3m/index.html
74. http://gator1057 hostgator.com/~bmccrack/t7s0k9/index.html | source support@hostgator.com
75. http://snipr.com/2npp7n source privacy@dynadot.com
76. http://snipr.com/Znprcm source privacy@dynadot.com
37 http://redir.ec/eGUJ source mail@nameaction.com
78. http://a.md/9DT source admin@nocdirect.com
79, http://gs.a.md/9Do source admin@nocdirect.com
80. http://rftp.rf.ohost.de/47rdx2 1/index.html source n.buechner@unitedcolo.de
8l1. http://pro.ovh.net/~ritreqiv/jdx9vvy/index.html source viexc7yp05etsazenSir@m.o-w-o.info
82. http://chimera.lunarpages.com/~microl 5/d9vsfi/index.html source domains@lunarpages.com
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domains@netgears.com

83. http://qybo- source
hubybewu. freewebsitehosting.com/nonplatentiluu2 1.html
84. http://pdc.bplaced.net/ndiu0mw/index.html source xrmb2@chello.at
8s. http://wca8532¢2.homepage.t-online.de/ylzvww/index.html source hostmaster@t-online.net
86. http://gibubetelo.pochta.r/mezigogu.html source https://cp.centrohost.ru/contact_admin.khtml
87. http://pdc.bplaced.net/sj6cup/index.html source xrmb2(@chello.at
88. http://pchelpch.pe.ohost.de/2q7vwk/index.html source n.buechner@unitedcolo.de
89. http://wca8532g2.homepage.t-online.de/zjs808b/index.html source hostmaster@t-online.net
90. http:/mariage.zxq.net/v6f8ij/index html source report{@abuse.zymic.com
91. http://mattandtiera2011.zxq.net/6 7eajc/index.html source report@abuse.zymic.com
92. http://90plan.ovh.net/~marocvud/hxegls/index.htm! source vicxc7ypOSetsazen5lr@m.o-w-o.info
93. http://ryanandassoc.temppublish.com/s88pzpf/index.html source admin@dnsone.net
94. http://TACITUS lunariffic.com/~mecha7/sgfl nn/index.html source domains@lunarpages.com
9s. http://saxwksop2.freetcp.com/main.php?page=b123ee317624 | source nsi@changeip.com
7430
96. http://v008u07gar.maximumasp.com/v5k2jrh/index.html source joe.oesterling@cbeyond.net
97. http://tacitus.lunariffic.com/~mecha7/t7dth1/index html source domains@lunarpages.com
98. http://pass73.dizinc.com/~rssdevil/7dzgmxg/index.html source webmaster@hostdime.com
99. http://saxwksop2.freetcp.com/content/g43kb6j34kblq6jh34kb | source nsi@changeip.com
6j3kl4.jar
100. | http:/pisxzxe.gpoe.com/main.php?page=b123ee3176247430 | source nsi@changeip.com
101. | http://cam0815.ca.ohost.de/ajaxam.js source n.buechner@unitedcolo.de
102. | http://noelg.host22.com/ajaxam.js source awex(@hostprince.com
103. | http://safedownload hopto.org/main.php?page=2cef279c7a3c | source domains@no-ip.com
10d2
104. | http://terstata.instanthq.com/main.php?page=3a23d88707335 | source nsi@changeip.com
55a
105. | http://www.amigosdeloajeno.mihost.biz/ajaxam.js source dominios@arturoaparicio.com
106. | http://lookitup.webatu.com/ajaxam.js source awex(@hostprince.com
107. | http://cirangel.net78.net/ajaxam.js source awex(@hostprince.com
108. http://gorecznik home.pl/ajaxam.js source info@home.pl
109. http://partnerrid.ikwb.com/main.php?page=b123ee317624743 | source nsi@changeip.com
0
110. | http://getmybit.servequake.com/main.php?page=01a64bf4112 | source domains@no-ip.com
5d37a
111. http://domovnik.ic.cz/ajaxam.js source domeny@nodus.cz
112. | http://soltys.tym.cz/ajaxam.js source domeny@nodus.cz
113. | http://jeanpaulstocks.zxq.net/ajaxam.js source report@abuse.zymic.com
114, http://nandtesystco.pochta.rw/ijomerem.html source https://cp.centrohost.ru/contact_admin. khtml
115. | http:/philstrobi.bplaced.net/ajaxam.js source xrmb2(@chello.at
116. http://chattbook.pytalhost.com/ajaxam. s source webmaster(@marjano.com
117. | http://staytuned.99k.org/ccounter js source report@abuse.zymic.com
118. | http://sven89.bplaced.net/ajaxam.js source xrmb2@chello.at
119. | http://veldhuisen-media.woelmuis.nl/adsens js source admin@nocdirect.com
120. hitp://tbattitu.o2switch.net/ajaxam.js source support@o2switch. fr
121. http://0058715.netsolhost.com/jjquery.js source nocsupervisor@networksolutions.com
122. http://therallyproductions.woelmuis.nl/ajaxam.js source abuse@leaseweb.com
123. http://s207455068.online.de/adsens.js source hostmaster(@lund]l.de
124, http://s388939403.mialojamiento.es/ajaxam.js source abuse@oneandone.net
125. | htip://nutz.zzl.org/stcounter.js source report@abuse.zymic.com
126. | hitp://moneymaker.zymichost.com/jjquery.js source report@abuse.zymic.com
127. | http://downloaddatafast.serveftp.com/main.php?page=db3408 | source domains@no-ip.com
bf080473cf
128. | http://sownload.zapto.org/main.php?page=2cd37516bfc47eba | source domains@no-ip.com
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129. | http://loaddocsfast.servehttp.com/main.php?page=64078c3dc | source domains@no-ip.com
54bfa8a
130. | http://CN20090135.p-client.net/kquery.js source info@provider.nl
131. | http://chattbook.ch.funpic.de/kquery.js source n.buechner@unitedcolo.de
132. | http://czanna webege.com/kquery.js source awex@hostprince.com
133. | http://ral2.ra.funpic.de/statcounter.js source n.buechner@unitedcolo.de
134. | http:/tarracogoldfish.zxq.net/jqueri.js source report@abuse.zymic.com
135. http://tbattitu.o2switch.net/statcounter.js source contact@gandi.net
136. | http://freefreefree.sytes.net/main.php?page=4a4fd3141d846¢cd | source domains@no-ip.com
d
137. | http://bootle.servebeer.com/main.php?page=64078c3dc54bfa | source domains@no-ip.com
8a
138. http://ftpstore.sytes.net/main.php?page=977334cal 18fcb8c source domains@no-ip.com
139. | httpi//grankeysehteelsp3.hotbox.ru/urepemys.html infector | https://cp.centrohost.ru/contact_admin.khtml
140. | http://pin.bissnes.net/1ei7lo/index.html source order@iphoster.ru
141. http://ecommerce.nuvention-dev.org/76f4b3/index. html source whois@bluehost.com
142. | http:/financeportal.sytes.net/main.php?page=111d937ec38dd | source domains@no-ip.com
17e
143. | http://migre.me/52Ttq source jonnyken@gmail.com
144. | htip://perbesuscsemyzk42 pop3.rwhelazyj.html infector | https://cp.centrohost.ru/contact_admin. khtml
145. | http://vs170173.vserver.de/r1d6pf.html source domains@domains.intergenia.de
146. | https://mlbtnnewS55.cx.cc/mybt/hz/gate.php dropzone | internetservice@gmx.com
147. | https://mibtnnew888.cx.cc/mybt/hz/gate.php dropzone | internetservice@gmx.com
148. https://mibtnnew111.cx.cc/mybt/hz/gate.php dropzone | internetservice@gmx.com
149. | https://mlbtnnew222.cx.cc/mybt/hz/gate.php dropzone | internetservice@gmx.com
150. https://mlbtnnew333.cx.cc/mybt/hz/gate.php dropzone | internetservice@gmx.com
151. | http://fff555.cx.cc/cpp/gate.php dropzone | internetservice@gmx.com
152, http://fff666.cx.cc/application/hthal5.php dropzone | internetservice@gmx.com
153. http://fff777.cx.cc/application2/hthal . php dropzone | internetservice@gmx.com
154. [ http://tbyu657ib7k67iddro.cx.cc:8080/pic1s0fs.php dropzone | internetservice@gmx.com
155. | http://asdfasdgqghgsw.cx.cc/forum.php?tp=814e9{8081e083¢c | dropzone internetservice@gmx.com
2
156. | http://wergerhvtyifupqasf.cx.cc/main.php?page=0b2d445eed4 | dropzone | internetservice@gmx.com
79ec7
157. | http://cdethstfrjhstfrjeadfrds.cx.cc/main.php?page=2eff3ec71f | dropzone internetservice@gmx.com
d39078
158. | http://nacha- dropzone | internetservice@gmx.com
rejected.cx.cc/main.php?page=ce862eccdcledcd
159. | http://ach-rejected.cx.cc/main.php?page=ce862eccdcledcdb dropzone | internetservice@gmx.com
160. | http://canceled- dropzone | internetservice@gmx.com
nacha.cx.cc/main.php?page=ce862eccdcledcdb
161. | http://nacha-reports.cx.cc/main.php?page=ce862¢eccdcledcd6 | dropzone internetservice@gmx.com
162. | http:/nacha-details.cx.cc/main.php?page=ce862eccdcledcd6 | dropzone internetservice@gmx.com
163. | http://hgqkehgcmvugisdfkop.cx.cc/main.php?page=a85f6ff3ff | dropzone | internetservice@gmx.com
95213
164. | http://irofojghghyhurtjhnalsop.cx.cc/main.php?page=363cb07 | dropzone | internetservice@gmx.com
6¢cf50e6as
165. | http://hiqueghfkjhasdfemfiaopdf.cx.cc/main.php?page=363cb | dropzone internetservice@gmx.com
076cf50e6as '
166. | http:/dsfbogkjerqfnjkevyhfger.cx.cc/main.php?page=19dcbf92 | dropzone | internetservice@gmx.com
4e67dd7e
167. | http://mgrezlxnswkd-alsdsmeyrthsagkdeb.cu.ce/ dropzone | admin@cu.cc
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168. | http://mgrezlxnswkd-alsdsmcyrthsagkdcb0.cu.cc/ dropzone | admin@cu.cc
169. | http://mgrezlxnswkd-alsdsmcyrthsagkdcbl.cu.cc/ dropzone | admin@cu.cc
170. | http:/mgrezlxnswkd-alsdsmcyrthsagkdcb2.cu.cc/ dropzone | admin@cu.cc
171. | http://mgrezixnswkd-alsdsmcyrthsagkdcb3.cu.cc/ dropzone | admin@cu.cc
172. | htip://mgrezlxnswkd-alsdsmcyrthsagkdcb4.cu.cc/ dropzone | admin@cu.cc
173. | http://mgrezlxnswkd-alsdsmcyrthsagkdcbS.cu.ce/ dropzone | admin@cu.ce
174. | http://mgrezlxnswkd-alsdsmcyrthsagkdcbé.cu.cc/ dropzone | admin@cu.cc
175. | http://mgrezlxnswkd-alsdsmcyrthsagkdcb7.cu.cc/ dropzone | admin@cu.cc
176. | http://mgrezlxnswkd-alsdsmcyrthsagkdcb8.cu.ce/ dropzone | admin@cu.cc
177. | http://mgrezixnswkd-alsdsmcyrthsagkdcb9.cu.cc/ dropzone | admin@cu.cc
178. http://xdevygkiyipbkjmnds.cu.cc/forum.php?tp=861a283626b | source admin@cu.cc
Sfe6b
179. | http://vpsuk.co.cc:53 dropzone | legal@co.cc
180. | htip://0dgt8xx1.co.cc:443 dropzone | legal@co.cc
181. | hitp://1dgt8xx1.co.cc:443 dropzone | legal@co.cc
182. http://2dgt8xx1.co.cc:443 dropzone | legal@co.cc
183. | http://jeronimkali23.co.cc/nomore123/gate.php dropzone | legal@co.cc
184, http://lupinaval123.co.cc/nomore123/gate.php dropzone | legal@co.cc
185. | http://tendonina.co.cc/nomore 12/gate.php dropzone | legal@co.cc
186. http://beshenklipst.co.cc/mulg/gate.php dropzone | legal@co.cc
187. | http:/hastlooksz.co.cc/mulg/gate.php dropzone | legal@co.cc
188. | http://linnexmandgq.co.cc/mulg/gate.php dropzone | legal@co.cc
189. | hitp://mixmunelrtn.co.cc/mulg/gate.php dropzone | legal@co.cc
190. | http://nrkloopres.co.cc/mulg/gate.php dropzone | legal@co.cc
191. [ http://pilermansox.co.cc/mulg/gate.php dropzone | legal@co.cc
192. | http://chsparkos.co.cc:8080/pic1s0fs.php dropzone | legal@co.cc
193. | http://uybkyukn78k67rviyro.co.cc:8080/pic1s0fs.php dropzone | legal@co.cc
194. http://war9932rerew.co.cc:8080/pic1s0fs.php dropzone | legal@co.cc
195. | http://vpsnl.co.cc/ dropzone | legal@co.cc
196. | http://vpsuk.co.cc/ dropzone | legal@co.cc
197. http://redirlsonnapking.co.cc/bot.exe infector legal@co.cc
198. | http://redirrickagmentive.co.cc/redir.php dropzone | legal@co.cc
199. http://redirstregentedhosplings.co.cc/redir.php dropzone | legal@co.cc
200. | http://vpsnl.co.cc/gate.php dropzone | legal@co.cc
201. | htp://vpsuk.co.cc/gate.php dropzone | legal@co.cc
202. | http:/fredxs12314.co.cc/point dropzone | legal@co.cc
203. | http://fredxs12323.co.cc/point dropzone | legal@co.cc
204. | http://fredxs12332.co.cc/point dropzone | legal@co.cc
205. | http://fredxs12341.co.cc/point dropzone | legal@co.cc
206. | http://fredxs12350.co.cc/point dropzone | legal@co.cc
207. | htip://pk123pk42er.co.cc:5788 dropzone | legal@co.cc
208. | http://pk124pk213er.co.cc:5788 dropzone | legal@co.cc
209. http://pk125pkd5er.co.cc:5788 dropzone | legal@co.cc
210. http://pk126pk245er.co.cc:5788 dropzone | legal@co.cc
211. | http://hatefelony441.co.cc/config/bot.php dropzone | legal@co.cc
, source,
infector
212. | http://1dgt8x612.co.cc:4443 dropzone | legal@co.cc
213. | http:/2dgt84x13.co.cc:4443 dropzone | legal@co.cc
214. | http://3dgt82x14.co.cc:4443 dropzone | legal@co.cc
215. | http://jero2nim2kali23.co.cc/bern_gate/gate.php dropzone | legal@co.cc
216. | http://lupi21nav3all23.co.cc/bern_gate/gate.php dropzone | legal@co.cc
217. | http:/ftend4oninanosl.co.cc/bern_gate/gate.php dropzone | legal@co.cc
218. | http://online-zona.co.cc/engine/on.php dropzone | legal@co.cc
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219. | http://thedarkzonechat.co.cc/community/images/indexS.php dropzone | legal@co.cc

220. | hup:/fredxs1231.co.cc/uugt/gate.php dropzone | legal@co.cc

221. http://fredxs1232.co.cc/uugt/gate. php dropzone | legal@co.cc

222. | http://fredxs1233.co.cc/uugt/gate.php dropzone | legal@co.cc

223. | http://fredxs1234.co.cc/uugt/gate.php dropzone | legal@co.cc

224. | http://fredxs1235.co.cc/uugt/gate.php dropzone | legal@co.cc

225. | http:/fredxs1245.co.cc:3752 dropzone | legal@co.cc

226. | http://fredxs1246.co.cc:3752 dropzone | legal@co.cc

227. | http://redxs1247.co.cc:3752 dropzone | legal@co.cc

228. | htip://fredxs1248.co0.cc:3752 dropzone | legal@co.cc

229. | http://fredxs1249.co.cc:3752 dropzone | legal@co.cc

230. | htip://online-zona.co.cc/engine/next2.php dropzone | legal@co.cc

231. | httpi//vpsuk.co.cc/_cp/gate.php dropzone | legal@co.cc

232. | http://rajbhanse.co.cc/images/js.js source legal@co.cc

233. | http://rajbhanse.co.cc/js.js source legal@co.cc

234. | http://ttppl.cz.cc/1/index.php dropzone | dominique_piatti@hotmail.com

235. | http://bhood.cz.cc/spyeye/main/gate.php dropzone | dominique_piatti@hotmail.com

236. | http://kzoklo.cz.cc/r.php dropzone | dominique_piatti@hotmail.com

237. | httpy//herrmonaglf.cz.cc/emn.php dropzone | dominique piatti@hotmail.com

238. | http:/longerm.cz.cc/rr.php dropzone | dominique piatti@hotmail.com

239. | http://longernsen.cz.ce/rrr.php dropzone | dominique_piatti@hotmail.com

240. | http://unifenmes.cz.cc/pis.php dropzone | dominique piatti@hotmail.com

241. | http://refe4thu56j7kfbnm.cz.cc:8080/piclsOfs.php dropzone | dominique_piatti@hotmail.com

242, http://evells234858997.cz.cc/cpss/weaspp.php dropzone | dominique_piatti@hotmail.com

243. | http://evells234858997.cz.cc:8080 dropzone | dominique_piatti@hotmail.com

244. | http://hostsolioo.cz.cc/cpss/webcred.php dropzone | dominique_piatti@hotmail.com

245. | http://ldofoibuyas.cz.cc/forum.php?tp=8bcc822a05189962 source dominique piatti@hotmail.com

246. | http://nbhjbyatrsd.cz.cc/forum.php?tp=02be77593{350196 source dominique_piatti@hotmail.com

247. hrtp:h’dﬁ.lfr@gasdf.cz.ccfforum‘php?tp=90c8a53307(1563ld source dominique_piatti@hotmail.com

248. http:ﬂeqrgbczbdgqcr‘cz.ccfindex.php?tp=9dl15d3281bf4214 source dominique_piatti@hotmail.com

249. | http://dsgjhdfgath.cz.cc/forum.php?tp=ec13bb967384b4ab6 source dominique_piatti@hotmail.com

250. | http://sddghdskfgjr.cz.cc/forum.php?tp=ee2ef72f535564c9 source dominique_piatti@hotmail.com

251. | http://bnhkdfghadfg.cz.cc/forum php?tp=6998ca312c143687 | source dominique_piatti@hotmail.com

252. | http://jfgggggdhevihflu.cz.cc/main.php?page=2f692f98fde2dS | source dominique_piatti@hotmail.com
le

253, | http/dtfrsykdflofyluolpu.cz.cc/main.php?page=2f692f98fde2 | source dominique_piatti@hotmail.com
dSle

254. | http://sghdyjhdtyktrydfg.cz.cc/main.php?page=8ef63¢2673c6f | source dominique_piatti@hotmail.com
66a

255. | http://cwrhryjjfdhsrsdfc.cz.cc/main.php?page=ad891989dle4 | source dominique_piatti@hotmail.com
ae62

256. | http://ajkbgfajkdghsjkfadsfgdh.cz.cc/main.php?page=2ef5c8d | source dominique_piatti@hotmail.com
245d84484

257. | http://kugkbqwhetcvjsdfgqer.cz.cc/main.php?page=6ab9084a | source dominique_piatti@hotmail.com
b99c9482

258. | htp://jfifhfyhugnbnciper.cz.cc/main.php?page=46df6916¢2a8 | source dominique_piatti@hotmail.com
7d98

259. | http://xwwwwhtryjqafvmjhjiouty.cz.cc/main.php?page=9647 | source dominique_piatti@hotmail.com
286421ee3fd6

260. | 360safeupdate02.gicp.net/360safe.bin infector | yezi@oray.com

261. 360safeupdate02.gicp.net/360safe.php dropzone | yezi@oray.com

262. | 3apa3a.tomsk.tw/c/cfg.bin infector dm@ezar.ru

263. 3apa3a.tomsk.tw/web/gate.php dropzone | dm@ezar.ru

264. | 7system.ezua.com/cfg/config.php infector nsi@changeip.com
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265. | alexej-borovickov.narod2.ru/black.bin infector | https://www.nic.ru/whois
266. | alexej-borovickov.narod2.rw/white.bin infector | https://www.nic.ru/whois
267. | http:/fasddsrterter.uni.me/led/config.php updater dominique piatti@hotmail.com
268. | asia-euromillions.co.cc/iou/bot.exe infector | legal@co.cc

269. | asia-euromillions.co.cc/iow/config.bin infector | legal@co.cc

270. | asia-euromillions.co.cc/iow/gate.php dropzone | legal@co.cc

271. | barugen.dlinkddns.com/z/ldr.exe infector jlai@dlink.com

272, | barugen.dlinkddns.com/z/cfg.bin infector | jlai@dlink.com

273. | barugen.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

274. | berdonet2011.dlinkddns.com/z/ldr.ex infector jlai@dlink.com

275. | berdonet2011.dlinkddns.com/z/cfg.bin infector jlai@dlink.com

276. | berdonet2011.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

277. | bionetlla.dlinkddns.com/z/ldr.exe infector | jlai@dlink.com

278. | bionetlla.dlinkddns.com/z/cfg.bin infector | jlai@dlink.com

279. | bionetlla.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

280, drilng.dlinkddns.com/z/ldr.exe infector | jlai@dlink.com

281. | drilng.dlinkddns.com/z/cfg.bin infector | jlai@dlink.com

282. | drilng.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

283. | honetop20.dlinkddns.com/z/1dr.exe infector jlai@dlink.com

284. | honetop20.dlinkddns.com/z/cfg.bin infector jlai@dlink.com

285. | honetop20.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

286. ivan-ivanovivanchenk.narod2.ru/black.bin infector | https://www.nic.ru/whois
287. | ivan-ivanovivanchenk.narod2.rw/white.bin infector | https://www.nic.rw/whois
288. | mpout.dlinkddns.com/z/Idr.exe infector | jlai@dlink.com

289. | mpout.dlinkddns.com/z/bot.exe infector | jlai@dlink.com

290. | mpout.diinkddns.com/z/cfg.bin infector | jlai@dlink.com

291. | mpout.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

292. | botnetdown.gicp.net/winupdateze.exe infector | yezi@oray.com

293. | candy-models.co.cc/jobefg/cfg bin infector | abuse@iana.org

294, | ccleanerwithsteak.co.cc/bot.exe infector | abuse@iana.org

295. | ccleanerwithsteak.co.cc/config.bin infector | abuse@iana.org

296. | ccleanerwithsteak.co.cc/gate.php dropzone | abuse@iana.org

297. | choiodos.kodingen.com/tst/flower.ex infector | domains@kodingen.com
298. | choiodos.kodingen.com/tst/config.bin infector | domains@kodingen.com
299. choiodos.kodingen.com/tst/lion.php dropzone | domains@kodingen.com
300. | coooolzz.zapto.org/local.exe infector | domains@no-ip.com
301. | coooolzz.zapto.org/zs.exe infector | domains@no-ip.com

302. | cplOl.sharkserve.com/cc/config.bin infector | webmaster@sysmesh.com
303. | cpl01.sharkserve.com/cc/gate.php dropzone | webmaster@sysmesh.com
304. | dlugitargl-10.home.pl/fod.exe infector | info@home.pl

305. | dnsl.nsdnsrv.com/ssl.exe infector | dfghrter@hotmail.com
306. | dnsl.nsdnsrv.com/xml.php dropzone | dfghrter@hotmail.com
307. | domainnameprovder.cz.cc/job2/shit.e infector | dominique piatti@hotmail.com
308. | domainnameprovder.cz.cc/job2/cfg.bin infector | dominique piatti@hotmail.com
309. | domainnameprovder.cz.cc/job2/exit.php dropzone | dominique_piatti@hotmail.com
310. | domainsrecords.co.cc/job20/exit.php dropzone | abuse@iana.org

311. | domainsrecords.co.cc/job3/exit.php dropzone | abuse(@iana.org

312. | eewgrl2.servebeer.com/w.php?f=26&e= infector | domains@no-ip.com

313. | funtime.arvixe.ru/imgs/bayy.exe infector | http://whois.webnames.ru
314. | funtime.arvixe.rw/different_1/banner.tiff infector | http://whois.webnames.ru
315. | funtime.arvixe.rw/differentl/banner.tiff infector | http://whois.webnames.ru
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316. | funtime.arvixe.rwmyold/gate.php dropzone | http://whois.webnames.ru

317. | gameslist.got-game.org/list.php dropzone | nsi@changeip.com

318. | guiodertoll.dlinkddns.com/z/ldr.exe infector | jlai@dlink.com

319. guiodertoll.dlinkddns.com/z/cfg.bin infector | jlai@dlink.com

320. | guiodertoll.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

321. | h21211.srv7.test-hfru/bot.exe infector | hitp://whois.webnames.ru

322. | h21211.srv7 test-hf.ru/config.bin ; infector | hitp://whois.webnames.ru

323. | h21211.srv7 test-hf.ru/gate.php dropzone | http://whois.webnames.ru

324. | hewj.ignorelist.com/backend/recycle.bin infector | hostmaster@afraid.org

325. hewj.ignorelist.com/backend/store.php dropzone | hostmaster@afraid.org

326. | hewj.mooo.com/checkout/recycle.bin infector | hostmaster@afraid.org

327. | hewj.mooo.com/backend/recycle.bin infector | hostmaster@afraid.org

328. hewj.mooo.com/backend/store.php dropzone | hostmaster@afraid.org

329. | http://iasderwert.aaa.ai/led/config.php updater | jeroen@kuiper.in

330. iopyte.bget.n/lol/pok.bin infector | https://partner.r01.rw/contact admin.khtml

331. | iopyte.bget.rw/lol/loe.php dropzone | https://partner.r01.rw/contact admin.khtml

332. | https://titolari.cartasi.it/portaleTitolari/js/ext/adapter/ext/ext- | embedde angelo_dandrea@cartasi.it

base.js d js

333. kabertompo.dlinkddns.com/z/cfg bin infector | jlai@dlink.com

334. | kabertompo.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

335. koukou.mine.nw/zadmin/bot.exe infector hostmaster@dyndns.com

336. | koukou.mine.nwzadmin/config.bin infector | hostmaster@dyndns.com

337. | koukou.mine.nw/zadmin/gate.php dropzone | hostmaster@dyndns.com

338. | marciuxtest.co.cc/job3/shit.exe infector | abuse@iana.org

339. | marciuxtest.co.cc/jobefg3/cfg.bin infector | abuse@iana.org

340. | marciuxtest.co.cc/job3/exit.php dropzone | abuse@iana.org

341, mibolyri.pisem.swprofi.bin infector | manager-pochta@relax.ru

342. | microsofto.sytes.net/web/config.bin infector | domains@no-ip.com

343. | microsofto.sytes.net/web/gate.php dropzone | domains@no-ip.com

344. | mz.u-gu.ru/vktbot.exe infector | https://www.nic.rw/whois

345. | mz.u-gu.ru/config.bin infector | https://www.nic.rw/whois

346. mz.u-gu.ru/gate.php dropzone | https://www.nic.ru/whois

347, | ohfansub.instantfreesite.com/game.e infector | edc5e8a9ec3d4dfa944d63elc803c3aa.protect@who
isguard.com

348. | ohfansub.instantfreesite.com/update.bin infector | edc5e8a9ec3d4dfad44d63elc803c3aa.protect@who
isguard.com

349. | ohfansub.instantfreesite.com/gate.php dropzone | edcSe8adec3d4dfad44d63elc803c3aa.protect@who
isguard.com

350. | retomend.dlinkddns.com/z/cfg.bin infector | jlai@dlink.com

351. | retomend.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

352. [ s130662.gridserver.com/zeus/config.bin infector | mtdomains@mediatemple.net

353. | sc00d.webatu.com/00/cfg.bin infector | awex@hostprince.com

354. | sc00d.webatu.com/00/gate.php dropzone | awex@hostprince.com

355. | serlene.serveblog.net/move/config.bin infector | domains@no-ip.com

356. serlene.serveblog.net/checkout/recycle.bin infector domains@no-ip.com

357. | serlene.zapto.org/checkout/recycle.bin infector | domains@no-ip.com

358. | serlene.zapto.org/move/config.bin infector | domains@no-ip.com

359. darkoansestg.zapto.org/ezf8srnm/sabrerry.php dropzone | domains@no-ip.com

360. | servadok.server2.eu/l0v3/cfg_z3u5.bin infector | eurid@websuche.de

361. | servadok.server2.ewl0v3/g4t3 z3u5.php dropzone | eurid@websuche.de
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362. | ssss.everywebspace.com/ZEUS/config.bin infector | contact@myprivateregistration.com
363. | ssss.everywebspace.com/ZEUS/gate.php dropzone | contact@myprivateregistration.com
364. | statserver.adminl63biz.ru/statistics/optio infector | http://www.webdrive.rw/webmail/
365. | statserver.adminl63biz.ru/statistics/admin/statme.php dropzone | http://www.webdrive.ru/webmail/
366. | thelookaround.net.atservers.net/temp/tmp/gate.php dropzone | oleg@active.by
367. | tr.hyundaita.com/w.php?f=16&e=0 infector | hyundaita.com@domainsbyproxy.com
368. | troj.zx9.de/config.bin infector | info@websuche.de
369. | troj.zx9.de/gate.php dropzone | info@websuche.de
370. | vdugu39.co.cc/images/logo2.cdr infector | abuse@iana.org
371. | vdugu39.co.cc/images/banner.php dropzone | abuse@iana.org
372. | vitia-bolotin.narod2.ru/black.bin infector | https://www.nic.rw/whois (historical)
373. vitia-bolotin.narod2.rw/white.bin infector https://www.nic.ru/whois (historical)
374, wisework.orge.pl/adminka/gate.php dropzone | pomoc@ovh.pl
, infector
375. woodyalternative.ns1.name/zs/wgate.php dropzone | pomoc@ovh.pl
376. | woodyalternative2.ns1.name/zs/woody.bin infector | support@changeip.com
377. | zxz666.darktech.org/zeus/gate.php dropzone | leviathan@darktech.org
, infector
378. | zxz666.myfip.org/zeus/builder/bot.e infector | domains@no-ip.com
379. | zxz666.myftp.org/zeus/builder/cfg2.bin infector | domains@no-ip.com
380. | zxz666.myftp.org/zeus/gate.php dropzone | domains@no-ip.com
381. lindenbolle.cjb.net/mind/index.php dropzone | cjb@cjbmanagement.com
382. longehinter.cjb.net/mind/index.php dropzone | cjb@cjbmanagement.com
383. Iresterlonhs.cib.net/mind/index.php dropzone | cjb@cjbmanagement.com
384. mikalongesti.cjb.net/mind/index.php dropzone | cjb@cjbmanagement.com
385, mingerman.cjb.net/mind/index.php dropzone | cjb@cjbmanagement.com
386. rupertnn.cjb.net/mind/index.php dropzone | cjb@cjbmanagement.com
387. | windernmvz.cjb.net/mind/index.php dropzone | cjb@cjbmanagement.com
388. | media.els2.net embedde | donaldsemrau@yahoo.com
d js
389. roncbag.cz.cc source dominique _piatti@hotmail.com
390. | fisixjhia.co.be source hostmaster(@eurodns.com
391. | mnuyspe.co.be source hostmaster@eurodns.com
392. sammy.dommel.be source support@dommel.com
393. | 3apa3a.tomsk.tw infector, | dm(@ezar.ru
dropzone
394, [ 7system.czua.com infector | nsi@changeip.com
395. isdfsrttygza.biz.tm updater | hostmaster@afraid.org
396. | isdfsrttygza.cOm.li updater | domein@kuiper.in
397. moporikolis.bee.pl dropzone | domeny@consultingservice.pl
, infector
398. | toloveornottolove.ipg.co infector | john@johnleach.co.uk
399. | adggaco.cc source legal@co.cc
400. shop.solution-networks.de dropzone | info@x2-network.de
401. | asiz-euromillions.co.cc infector, | legal@co.cc
dropzone
402. | polusuk.co.cc/best/bbbb.exe source legal@co.cc




