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I, Pamela Moore, declare as follows:

1. I am the Senior Vice President, Administrative Services and Chief Financial

Officer of The Electronic Payments Association (“NACHA”). I make this declaration in support

of Plaintiffs’ Application For An Emergency Temporary Restraining Order And Order To Show

Cause Re Preliminary Injunction. I make this declaration of my own personal knowledge and, if

called as a witness, I could and would testify competently to the truth of the matters set forth

herein.

2. In my role at NACHA, I have worked with forensic investigators supporting

NACHA and have conducted an assessment regarding the financial and business impact of

the phishing e-mails falsely purporting to be from or associated with NACHA and tied to the

Zeus Botnets. The Zeus Botnets have caused, and continue to cause, extreme damage to

NACHA and its members, which, if allowed to continue, will be compounded as the case

proceeds.

NACHA AND THE ACH NETWORK

3. NACHA is a non-profit association which manages the development,

administration, and governance of the ACH Network, the backbone for the electronic movement

of money and data. NACHA represents more than 10,000 financial institutions via 17 regional

payments associations and direct membership. In 2011, over 16.2 billion ACH payments were

processed between financial institutions on behalf of their customers, via an ACH operator. As

many as 145 million Americans use Direct Deposit via ACH to receive their pay or government

benefits. As administrator of the ACH Network, NACHA’s primary function is to write the rules

for the ACH Network and it does not technically operate the ACH Network infrastructure.

INJURY TO NACHA CAUSED BY THE ZEUS BOTNETS

4. Since November of 2009, under cover of emails that falsely purport to be from or

associated with NACHA, the defendants have orchestrated a pernicious, growing and costly

phishing scam (“Account Takeover Scam”) that has touched or affected millions of people, and

countless computers and networks around the globe.
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5. I have reviewed the Declaration of Mark Debenham, which sets forth facts

establishing that the emails in the Account Takeover Scam, which misuse NACHA’s name and

trademarks, are designed to infect victims’ computers with malicious software referred to as the

Infected Tier and to make those computers part of one or more botnets, known as the Zeus

Botnets. Once infected and part of the Zeus Botnets, the defendants use the malicious software

to steal the victims’ account credentials and to steal funds from the victims’ accounts. The

Declaration of Mark Debenham also sets forth facts that the defendants in this case are

responsible for the Account Takeover Scam and the Zeus Botnets.

6. Despite the best efforts of NACHA to mitigate the devastating effects of this

phishing scam, the Account Takeover Scam has grown at a dramatic and alarming pace since

February 2011, and continues to rapidly grow and evolve in ways that cannot be sufficiently

addressed by NACHA or the Account Takeover Scam’s victims without aggressive intervention.

A. An Overview – from Phishing Email to Botnet to Stolen Information

7. Although technical aspects of the Account Takeover Scam continue to rapidly and

cunningly evolve, each new attack begins with an unsolicited email which falsely purports to be

from NACHA, or in some way associated with NACHA or the ACH transactions for which

NACHA sets standards. Recipients duped into clicking a falsified link embedded in a scam

email are then connected to a series of malicious servers, the purpose of which is to download

malicious software (often called “malware”) onto the victim’s computer. Once downloaded, that

malware hijacks the victim’s computer and makes it part of the Zeus Botnets. The defendants

may then steal banking and other information via, for example, keystroke logging software and

thereby are able to “takeover” the accounts for fraudulent reasons.

8. Over time, the Account Takeover Scam has expertly evolved, including the

methods of implementation (e.g., from offering false .pdf files to drive-by-download), delivery

(from php file to .jar file), obfuscation and payload (e.g., from Zeus botnet, to Zeus variant to

Blackhole rootkit). Based upon the work of forensic investigators supporting NACHA, and upon

information and belief, technical aspects of the Account Takeover Scam are outlined in detail
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below.

B. The Immense Scale of the Attacks: Hundreds of Millions of Emails

9. Although the attacks began on a relatively small scale sometime in November of

2009, by February 2011 they had begun to increase substantially. In August of 2011, the number

of attacks started to skyrocket on an unprecedented scale, and have continued on a worryingly

steep upward trajectory ever since. Although monthly averages for Account Takeover Scam

emails are in the hundred million range, those emails spiked as high as 167 million phishing

emails in a single twenty-four hour period during August 2011. By contrast to this enormous

volume of Account Takeover Scam emails, NACHA’s normal volume for authentic outbound e-

mail messages is only 1,500 emails per day.

10. NACHA is able to estimate and track the scale of the email phishing component

of the Account Takeover Scam because, naturally, it is the mail exchange (MX) authority for the

“nacha.org” domain. As a result, all spam for that domain gets bounced back to NACHA’s

servers, including emails that spoof nacha.org emails. In addition, NACHA uses various other

sources and metrics to estimate the number of Account Takeover Scam phishing emails,

including security policies and reports from security and spam vendors.

11. For example, in the week from September 12, 2011 through September 19, 2011,

over 19 million emails purporting to be from the “nacha.org” domain name were sent from over

217,000 servers. In fact, there is only one authentic NACHA server for e-mails, illustrating the

scale of the fraud. Attached as Exhibit A is a true and correct copy of a report by Agari Data,

Inc., formerly known as Authentication Metrics, Inc. demonstrating these facts. Notably,

because the report only tracks emails purporting to be from “nacha.org,” and not from any of the

many other domain names used by the defendants to trick Account Takeover Scam victims, such

as “nachas.org,” the report necessarily underestimates the actual number of Account Takeover

Scam emails.

12. Attached as Exhibit B are true and correct copies of reports from Agari Data, Inc.,

formerly known as Authentication Metrics, Inc. These reports, from September through
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November of 2011, show the number of malicious Account Takeover Scam e-mails sent from

various IP addresses during that period. The reports typically show at least one IP address

sending over three hundred thousand emails. In addition to the strain which such high numbers

of phishing emails place on NACHA, the speed of the Internet, third party mail servers and the

like, it is important to focus on the fact that a certain percentage of the intended targets actually

open those emails and, hence, become malware victims whose financial and other personal

information are put at risk. Assuming one percent of the twenty million or so phishing messages

from the week starting September 12, 2011 were successfully delivered through spam filters (i.e.,

200,000) and that a mere one percent of those who received the Account Takeover Scam e-mails

after their spam filters failed them opened the emails and clicked on the link (i.e., 2,000), this

estimate results in two thousand infections during a single week.

13. Starting in February 2011, NACHA began to combat these Account Takeover

Scam attacks by asking service providers to take down URLs used in association with the

Account Takeover Scam. As shown below in Figure 1, the number of those requests grew

rapidly in 2011. For example, in November of 2011 alone, NACHA requested that 555

suspected sites be shut down. Given that the number of requests in July 2011 was 10, this

amounts to an astronomical 5,550% increase in requests in a four month period.
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14. As illustrated in Figure 2, by November 2011 NACHA was requesting takedowns

of an average of more than 18 URLs every day.

15. The evolution of the Account Takeover Scam and actions taken by NACHA as

tracked by NACHA’s customer service calls and inquiries to info@nacha.org is reflected in a

true and correct report attached as Exhibit C. A true and correct copy of a detailed log with all

take downs initiated by NACHA in 2011 is attached as Exhibit D.

16. NACHA maintains an e-mail address in which consumers and businesses can

forward potential spam e-mails at abuse@nacha.org. These reports are used for analysis of

attacks against NACHA and for forensics and for reporting malicious URLs in the hope of

receiving voluntary assistance by domain registries and registrars. However, these voluntary

efforts are not sufficient to disrupt the attacks, as informal assistance regarding malicious URLs

are piecemeal and cannot be coordinated across the entirety of the malicious infrastructure. The

scale of the Account Takeover Scam attacks is beyond the ability of NACHA to deal with them

alone. The assistance of the Court is desperately needed to dismantle large portions of the

infrastructure in a coordinated manner.

17. NACHA is extremely concerned that the notoriety of the Account Takeover Scam

may soon inspire other criminals to engage in copycat or similar tactics to obtain consumer

information, hence further complicating NACHA’s battle against the existing perpetrators. The

2011 Account Takeover Scam was publicly reported in a February 25, 2011 article which
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discussed the fact that “ACH Transaction Rejected” emails were linked to the Zeus botnet. A

true and correct copy of that article is attached as Exhibit E. The Account Takeover Scam was

the subject of another article on March 11, 2011. A true and correct copy of that article is

attached as Exhibit F. Attached as Exhibit G is a true and correct copy of an article written on

the “Krebs on Security” website discussing the use of spam and NACHA’s name to hijack and

steal information from consumers and companies. In Gordon M. Snow’s testimony on

September 14, 2011 to the House Financial Services Committee, he presented information on

cyber security and the treats to the financial sector. A true and correct copy of that testimony is

attached as Exhibit H.

C. Costs Of Addressing The Account Takeover Scam: $624,000 And Increasing

18. As a small business of less than 100 employees, both the financial and non-

economic impacts of this scam on NACHA have been immense, and continue to grow. Because

NACHA is falsely identified and its trademarks are infringed in some way in every Account

Takeover Scam e-mail, concerned and often confused individuals and businesses who receive the

emails often contact NACHA directly to inquire or complain about receiving those messages.

Those inquiries and complaints, which come to NACHA via email, fax and phone, have steadily

increased in direct proportion to the scale of the Account Takeover Scam. In some cases,

communications from those confused about the actual source of the Account Takeover Scam

have included threats of violence against NACHA facilities and/or personnel. True and correct

examples of such a spam email infringing NACHA’s trademarks and such a communication

from a spam email recipient are attached as Exhibit I. The document has been redacted to

protect the identity of the sender. Additionally, these scams have a negative and harmful impact

on the reputation of the ACH Network for which NACHA writes rules and on which millions of

consumers depend for Direct Deposit of payroll.

19. As a result, much of NACHA’s limited human, technological and financial

resources have been diverted to deal with the Account Takeover Scam. For example, NACHA

has had to set up a number of informational pages and links on its website to help victims
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understand that NACHA is not the source of the phishing emails, and to direct victims to

authorities (see for example, http://www.nacha.org/node/983). And because the volume of

emails and phone calls from scam victims is so high – about one phone call every four minutes –

NACHA has had to assign or hire additional staff to deal with that vast increase in the level of

non-core communications.

20. In the period between February 22, 2011, when the attacks began to grow

significantly in number, and December 31, 2011, NACHA incurred additional direct costs

attributable to the Account Takeover Scam in excess of $256,000. Those costs have included

expenses arising from handling the massive increase in customer service calls, temporary hires to

address concerns, trusted e-mail domain registry expenses, enhanced spam filter expenses,

phone/voice mail upgrades to handle increased call volume, increased office security to address

in-person inquiries, legal fees, consultant fees, domain monitoring and other investigation

expenses.

21. In addition to the direct costs, NACHA has incurred additional indirect costs in

terms of the time spent by current employees to address the Account Takeover Scam. NACHA

estimates those additional costs were already in excess of $368,000 as of December 31, 2011.

Those costs have included increased call volumes handled by pre-existing staff diverted from

other tasks, technical support from the IT department, addressing law enforcement and legal

inquiries, and network risk inquiries. A detailed, true and correct explanation of the costs to

NACHA through December 31, 2011 is attached as Exhibit J.

D. Public Interest Concerns

22. In addition to the costs to NACHA, as described in the Declaration of Mark

Debenham, there is likely an immense number of computers, companies and individuals

worldwide that have been affected by this scam and the Zeus Botnets into which victims are

unknowingly trapped. One may reasonably assume that the Zeus Botnets spread through the

Account Takeover Scam may be used to obtain affected computer user information, which of

course includes financial and personal information that can be exploited in such a way as to
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cause millions upon millions of dollars in direct losses. Thus, NACHA believes it is extremely

important and urgent to address this particular attack.

23. The Account Takeover Scam is becoming increasingly sophisticated and, as a

result, it is clear that the defendants will continue to exploit it as long as it is goes unchecked.

Although NACHA has taken measures to address the Account Takeover Scam expeditiously and

in the best way it knows how, the sophistication of the attacks and NACHA’s limited ability to

identify the sources of the attack will continue to make it very difficult to stop these attacks from

continuing to increase at an alarming rate.

24. Assume that the 20 million email rate reported during the week of Sept. 12

remained steady for the 13 week period from September through November 2011 (and did not

increase exponentially, as the rate actually did) and that a mere .0001 of that conservative

estimate of phishing emails successfully downloaded malware during that period. That would

mean that the Account Takeover Scam would have infected no less than 26,000 computers

during that 13-week period.

25. Moreover, it is important to consider the disadvantage to NACHA that it does not

have relationships with the intended first tier consumer and business victims of the Account

Takeover Scam, unlike in the case of a similar attack on the customers of a financial institution,

such as XYZ Bank. If the defendants were to target the customers of XYZ Bank, XYZ Bank

would be in a position to send informative notices of the fraud directly to its customers, both by

email and regular mail, either as separate notices or as part of a pre-scheduled delivery, such as

the delivery of an account statement. In contrast, because NACHA does not have relationships

with the intended first tier victims of the Account Takeover Scam and NACHA does not run the

technology infrastructure, NACHA does not have an existing, verifiable way to communicate

with those victims.

E. Early Stage Scam Structure

26. Although the Account Takeover Scam has smartly evolved over time, it has

always entailed multiple layers which serve to hide the identity and source of the attack. The
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first iteration of the attack was structured as outlined below. A diagram of this initial attack is

attached to this document as Exhibit N.

a. Phishing Email. The initial mode of attack was a falsified e-mail with

spoofed header information and content. Those emails were distributed through open relays,

which allowed the attackers to hide the IP addresses of the compromised or malicious servers.

The e-mails would falsely claim to be from NACHA, the IRS or the FDIC, but would invariably

include text masquerading as an error message from or in connection with NACHA or an ACH

transaction. The false message invited the recipient to read a report of the error that could be

accessed, according to the e-mail, through a link to a URL where the report could be found. The

link made it look like the user would be opening a .pdf file because it showed the end of the url

as “.pdf”. In reality, however, the link ultimately led – through a series of proxy computers – to

an executable file having a filename of the form <something>.pdf.exe.

b. Redirector Page with IFRAME HTML tag. The URL presented to the

user in the falsified e-mail was actually a first redirector that took the form of a page with an

IFRAME HTML tag. A true and correct example is attached as Exhibit K. The IFRAME

HTML tag, in turn, pointed to a landing page. The first redirector page was typically hosted on

Yahoo! at a fake domain also registered through Yahoo! Because the IFRAME HTML tag

immediately loaded the landing page, victims would not have been aware of the existence of the

redirector page.

c. Landing Page offering .pdf.exe download. The landing pages that were

the next layer of the attack at that time were hosted on servers, including fraudulently registered

malicious Virtual Private Servers (VPS), usually located in Eastern Europe. The landing page

would offer a download of the .pdf.exe file usually from a third compromised server or VPS.

Thus, there was a large variation of spam emails with the first layer redirectors leading as a

group to a smaller number of landing pages on the second layer, which in turn led to the malware

servers.

d. Malware Servers. The landing pages would typically lead to an even
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smaller group of one to three malicious servers that were serving the actual malware. The

servers containing and actually providing the malware are referred to in this document as the

malware servers.

F. Next Evolution of the attacks – cx.cc and cz.cc Domain Names.

27. Starting between August and September of 2011, the attackers added a new layer

to the scheme. Attached as Exhibit L and Exhibit O are true and correct documents reflecting the

structure and aspects of this new layer in the scheme. The layer with the IFRAME HTML tags

typically hosted on Yahoo! would then point to a middle layer redirector which would be

associated with a domain name registered with a free DNS hosting service. The new layer

redirectors were typically hosted at either cx.cc or cz.cc. “.cc” is the ccTLD for Cocos (Keeling)

Islands, an Australian territory. The new layer redirectors would then provide a URL that would

be the façade to the malware servers. These URLs pointed to a PHP file on the malware server

with an input string of letters and numbers. The PHP file would then offer the pdf.exe file for

download to the user. As explained below, the malware servers appeared to be providing at the

very least the Zeus botnet for infecting the target computer.

G. The Zeus Botnet Payload

28. According to the forensic investigation conducted for NACHA, and consistent

with the facts set forth in the Declaration of Mark Debenham, the malware payload appears to be

a variation of the Zeus botnet as confirmed by Virustotal, a service at www.virustotal.com which

analyzes suspicious files and URLs. The source code for the Zeus botnet was released sometime

around May of 2011. The release of the source code allowed attackers to create customized

forks of the malware payload, and led to a subsequent increase in the variations of the Zeus

botnet on the Internet. According to researchers tracking the Zeus Botnets on the website

“abuse.ch,” as of December, 2011, there were approximately 270 known Zeus command and

control servers online and there have been a total of 732 known command and control servers

since the tracker began gathering data (https://zeustracker.abuse.ch/). In addition, since the

beginning of December, there has been an overall downward trend in domains, binaries,
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configuration files and dropzones for the original, unmodified Zeus botnet which has correlated

with an increase in an overall upward trend for Zeus variants (see for example

https://zeustracker.abuse.ch/statistic.php).

H. Next Evolution of the Attacks

29. The decrease in Zeus-related activity and increase in Zeus-variant activity

coincided with another change in the type of attack against NACHA. By dropping references to

the IRS and FDIC, the phishing email’s format began to almost exclusively target NACHA. The

links embedded in those emails, and other technical aspects of the attacks, changed as well, as

described below. The new form of the attack was similar to the original attacks as described

below.

a. Phishing Email. The new e-mails did not include a URL pointing to

.pdf.exe files. The new e-mails contained, instead, a link to a URL having an index.html file.

b. Index.html File. The index.html filed was hosted on an array of servers

and pointed to a set of three to six javascript redirector files on other servers. A true and correct

copy of a document reflecting these files is attached as Exhibit M. Unlike in the previous

evolution of the attack, the attackers were no longer only utilizing domain names on the cx.cc or

cz.cc ccTLDs.

c. Javascript Redirector Files. The javascript redirector files would point to

the malware servers. A true and correct copy of a document reflecting such redirection files is

attached as Exhibit M. One advantage to utilizing the javascript files was that they can be easily

replaced after the hosting provider or server owner removed them. As described in more detail

below, it appears that the attackers were able to obtain FTP credentials from the servers,

allowing them to upload new javascript files when the old files were identified and removed by

investigators and hosting providers.

d. Malware Servers. The malware servers were now registered with many

different registrars, not just Yahoo!, and have now moved to many different hosting providers

around the world. The new location of the malware servers has made it more difficult to reach
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them in order to stop malware from being delivered through them. In addition, the malware

servers continued to have a PHP file that would serve the malware when the victim clicked on

the link and accepted the download.

I. New Approach to Compromised Servers

30. In the later version of the attack the servers had almost no connection or pattern

whatsoever except that the index.html file was located in a directory named with what look like

randomly generated numbers and letters. A true and correct diagram of this version of the attack

is attached as Exhibit P. In addition to the new form of the e-mails, the number of e-mails also

grew at an alarming rate. NACHA’s investigators have been contacting service providers

making informal requests to take down suspicious sites. From discussions with the service

providers, it appears that the defendants have been accessing these servers using FTP credentials

most likely gathered from key logging on the compromised victim personal computers

themselves. The alarmingly large number of these sites plus the format of the URL with what

looks like random characters makes it likely that this layer of the attack is fully automated.

Furthermore, these URLs rarely come back online once a takedown is complete, which also

points to the random automated nature of the attacks. The use of javascript redirector files on the

second layer was another significant advantage for the defendants and their ability to control the

servers. Due to the compromised FTP credentials, the defendants had an active backdoor to the

servers. When the .js files were removed from a server, hours to days later the attacker would

enter the server again and upload a replacement file. Not until all passwords on the server were

changed would the attack from that particular server end.

J. Increase in VPS usage – Separating Hosting Provider and VPS gives Fast-
Flux-Like Properties to the Attacks.

31. In the later versions of the attack, the servers with the malware appear to be

hosted exclusively on malicious VPS platforms that were purchased for the express purpose of

serving malware. The attackers have knowledge of the fraud prevention systems for many VPS

providers and have been able to actively game that system by producing anywhere from 3 to 10

new VPS accounts per day. Since the hosting provider and the registrar are different
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organizations, the attackers can adapt to informal take down attempts. When a reported VPS

target is taken down after the host has been placed on notice of the Account Takeover Scam, it

takes some time before the actual domain is taken down because the appropriate registrar has to

be found and notified. The attackers continue to have access to the management interface for the

domain and are able to point the DNS for the domain to a new VPS. As a result, this approach

behaves essentially like a fast flux attack and makes it more difficult to address from NACHA’s

perspective.

K. New Payload and its Effects

32. Sometime between October and November of 2011 the payload changed and

attacks changed again. As explained above, the older payload was a .pdf.exe file that was

presented for download by the victim. The victim would have to run that file in order to be

infected. The new payload is what is known as a drive-by download. It infects the victim’s

computer with no warning and no obvious signs that the target computer has been victimized.

a. Phishing Email. Victims continue to receive e-mails purporting to be

from NACHA or relating to a failed ACH transaction. The e-mails contain a URL that points the

user to a landing page containing a PHP file.

b. Landing Page. The landing page now had a PHP file that pointed to the

.jar files on the malware servers.

c. Malware Servers and New Payload. The malware servers contained a

.jar file capable of delivering a new payload. The .jar file was loaded automatically when the

victim clicked on the link and included a new payload. According to virustotal.com, the payload

is the Blackhole rootkit. This rootkit exploits a number of holes in java that allow java files to

run in the background with no evidence of their being run

(http://community.websense.com/blogs/securitylabs/pages/black-hole-exploit-kit.aspx).

d. Additional Countermeasures. In addition to the changes listed above,

the attackers began adding countermeasures to prevent detection and to confuse anyone that was

trying to analyze the attack.
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19,508

18,765

18,333

17,578

17,338

16,448

14,570

Subject: ACH Transfer cancelled

From: “National Automated Clearing House Association” oach_networknachs.org>

Massage ID: <3C09F801B25D3C2C098FB25D356E3C25@XmlyK>

URLs: lillp://kssi:s.qrieciorn[rnki.pl/h0iby.l’trr:2158 I ‘— OI4SQLV8CIK I &0NiU4Q4’ DC

Subject: Your ACH transfer
From: “The Electronic Payments AssociatIon” <info@naclia.org>

Message ID: e4ED49DI B,504050@nacha.org>

Subject: ACH transaction cancelled

From: “NACHA” <support@nacha.org>

Message ID: 21 CED35869486721CE672915A8D36094@thonnx2o45.endjunk.corn>

(JRLe: tmtmp:/l2timwinrex;etlenco.rmet/mmsiy.l’mtrn?RlJS’-DIEIIIAS’II7GYCGYI”l&4l_it’iV2

Copyrtghm 2011, Agari Date, Ir.c. Au rights reserved.



Agarl Data, kit.

A Trusted Registry
NACHA — nacha.org Domain Summary Report for 2011-11-13 — 2011-1 1-19

This report IdentEfies 1<erification anomalies either due to Spoofed messages or infrastructurerelated issues such as serwrs missing from your SPF record,

Identity mismatches, or serrs not OKIM signing.

Scorecard

SPF; A
DIKIM: No signing

Verif’ication Rates by Date

5<
E

0

I L’M

cM
“P

SPF Full, DKIM Frill

U SPF Puss, I)IUM Fall
LI SPF Fail, DKIM Puss
Li SPF Pass, OKIM PSSS

Top 20 IP Addresses by Double-Fail Rate

04,20J.t12.51l r——’—
48245,160.5

14.125,245.5,
74 t25.l43.3’J
‘14,120.215.50
74,525,149,41) —-t

lot .4 , 150
61 .4 1. 5 9 7 .1 15

64,151.1.1’4

74.2015,4,202
I 3.1.69.3.46

‘l$.’Ao8.4,2u3
202.88.5,121

571.157.219,80

95.139,164.08
64,18.2.207

2111,189.161,44
Ok 251< 5)1< )SiC 10151< 125k

t4oseage Vo1un

SPF Fall, IJKSM Fall Li SPP P8 ii, DKtM Puss

J OPh Pass, Ol<tM Fail Li SPF Pass, OKIM Pass

1501< 1751< 2001<

Copyright 2011, Agarl Data, Inc. All rights reserved.



Top 20 P Mdresses by Double-Fail Rate

Host

213165182.53

64.203.112.58

46.245.160.5

74,125245.57

74.125.140.39

74,125.245.58

74.125.149,40

70.86.4.90

84.41.107.46

64.18.1.174

82. 141. 13.75

64.18.1,175

74.208.4,202

134.69.3.46

74. 208,4.203

202.86. 5. 12i

171. 67. 21 9. 80

98.139,164,84

64.18.2.207

216.1 89.1 61.44

DNS Name

mait.fjvassello. corn

statlc-64-203-1 1 258,ded.unwiredbb,rmt

mall. netcen.nl

na3sysoloamhl 01 .postini.com

na3sys009arnol 05.posbni.coni

na3sysoloarnhl 02.posUni.com

na3sys000amol 06.postini.com

5a.4.5646.static.theplanet,com

gw.z edo. corn

exprodsn,ol 05.postini.com

n’iail.iscgroup.eu

cxprod6mol 06. postini.com

mout-xforward, perfora.net

biade2. cc. ox y.edu

mout-xforward. perfora.net

n14.buliet.rnall.in.yahoo.com

smtp-grey.Stanford. EDU

n914-anO.t)uUet.rnait.brl yahoo. corn

exprodlmolo5.posllni.com

rnai2.regattarealestate.com

SBRS Country
Malta (Ml’)

United States (US)

TLn%ey (‘TN)

2.9 United States (US)

2.3 United States (US)

2.9 United States (US)

2.9 United States )US)

1.7 United States (US)

2.9 United Slates (US>

3.3 United States (US)

Germany (DE)

3.9 UnIted States (US)

-0.5 United States (US)

2.9 United States (US)

0.5 United States (US)

India (IN)

-0.4 United States (US)

3.5 United States (US)

3.3 United States (US)

United States (US)

Volume

184,112

68,332

45,984

43,102

38845

36,347

35,563

29,660

19,420

19,219

17,475

15,067

13,467

13,087

13, 1)86

12,341

10,995

10490

10169

9781

Subject Lines and Fleaders of Failing Messages

Headers

No message details available,

No message details available,

No message details available.

No message details available.

No message details available.

No message details available.

No message details available.

Subject: ACH transaction canceled

From: “Tho Electronic Payments Association’ <transfers©nacha.org>

Message ID: <253024238. 177346tt6558800retailcanada.com>

URLa: lttp:ilerergys )rJis.n(Je90d8iiainx.ln 1

Subject: ACH transfer rejected

From: “The Electronic Payments Association” <dskrvanagernacha.org>

Message ID: <000dOl cca5dc$1b50a580$6400a8c0@mnsfd32>

Subject: ACH payment canceled

From: ‘The Electronic Payments Association” <aiert@nacha.org>

Message 10: <575836333.142926399321 78@radioexe.com’

IJRLs: htip:/Iinakoovarcorcopte.uom.rnil3iln’i5zlindnx.htrnl

No message details aviIabIa.

No message details available.

No message details available.

No message details avails bla.

Subject: ACH transfer rejected

From: “The Electronic Payments Association’ <admin@nacha.org>

Message tO: <4EC61290.306080@nacha.org>

Subject: ACH transfer rejected

From: “The Electronic Payments Association” eatert@nacha.org>

Message ID: <4EC60D43,208020@nacfla,or9>

Subject: ACH payment rejected

From: “The Electronic Payments Association <alert@nacha.org>

Message ID: <4ECSI 666.1 O9050@nacha.org>

134.69.3.46 Subject: ACH transaction canceled

From; “The Electronic Payments Association” <risknachs.org>

Message ID: <4EC61115.5030400nacha.crg>

Host

213.165.182.53

64.203.112.58

46.245.160.5

74.125.245.57

74.125.149.39

74.125.245.58

74.125.149.40

70.66.4.90

64.41.197.46

64. 18.1.174

82. 141.13.75

64.18.1.175

74.208.4.202

Copyright 2011, Agari Data, ice. All rtghts reserved.



Subject: Rejected ACH transfer
From: “The ElectronIc Payments Association” <ach©nscha.org

Message ID: <4EC6OIJ4A.9O304Onecha.org>

Subject: ACH transfer rejected
From: “Tne Electronic Payments Associalion” <alertnacha.org>

Message ID: <4EC6ODA9.7O4O8Onacnaorg

74.20&4.203 Subject: ACH transaction canceled

From: “The Electronic Payments Association’ aIertsllnachaorg>

Message ID: <4EC81 83R7O9O2Onacha.org>

Subject: ACH payment rejected

From: ‘The Electronic Payments Association” lnfo@nachn,org>

Message ID: <4EC60D44.503010©nacha.org>

Subject: Ycur ACH transaction
From “The Electronic Payments AssocIation” payrnentnacha.org>

Message ID: <4EC60D72903080(Ejnacha.org>

2O2.8B512i Subject: <<hjLs_d>> ACH ftansfer canceled

From: paymentnacha.org

Meesa go ID: <4EC71 1 52.4Ot3O7Or3Jnacha.org

URLs: ltp:nmbarn.crnnuwdurt1iidexhtmi

I’ttp:fdoca .yah:inlin(c/lrtiire/

hit :f/qooyahuo. Gorrr!scre7 i=97I59714/qrpld”r1 l3O:1c1257)qr pld’ 1lllh(t837(

t1t1,:I!liolJalarrlyatioo.r:mnISIG’ t5c)l[)ili/M49O64,14543p79, 1413624(11,1:

f1p’J/grorips.yalreo.:nii:vlc’X3oDMiJIOl JMvrirRlfl°917yk3N13c2lslThwri

Subject: <<find,> ACH transfer rejected

From: “The Electronic Payments Association” <slerls@iiacha,org>

Message ID: <4EC25371GOSO5Otj3nachaorg’

LJRLs: lrrlp:iidialnrj—tranrrlnuons. em/cpq2mfii lea html

Subject: lAmedcansuperbabes1 Your ACH transaction

From: ‘The Electronic Payments Association’ <payrnentsnacha.crçp

Massage ID: <4EG26F7C. 407O6Oinachaarp

URLs: ttp:’/pnritclooulc1h4t3qw’(uirdex,httnl

17L67.2198O Subject: [SPAM:###] ACH Transfer cancoted

From: “The Electronic Payments Association” <transfers©nachaurg

Message ID; <26266j 321602806_4EC6OEF6,26266_2336_1_4EC60D77606O8Otnacha,org>

Subject: (SPAM:f1I#1 ACH payment canceled

From: “The Electronic Payments AssocIation” <lnfo@nachaorg>

Message ID: <15758j 321602861_4EC6OF2D_1 117581 2753_274EC60D79.502O7Oriacha.org>

Subject: [SPAM:#41#] ACH payment rejected

From: “The Electronic Payments Association” <paymentnacha.org>

Message ID: <1 59861 321 603649_4ECGI 241,j5986_1 I 631 17 4EC60007903070@nacha.org>

9L139j64,53 Subject: <<h_n_s_d>> [FG] Rejected ACH transfer

From: paymentnachaorg

Mesas go ID: <4EC4C5DE7O5O2Onscha.org>

URLs: http:/Idocs.yahoo.coi’nlinfo/termsl

hltp:i!gua. yalioo.corn/rm’Ps’Oi350/I4/fjrpld’1 803(1251!(y’pspl:h— 17(th((637(

htLp:/kIobal.ard,yahoocom1SIG=1 rI125nts14”4l:1(I64 14543(175.145624111

ht;p: fkjroucs.yc cc. con 1: ,ylc r361cDMTJIYHNZbWNrnR FSTAzk3Nt)c2N lkwt

I:ttp:figroupayahon.com/grop1tiol_p:eydelh

Subject: <<h_n,,s_d>, ACH transfer rejected

From: “The Electronic Payments Association <aIertsnacha.org>

Message ID: <4EC25371 .606O50nachaorg>

URLs: htlp:/!dialo4lrensIrlliorra, oorr:Icl:’:i2ra?indrrx.htrnt

Subject: [publicjrudity_exhibitionistsj Your ACH transactton

From: payment©nachaorg

Message ID: <4EC4C5D5iO701Onacha.org>

IJRLe: hLtp’/kmca.ytieo.coririfoiten’ns/

http://to.yahno,r:om/eerv’?s”973135714/grpld”1531S46)pspW ‘1105(183764

tItp’)!iolnlard.yalioo.:onr/SIG’i5noqakdo!Mr-’iU3OE’I.14543979.14552451

http’

Copyright 2011, Agsrt Oats, Inc All rights reserved,



64ia.22o7 No messagB details available.

216.189161A4 No message details available.

Copyright 2011 Agarl Data Inc. A!! righta reserved.



Authentication Metrics, Inc.

A Trusted Registry
NACHA — nachaorg Domain Summary Report for 2011-11-06 — 2011-11-12

Thl report ldentles sericatton anomalies either due to spoofed messages or Intrastructure-retated issues such as servers missing from your SPF record,

Identity mismatches, or senrs not DKIM signing.

Scorecard

SPF: A

OKIM: No gning

Verification Rates by Date

3M

3M
C

IM

46<”

SPF Fall, DKIM Fail SPF FOil, CIKIM Puss

SPF Ot<JM Fail Li OPt’ Pass, DKIM Pass

Top 20 IP Addresses by Double-Fail Rate

21:t,iuO, 182,113 .i

6 t.t5O.,
2161lt.20,35
34.203.112.511

72,1$t,l3,75

74.125149.39
/41) i”40

/4.126,245,5?

7’l.325.245.5r<

212,11’5.l65,’li

2,10.ie9.L61,44 —
03<10471’

216.lltJ,2S,3,2O1 —
217.126.1.44.95 a

74.,1L)9.i51,145 U

12144,21.82 $

2113.141,61,20

95<1717250 S
64,18,1,176

67,236,134.91 t

Ok 251< 511k 75k 1.90k 1251< 1501< 1751< 200k 225k 2501< 275k

Message Voume

• SPF Fell, DKIM Fell El 5FF Fail, OKIM Pass

El SPF Pss, OKIM Pall El 5FF Pess, OKIM POss

CopyrIght 2011, Authentication Metrics, Ire. All rights reserved.



Top 20 IP Addresses by Double-Fail Rate

Host

213.165182.53

46.245.150.5

216.18.240.35

64.20311258

82.14113.75

74.125149.39

74125.149.40

74.125.24557

74.125.245.58

212.175.165,33

216.189,161.44

203.1 06.47.34

216.110.253.201

207.126.14495

78.100.161.146

82.144,21.82

210.141.61.70

95.97.17.250

64.16.1.174

87.236.134.91

ONS Name

rnad.l)vassallo.com

rnad,netcen.nI

webmail,rnicrogsionsinc.corn

static-64-203-1 12-58.ded,unwiredbb, net

mail. isegroup. eu

na3syaQO9amolO5.postini. corn

ria3sys009arnoi 06.poslini,com

na3sysol OamhlOl.postirri.corn

na3sysOl OamhlO2.postini.com

mail2, regattarealestate.com

colocate.static,216.1 10.253.201 .wightmari.ca

eulsys200arnol0l .postini.corn

manohesteremaii.co.uk

REMOTO2. AZNARINNOVA.COM

ngn-w’est-5770. enjoy. ne.jp

095-097-01 7-250.static.chello.nl

exprod&molOS. postini. corn

host-87-236-1 34-91. 2i3. net

SBRS Country

Malta (MT)

Turkey (IR)

United States (US)

United States (US>

Germany (DE)

2.3 United States (US)

2.9 United States (US)

2.9 United States (US)

2,9 Unded States (US)

Turkey (TR)

United States (US)

Australia (AU)

Canada (CA)

1.3 United States (US)

United Kingdom 1GB)

-4,0 Spain (ES)

-7.1 Japan (JP)

.4.0 Netherlands (NL)

2,3 United States (US>

-6.6 United Kingdom (GB)

Volume

243,252

55,253

32,344

31,539

15,904

12,808

11,444

10,904

10,413

9,242

8,089

7,751

6,793

4,949

4,920

4,557

3,723

3,667

3,018

2,862

Subject LInes and Headers of Failing Messages

Host

213.165.162.53

46.245.160.5

216.18.240.35

64.203.112.58

82.141.13.75

74.126.149.39

74.125149.40

74.125245.57

74.125.245.58

212. 175. 165.33

216.189.161.44

203.196.47.34

21 6.110.253.201

207.126.144.95

78.109.161.146

82.144.21.82

210.141.61.70

Headers

No message dotails available.

No message details available.

No message details available.

No message details available,

N message details available.

No message details available,

No message details available.

No message details available.

No message details available.

No message details available.

No massage details available.

No messaga details available.

No message details available.

No message details available.

No message details available.

Subject: ACH Transfer canceled
From: “The Electronic Payments Association” <ach@necha.org>

Message ID: e4E888AD7. 1 04080@nacha.orgs
URLs: htip:l/uls—algimmie. corrilllmuiucp/indmmx.htmnl

Subject: ACH Transfer canceled
From: “The Electronic Payments Association” <achmnacha.org>

Message ID: <4E889895,204020@nacha.org>
URLs: htt’J/lmoonherimy .com, co/7rn3oewlinrje,x.htrnl

Subject: ACH Transfer canceled
From: “The Electronic Payments Association” <ach@nacha,oI’g>

Message ID: 4E8B6ACC.909090@nacha.org>
URLe: http://hlog.frarnincjermgine.comn/hco6s)SlindeX.htrnl

Subject: ACH Transfer canceled
From: “The Electronic Payments Association” <aierts@nacha,crg>

Message ID: <4EBBAE6C.803090@nacha.org>

Subject: ACH Transfer canceled
From: “The Electronic Payments Association” each@nacha.org>

Message ID: <4EBB89F0.609070@rmacha,org>
URLs: lmttp://is.icoherini.m:cini.co/cjliUOe/lndirx.html

Copyrigrm[ 2011, AuthenticatIon Metrics, time. All rights reserved.



Subject: ACH Transfer canceled
From: The Electronic Payments Assoclatlon achacha.or9>

Message ID: <4Efl89FOBl)3O)imicha.orçj>

URLs: ldtp:1f cwifwtu. hrr!btiyy&inUex,html

5.97.17.25O Subject: ACH Transfer canceled
From: thu Electronic Payments Assec tion <achnachaorg>

Mesago ID: <4EB889F3.4O6O7Qfinacha.or’
URLs: Itlp:l/hihocom/yri9&in:lox.1drnl

Subject: ACt-I Transfer canceled
From: The Electronic Payments AsaocItlori <cab nachaerg

Message ID: <4EBG&)F3708051)@nachaorrj>
URLs: hIip/Iwnr1:snLcnm(kctlblrz/iicJitml

Subject: ACH Transfer canceled
From: The Electronic Payments Assoclation <ach©nachnorg

Message ID: <4E8B89F3.2Q4O6O(inachaorg>
IJRLs:

64.1 Lt-174 No massage dClails available,

87.236134.91 Subject: ACH Transier canceled
From: ‘Tha Electronic Paymans Association’ <ach@nacha,org>

Message ID; 1E97CA,2OSO7O@nacha.org’

URLS

Subject: ACt-I Transr cancalad
From: Itie Electronic Payrnnls Association <achnccha.org>

Message ID: <4EBB97CA.504040@naclra.orip
URLs; tritp://ticceUas-paly,coi/bixl4vndex.htnl

Subject: ACH Transfer canceled
From: “The Electronic Payments AssociatIon’ <achIdjiiecha,org

Message ID: <4E8138A01 ,305080@nacheorg>

IJRLs:

Copyrtht 2011,Authentlcetlon Metrics, Inc. All rights reserved.



Authenrtcation MefrIcs Inc.

hA Trusted Registry
NACHA — nacha.org Domain Summary Report for 2011-11-06 — 2011-11-12

i1is report identifies lehflcatlon anomalies either due to spoofed messages or infrastructure-related issues such as serem misSing from your SPF record,

Identity mismatches, or servers not DKIM signing.

Scorecard

SPF; A
OKIM: No sinning

Verification Rates by Date
3M

v 210
F

— * — *

L ç 0

SPF Fail, DKLM Fell LJ SOP l-il, DKIM Pnss

Li 500 Pals, 05101 Pa;I i 500 Pass, OKIM Pass

Top 20 IP Addresses by Double-Fail Rate

213,101152.03
45.240160,5

215,14.20(i.35

0.203,112,50
52,141.13,75 1

70,121,149.39
/4,5,49,45

/4.12b,21S,Si
14.125.5.511

212.173.1fi5.33
216.109.161.44 —
203.tgfi.r7,34

216,1 10.253,201
207.126,144,95
2l1.109,l61.146

a?,.l44,?L132 $

210,1410170 S

95.97.17.2So I

64.10.1,174 1

07,236.1 34.91
11 25k 50k 759 look 125k 1009 175k 2006 2259 250k 2751

SPP Fall, DKTM Fail Lii SOP 0511, 05001 F’sss

Li SOP Pns, DKIM Fail Li SPF Pass, DKJM Pass

Copyright 2011, Aulhnlicotlon Metrics, Inc. All rights resers’ed,



Top 20 IP Mdresses by Double-Fail Rate

Hasi

213.1 65.1 82.53

46245,160.5

216.1824035

64.203.112.58

52.141.13.75

74.125.149.39

74.125.149,40

74.125.245.57

74.125.245.58

212,175.165,33

218.189,161,44

203,196.47.34

216.110.253.201

207.126.144.95

78. 109. 161. 146

52.144.21.82

210. 141. 61. 70

95.97. 17 .251)

64,15.1.174

87, 230. 134 .91

OHS Name

m&l,l)vassallo,coni

nia/l.rietcen.nl

webmaiLmicro’,islonsinc.com

static-64-203-1 I 2-58 .ded,unw/r&dbb, net

mell.iscgroup en

na3sys009arnoi 05.postini. corn

na3sys0Ogarnol 06.postinLcom

na3sysOl0amhl0l .postini.com

a3sysOlOamhlO2.postirii.com

rnail2.regattaroalestate.com

colocate.slatic.21 6.110.253.201 .wirAtman.ca

eulsys200amol0l .postini.com

rnanchestereinaH.co. Uk

REMOTO2.AZNARINNOVA.COM

ngn-wast-5770.enjoy.ne.jp

095.097.1)1 7-250,attic,chollo.nl

eaprod6mol05.postini.cem

host87-236-134-91 , 2i3.net

Subject Lines and Headers of Failing Messages

Host

213.165.182.53

46.245.160.5

21G.la.240.35

64.203.112.58

82.141.13.75

74.125.140.39

74.125.149.40

74.125. 245.57

74.125.24558

212.175.165.33

216.189.161,44

203,196.47.34

216.110.253.201

207.125.144.95

78.109.161.146

112.144.21.82

21 0,141. 61. 70

Headers

No message details available.

No message details available,

No message data/Is available.

No message details available.

No message details available.

No message details ave/able.

No message details available.

No message dela//s available.

No message details available,

No message details available.

No massage data/Is available.

No message details eva/labIa,

No message dale/Is available.

No message details available.

No message details available.

Subject: ACFI Transfer canceled

From: “The Electron/c Paymerds Association” each@nacha.org>

Message ID: <4EBB8AD7. l04080@nacha.org>

URLs: httç:lIsis—ai,qeriv.crilIlir;pIiiix.htrol

Subject: ACH Transfer canceled

From: “The Electronic Payments Association” <ach@nacha.org>

Message ID: <4EBB9695.204020©nacha.org

URLs: h1tp/ltorlieiItriconrco/7rr:tnew/irviextitrril

Subject: ACI1 Transfer canceled

From: The Electronic Payments As’ociation” <ach@nacha.org>

Message ID: C4E8B8ACC,909090@naclia,orga

URIs: hllp://ljiog.i’msriricJengirie.com/hOoOsjOIindeX.hlrnl

Subject: ACII Tranater canceled

From: ‘The Electronic Payments Assoc/at/on” <alerts@nacha.org>

Message ID: <41SBBAE6C.803090@nacha.org>

Subject: ACH Transfer canceled

From: “The Electronic Psyrnenis Assoc/ation” <ach@nacha.org>

Message ID: <4EBB89FO.609070@necha.org>

URLs: lilip://bcicchrrin/. c:or,co/cjtrSIUs/lndvx.i1’ni

SBRS Counf,y

Malta (MI)

Turkey (TEl)

United States (US)

United States (US)

Germany (DC)

2.3 UnIted States (US)

2.9 United States (US)

2.9 United States (US)

2.9 United States (US)

Turkey (TR)

United Stales (US)

Australia (AU)

Canada (CA)

1.3 United Slates (US)

United Kingdom (GB)

4.0 Spln (ES)

7.1 Japan (JP)

-4,0 Netharlarnls (NL)

2.3 United States (US)

-6.6 United Kingdom (GB)

Volume

243,252

55,253

32,344

31,539

15,904

12,808

11,444

10,904

10,413

9,242

5,089

7,751

6,793

4949

4,920

4,557

3,723

3,687

3,018

2,862

Copyright 2011, Autherrticatln Metrics, Inc. All rights reacried.



Subject: ACH Tmnsfer cariceted
From: ‘The Electronk, Payments Association” achnacha.org>

Message ID: <4EB9B9FO.C>3O7O@nacha.orcJ>

URLs: >:1tx>fatto.b&n5tlyyn/ndox hmil

9g7.I7.25O Subject: ACJ-$ Trensfer canceled

From: “The Electronic Paymonis Asso ation” <ach@nacha,org’

Message 10: <4E8889F3,406070@nacha.orgs
URLe:

Subject: ACJI Transter canceled

From: “The Electronic Poymenta Assertion” ue[inacha.org>

Message 0: <4L8L389F3,i0BO)nacha.org>

URLs: 111IIb loa I i(tcftiJtn>,l liiii

Subject: ACIl Tronsftircanoolod
From: “The Electronic Payments Association” achnacha.org

Message It): “4EHB89F3,2O4O6Onaehe,org’

IJRLs:

64.1 LI .174 No mossnqe details ev&ilabt,

87,236.134.91 Subject: ACII Transfer cancctcd
From: “The Eloctronic Payments Association’ <ach@nacha.0r9>

Message ID: 4E9B97CA2OEO7Onacba.orçp

URLe: itpIlbooche, car crilopi,90enter,hlml

Subject: ACH Transfer canceled
From: ‘The Electronic Payments Asseciaflon” <achnacha,org>

Message ID: <4EBbS7CA.5O4O4O@naChC.or’

URLe: itt1 IlL 3111 oortosjrnrtyiornhilixt4\’inda’i [.cni

Subject: ACH iransler canceled

F rem: “The Electronic Payments Association” <acIinacha.org

Message ID: “4EB88AO1.3O5O8Onacha.org”

URLs: it 3:/JOlaz 131 tu01t033,com/Oi Mq!irduxllr iii

Copyright 2011, AuthentIcation Metrics, tire. All rithIs reserved



Authentiat1on Mefr!cs Inc.

A Trusted Registry
NACHA — nachaorg Domain Summary Report for 2011-10-30—2011-11-05

This report identifies hficatlon anomalies either due to spooled messages or lnfrastructurerelated Issues such as serrs missing from your SPF record,

identity mismatches, or serrs riot DRIM signing.

Score card

SPF: A

Di<IM: No sgnlng

Verification Rates by Date

SM

01/

SPF Fsil, UI<IM ri ii
Li SPF Pass, DKIM Fa1)

a
.2?

U SPF Fail, LIKIM Pass
LI SPF Puss, DKtM Ps

Top 20 IP Addresses by Doubte-FaiI Rate

213165.102.13
74125,1iS39

/4.125,248511 —‘——.————

72,60.5? tO
46,241,100.8

:‘ 111.1 8,24035

207121,144,1)1

64,ZO.3,112.Sl1 —
207.126.144.1)6 —
190,121.2211.99 I

82,143.13,75

84.18.2.20? —
64.18.2,21)0

74,113,158.28
2m1.105.130,35 —
?l6.Iti9,ILSI.1/ —

212,175.185.33
Ok 251< 50k

• SPF Foil, DKIM Pelt
C I Sl’F Poss, DKIM FH

loOk 125k 1.50k 1711< 200k 2251<

Messago V&umo

LI SPF frail, DKIM Pass
L..,I SPF foss, DKIM Pauus

CopyrIght 2011, Authentication Metrics Inc. Alt rights manNed.



Top 20 IP 8ddresses by Double-Fail Rate

Host

213.165182.53

74125149.39

74.125.149.40

74.125.245.57

74.125.24558

77.68.52.19

46245.160.5

216.18,240.35

216,110,253.201

207.126.144.95

64.203.112,58

207.126.144.96

190.121.223.99

82.141.13.75

64.18.2.207

64.18.2.208

74 113.156,28

208.105.138.35

216. 189. 161. 44

212,175. 165. 33

DNS Name

mail. ssallo.corn

na3syso09arnol 05.possni.corn

na3sys009arnol 06.postini.com

na3sys0l0amhl0l ,postinl,oorn

na3sysOl Oanihl 02.postinl.corn

serer7768-52-1 91 ..-ses\ers,net

rnail.netcen.ril

webmail.rr’icroataionsinc,com

colocate.static,21 6.110.253.201 .wlghtrnan,ca

eulsys200arnol0l .postinl.carn

static-64-203-l 12-58.ded,uriwiredbb.nat

eulsys200arnoi 02.postinLcom

mail.jeantex.com.e

mail.iscgroup.eu

exprod7molo5. postlnl,com

axprod7moloo. postini. corn

rnail.siappey net

mail.techaalleyit. corn

maH2.regsttarealestale. corn

SBRS Coun fry

Malts (MT)

2.3 ‘ United States (US)

2.9 United States (US)

2.9 ‘ United States (US)

2.9 UnIted Slates (US)

-0.5 United Kindorn (GB)

Turkey (7)3)

Ursted States (US)

Canada (CA)

2.9 United States (US)

Un4ed States (US)

3.9 United States (US)

Bolperian Republic of Venezuela (VE)

Germany (OS)

3.5 United States (US)

3.3 ‘ United States (US)

United States (US)

United States (US)

United States (US)

Volume

215186

127,802

112,671

87144

7 1.705

47,729

45,105

43,742

43,346

29,210

28,402

25,929

24,112

23, 716

15,828

14,300

10,533

9,512

8,377

Subject Lines and Headers of Failing Messages

Host

213.165.182.53

74.125.149.39

74.125.149.40

74,125.245.57

74.125.245.58

77.68.52.19

46,245.160.5

216.13.240.35

216.110.253.201

207.126.144.95

64.203.112.58

207.126.144.96

190.121.228.99

82.141.13.75

64.18.2.207

64.18.2.208

74.113.156.28

208.105,138.35

Headers

No message details available.

No message details av&Iablo.

No message details availablc.

No message details available.

No message details available,

No message details available.

No message details available.

No message details available.

No massego details available.

No message details available,

610 message details available.

No message details available.

No message dotails uvailablo.

No massage details available.

l’iu message details available.

No message details available.

No massage details available.

No message details available.

Turkey (TR) 7,902

216.189.161.44 i No massage details available.

212.175.165.33 No message dlails available.

Copyright 2011, Authonticetion Metrics, Inc. All rights reserved.



Authentication Mefrics Inc.

A Trusted Registry
NACHA — nacha.org Domain Summary Report for 2011-10-23 — 2011-10-29

This report ideniltes serificatlon anomalies either due to spoofed messages or infrastmcture-rclated issues such as serrs missing from your SPF record,

idenSty mismatches, or sen.ers not DKIM signing.

Scorecard

SPF: F

OKIM: No signIng

Verification Rates by Date

20M

tOM

—
it .7 (1’

(1 00

Li 6FF Fii, DKIM Foss

[.3 5FF Pas&, DKIM Pass
,SPF Fall, DKIM Fell

Li SPF Foss, 131<114 Fail

Top 20 IP Addresses by Double-Fail Rate

2 13. 165,1112. 53
7’l,12 5.24 5. 57
74,125.149,40
74,125.140,39

190.121.228.99
74 125245.58

46.242.160,5

216,16,240.35

207.126,144.05
64,201112.68

77,613S2. ii)
207,126,144,96

114. 18. 2.207
64.18,2,208

100.12.22,60
t4.10. tO, 29

711,109.1 61,146

98.130.45.35

110.222.131.82.
112.141.13,75

—

—

—

Ilk 50k 100k 1506 200k

t4cesage Voiurrtc

2601 300k 350k

5FF Fall, DKIM Fail

17i SPF Pass, 01<114 Fall
Li 5FF Fail, OKIM Pass

Li 5FF Pass, DKIM Pass

Copyright SOil, Autrrentcatiorr Metrics, Inc. All rights reserved.



Top 20 IP Mdresses by Double.Fail Rate

Host

213.165182,53

74.125.24557

74.125140.40

74.125.14939

190,121.228.99

74.125.245.56

46.245.160.5

216.18,240,35

207.126.144.95

84,203.112.58

77.68.52.10

207.126.144.96

64.1 8.2.2117

64.18.2.208

190.12.22.60

64.70.19.29

78. 109.161. 146

98.136.45.35

119.2213.131.82

82.141.13.75

DNS Name

mait.1vnssalIo.corn

na3sysol Oamhl 01 .postini.com

na3sys009arnol 06.postini.com

naosys009amol 05.postini.com

mdl.jeantex.com.e

na3sys0l OamhlO2.postini.com

maiL netcen,nl

webmail,rnicroUs ionsinc. corn

eu1sys200rnoi0I .postini.com

static.64-203-1 12-54.ded,unwiredbb.net

sera3r77-68-52-1 9.)4e-se.nsrs,net

eulsys200amoIO2.postini.com

exprod7rnol 05.postini.com

exprod7molo6.postirri.cem

corn-i 90-12-22-60uio,puntonat,ec

mailrelay.29.wehslte.ws

manchestererriail,co,uk

n62b.bullet.rnaiLspi ,yahoo,com

segrriefll-i 19-226.sify.nrit

n’rail.iscgroup.eU

SBRS Country

Malta (MT)

2.9 UnIted States (US)

2.9 United States (US)

2.3 United States (US)

Elolivarian Republic of Venezuela (V%)

2.0 United States (US)

TurKey 1R)

United States (US>

2,9 United States (US)

United States (US)

United Kingdom (GB>

4.3 United States (US)

3.3 United States (US)

2,3 United States (US)

-10.0 Ecuador (EC>

-0.5 United States (US)

United Kingdom (GB)

3.1) United States (US)

-10.0 IndIa (IN)

Germany (DE)

Volume

329,667

114719

110,792

101,263

73,639

72,951

62,679

38,553

33,990

33,888

32,352

30,904

20,729

18,754

18,734

18,055

17,144

16,572

15571

15,068

Subject: ACM Payment 0127256 Canceled

From: ‘account manager” <account, manager©nacha.org>

Message ID: e000eOlccSleg$e221d680$3clSOcbe@nacha.orgv

URLs: l’ttp:/lcriisareizer.ei,/qiji)t/ireies.lilnil

dl p:IIi acliaorg/retrnrt/l3272i4ilhi/delailir.}hp’?nx4005

Subject: ACM Payment 0l29618 Canceled

From: “account manager” eaccount.manager@nscha.org>

Message ID: <000001 oc5l ed$d9330400$3c1 60cbe(nech.s.org>

URLs: http:lIip..208..l09.l28-158.ip.eecuresarer.netl-’thccouNklik7n2?lndex.htnhl

http:llnacl’taorglicporti62l6l6l 8/deta.tis.nhplrm8’/41

Subject: ACM Payment 0105634 Canceled

From: ‘account manager” <account.managernacha.orga

Message ID: <000eOlccSla5$51c1e260$3c160cb0@nscha,org>

URLs: htlp://teolcidesigns,corn/[o2ze4lindex.htrn)

lp:i.’r:r:Iia.crqfnport/4 11901 8381:irmj lia.tp’in297d

64.70.19.29 Subject: ACM Payment 74913343 Canceled

From: “sorice manager” <ser’,ice, rnanager@nacha,org>

Message ID: <000001 cc5i a5$9fd6a600$ee427bdc@nacha.org>

URLs: lrt:p:/icrare.c:o.tIi/pc6x9j.’irrJex.drni

Subject Lines and Headers of Failing Messages

Host

213.165.182.53

74,125.245.57

74.125.149.40

74.125,149.39

190.121.228.99

74. 126. 245. 58

46. 245. 160. 5

216.19.240.36

207.126.144.95

64203.112.SB

77.68.52.19

207,126.14.4.96

64.18.2.207

64.18.2.208

190.12.22.60

Headers

No message details available.

Uø message details available.

No message details available,

No message deteils available.

No mess age details available.

No message details ev&lablu,

No message details ovailable,

No message detuils available.

No message details available,

No message details available.

No message details available.

No massage details available.

No message details available.

No message details available.

Copyright 2011, AthentIcatIan MetrIcs, Inc. All rights reserved.



htlp:i!na:;lianigfrepoitf3l2254S!datneoip?n=25?4

Subject: ACH Payment 13854905 Canceled

From: “serce manager” <sorce, manager©nachaorg’

Message H): <000eOlcc5l ac$4625a000$56597cdo@nachaorg>

URLs: [illp://r ard ;.n/0 1nk liindnx.htrnI

http:f/i e:In.inno 1/592 94 lila Ii p5n2r u326

I pin ;l ormimpoi/59250945/c te1i, p1

Subject: ACH Payment 0105012 Canceled

From: account manager’ account, monager@nacha.org’

Message ID: 000a0Icc5323$betb4200$6(8244b2@nachaorg>

URLs: itip//rrieurenlcnrn/7ajmitmauindnx.htna

n1rp:iinacln, or%/nmpott/24 1 l33070/dutmlmiphp?n0505

[;ltpi/ramha. orq:rnpml/24l 101076/datuIimpl ip?c6f>C5

78.log.161.146 No message details available.

98.13645.35 Subject: c<h_rs_sd>> ACH transaction canceled

From: transfers@nacha.org

Message ID: <0C49861 AA7ECD2AS2R52C9BO1I4FAD661 @pbjrerhpirhugpfrkxapcaqca.spcollege,edu>

URLe:ll1://aeiandartsrdmi1r:c/aqirreiscian1bir/dex,5lml

hltp:Ilduc.s.yehac. cum/info.’termnn/

l$tp//gooyal1oocc/semv?s”97359/i 4/pr lth113031/25 /)çjrpspkl.:17050133i’6

hltp//cjlnbnl. cr4 yahon.cnrn/SIG”’l5ogac0mk/M”’493064, l4N1lli79.145624/5

hltp:I/cjroupa. yohoocum/; ylcXlnDMTJlc2FyYW52dl—4lAzk.3NLlc2N kwR

Subject: .<hnsd> Your ACH transaction

From: infmbjnacha.org

Message ID: .i4696562966,5KP3MF5Z361 O19@zthrb.hcudybzm.com>

URLa: llip:/jrlocs,ylsoc. cornt,nloilnnna,’

hllp:f/oeo,ychoo.coriser.I?s975l3i14/prpId1803cJ257!ppapldi7Q50637€

hltp:I/plobalarcLyahio.cunmJSlG1boefkbil/M’493064.14543979. 145624131 1

http:115ioupsyahoocoml;_ylc=>CJoDMTJLSXAOM2QwBFlITAzkSNDc2NTkwB

I ftp:dgioupe yohi3OCOni’cJTflhip/llOtn spicy_dell ii

Subject: a<hnsd>> Rejected ACH transaction

From: payments©nacha.org

Message ID: i8754258469, MNGS3WLM81 7546©zwdhlkkwquzps.stpqjrorncxlnu. corn>

URLs: illp://ducs .yaliooc:om/iilo/lerms/

hltp://qeo.vrhon.cnm/sarJ?a’95159714/pId1019257;rpspld”170506:37ii

ttp://plohcl.sd.yalmoo,ccm/SlG 1 5cBhdi3u1lM493064.14543979,145li248 1

htlp://roupsyahoo,ucrn!ylc)CoDMTJlYjM1cnl2BF9TAzk3NDc2HThwBGu

lit 1 grnj s.yul:oo. comn/pn. pfhmt ri si:y__dell ii

119.226.131.82 Subject: Your ACH transaction N3007035131

From: “ACH Network” 4echaacha.org>

Message ID: <09090909092CB6E90925842C5DA75FFF@Hn,SGY3uFJ>

IJRLe: htlpr//enllegdsportsctiract. into/main. liSp

Subject: Your ACH transaction N724468720

From: “Automated Clearing House” <ach-networtqnacIarorg>

Message ID: .711 6089171.2011 1025192116@gcconstructlan.net>

IJRLs: htlp//ouscllcupld, into/main. php

Subject: ACH transaction cancelled
From: “ACH Network” <paymentsi1nacha.org>

Message ID: <8e210l cc934b$lOStrl ObO$5283e277@ENGRnPCI2CMONNIE>

URLs: llttp’i/buslnasgnev.mdxily.infu/nlaIn.pJmp

82.141.13.75 No message Hut ails available.

copyri9ht 2011, Authenlicatlon Metrics, Inc. All rights reserved.



Authentication Mefrics Inc.

.A Trusted Registry
NACHA — nachaorg Domain Summary Report for 2011.10-16 — 2011-1 0-22

This report idonties lerlflcatlon anomalies either due to spoofed messages or infrastructure-related issues such as serars missing from your SPF record,

identity mismatches, or ser’.ers not DRIM signing.

Scorecard

SPF: A
DRIM; No signing

Vedfication Rates by Date

<) ION

5(4

.1<,

0’

—

cc

SP1< Pail, t)Ktfrl FsO (,( 501’ (‘sO, DK:M Pass

L SPF 2 159 jl([f-( I-ui SOt Fcc OKIM c

Top 20 IP Addresses lay Double-Fail Rate

213.11i5.1112.53
I 911. 1 2:1 , 228.90
24.12 (“9. 15

16. 211 .1 5,0. 51
27. 125J 19.40

216.18.240,35

24. 125. 2 ‘1 5.5 [1

64,203:112.5(1

013.56.104.244 —
222.124.508.572
2:i6,i05,16i.44

i7i.67.219.HU
76.500,61.146

(13.224.48.222

117,23, 1(31, 52
207.326.144.99
<11. 201:1.216 . 25<4

(90.1 2,22.80
20 3. 1 44,13, 151,

01< 2511< 501< /51< 1001< 1250 1501< (‘751< 2206 2250 2105 0250

ttesssçye V,.twno

OFF Fail, Dl<tM 0 it LI 5FF Fail, 0(41(4 (‘ass

I I pf- P055 0(411<1 Thu i J 51<1 Poss OKIM Foss

Copyright 2011,Auther4icstion tAeKcs, Inc. All rights ressmed.



Top 20 IP 1dresses by Double-Fall Rate

Host DNS Name SBRS Country Volume

213.165.182.53 maiLmssaHo,com Malta (MT) 243770

190.12122899 mait.jeantes.com.m Bolimdan Republic of Venezuela (VU) 70,567

74.125,149.39 n’a3sys009amol 05,postini.corn 2.3 United States (US) 66,482

46,245.160,5 mail, netcen. at Turt<ey (TR) 64,185

74.12514940 na3sys0o9amolo6.pnstini.com 2.9 United States (US) 63,632

216.18.240.35 webmali,rnicroeistonslnc.corn United States (US) 50,715

74.125.245,57 na3sysal Oarnhl 01 .posttnt.com 2,9 United States (US) 46,319

74.125245.58 na3sysfll OarnhlO2.postintcom 2.9 United States (US) 45,131

64.203,112,58 stattc-64203-1 12-58,ded.unwiradhh.net United States (US) 29006

213.55.104.244 -10.0 Ethiopia (El) 28,116

222.124.198.172 -10.0 Indonecie (ID) 22,347

216.189.161.44 rnait2.regattareaiestate.corn United States (US) 17,081

171.67.219.80 smtp-grey.Stanford.EDU -1.0 ‘ United States (US) 15,356

78.109.161.146 manchesteternait,co.uk United Kingdom (GB) 14,795

83.229.48222 -10.U United Kingdnm (GB) 14,775

67.23,181.52 United States (US) 14,752

207,126,144.95 eulsys200amol 01.postinl.corn 2.9 United States (US> 14,507

91.200.216.204 -10.0 Russia (RU) 13546

190.12.22.60 corp-190-12-2260-uIo.puntonet.ec -10.0 Ecuador (ED) 13,172

203.144.13.166 maii.wirssulution.r.om.au Australia (AU) 11978

Subject Lines arid Headers of Falling Messages

Host Headers

213.165.182.53 No message det/ls available.

190.121.228.99 No message details available.

74.125.149.39 No message details available,

46.245.160.5 No message details available.

74,125.140.40 No message details available.

216.18,240.35 No massage details available,

74.125,245.57 No inns sage dlalls available.

74.125.245,58 No massego details available.

64.203.112.58 No massage details available.

213.55.104.244 Subject: ACH Payment 0103052 Canceind
From: “account manager” eaccount.manager©nache.org’

Message ID: e000e01ec5223S04841600$f46837d15©rtacha. org>
URLa: http:fl9iodn.rm:gee.rr1/i rablt,hl ri

,Iip!in;ir:ns.r,rnl”r”12i311’1: 7il/cle iiis.p’ro”n 011th)

Subject: ACH Paymcnt 1)103058 Canceled
From: “account manager” account,maneger©nncha.or9>

Message ID: <000eOlccS3S7$61 80e880$f46837d5@nacha. org>

URLs: htlp:iJ>is’W. kariams photo. comJhctin, I Imi

http’flr’acha,urdlJmport84505802!demitis.pl’Pi’ 11D25

Subject: ACH Payment 1)101 898 Canceied
From: “account manager” <account. rnanagar@nacha.org>

Message ID: <000oOl cc5l ec$02529500$146837d5@nachcr. erg>
URLs: lip./i’.seie’.jcrvce:Ia. org)ellvlo. html

mttip’thacI:.:rglrnoh/l:iOlSh)431h1:inteIist:i 0’vli I i9

222.124.190.172 Subject: ACH Paymeni 0141056 Canceled
From: “account manager” <a000unt,maflagor@nacha,Org>

Message ID: <000eOlccSlbi$51c70t80$b2067cde@nach.ori7’
URLs: [1tp:I’Inxsstnra.de1rc1tv.hlt

cllhiIlneOha r/”mx:0,’6ilS(l I l)7ilicl’ttoilsoim’?t’03i1

Subject: ACH Payment 0145658 Canceled
From: “account manager” <accojnt.managernacha.org>

Message ID: <000eOl ccSl al $dl 4d72600b2c67cde@nacha.org>
URLs: http:/ileinfonsecion.ua/anl<kl.htnrl

Copyright 2011, AuthenticatIon Metrics, Inc. All rights reserved.



$ :271)2

Subject: ACH Payment 0123078 Cncld

From: account manager <ac000nLrnanager@nacha args

Message 10: e000e01cc51b1$3a88b200$b2c67cdebnachCorg>

URLs: http/ft 1(I,A.421IX114thttI:t

.g!roa: (9rf2!i:.1 Jdniciia ;i’’;

216.189.161,44 Nt: message details evailhIe,

171.67.219.80 Subject; ACt-I Paymunt 0141476 Canculed

From: ‘account managol’ <a0000nt,manager@nacha,crg:’

Massage ID: <000eOlccSlbO$61e00000$75d1 142o(dinacha.org>

IJRLs:

lir) iiccnaeaJ-naocti’4262io4cta:lis

Subject: ACh Payment 9696901 Canceled

From: ‘account managet” <aocounl,nanagar@nochaorg>

Message tO: <000oOIccbl DuSc65a38C365abe36e3necti.crg>

URLe: hOp// 04W lIttlels.

i1t;-,:iInec:l;a, a :JeWo’i;ll,i B7tii)dnla/ p/n— 7434

11177/ma ce’::aeti I lhiil’til/:tmai .pnn° 742 1

Subject: /tCH Payment 38743115 Canceled

From: ‘account manaijul ‘ <accou:itmanagernochaotp’

Message ID: <000e0icc51b7$32337560$6495lh6di;nacho.nrg>

URLe: ipp://wv’tltlvmirpayr;arnJIa1 :j1:Ietl

‘111cr n-chc.cnl/’ep id’1 72145 ;C1tll. p1 o7 /

78.109.161.146 No message details aCailable,

83.229.48.222 Subject: ACIt Payment 0107090 Canceled

From: “account manager” <account. monaqer@n2cha erg>

Massage ID: e(l00e01cc5l5$046h9bO0$clc30e55345nmmu’haorq>

URLs: i:ocrne.corm-rarovS;e’m,i

lttu/!rjclu.umu!n’c:LiC’ Siili3h1l. tat a,plm/’’

Subject: ACH Pymeat 0129406 Canceled

Frost: ‘ccount nmanaycr” <accounl.rnanager1),nactie.o:la

Message ID: <000e01 ccSlhS$cbOl Rc80$de30e57i3inachs.org>

URLe: rmth’ llm:mkrnuaiu.de/t:ga3l:tmm

‘ttJfnaclo caaJmpmJlit/ 0im;9D/ttcualC::p? t8711.1

Subject: ACH Payment 0105452 Canceled

From: accomeit manager” <sccotmnt.mnorI090r@nachaorg>

Message ID: <000e0icc51ad$73288c80$da30a553rmchaorga

URLa: 1/Ip /Jowmt.nmnno7:eug coivscQ,ilmnl

clip iinmuhoun (:aJr1/23325/5l2ctriai1le2 :7?r v.4171)2

67.23.181.52 No message details available.

207.126.144.95 No message details available.

91.200.216.204 Subject: ACI-l Payment 0169058 Canceled

Frnm: “account manager” <accountmmanagernacha.org>

Message 10: <000001 cc5lbS$6ad24180$ccdoc85b(c5rmacbaorga

URLe: 7m

Subject: ACH Payment 1)161690 Canceled

From: “aum:u:nt manager’ <account.menaqnrgimnachaorg>

Message ID: <000e0 1 cc51d9S46880a00$ccd8c85bgJnaclia.o:g>

UP.Ls: 1lp:r/tn\7lym:m multI stnarc tin/>oIl

ult O/jl—,)ch> 01; mpcr:ifi921l(12deioiv ph.: -- LImO

Subject: ACH Payment 0149056 Canceled

From: account manager’ <accountmenager@nacha.org>

Message ID: <000e01cc51cd$1d7eo880$ccd8c85b9n’actma.org>

ltRLs: lltO//fl’krnveio. clo/>3il1si.miirnl

711; /11 i:9 1 (7 (ii’ no; 1: lii lilt LIOUL is mc?’ v 113117

190.12,22.60 Subject: ACH Payment 0187350 Canceled

From: account manager” <account.manager@nacha.org>

Message ID: <000eOlccSl9l$l9lecrieO$3cl6Ocbe@eacha,org>

CapydahI 2011, Asthenticatiorr Metrics, Inc. All rights reserves,



URLs:

Subjot: ACM Paymenl O18B7O Crncoed

From: aecoUflt I )Ot •:ccnL.marhop

Meae ID: OOUeOi cc5l 9e$98Uee8OS3c1 3Oebejnachaor>

URLs: ii;y u jujhu ,:ui, u:cju

Subjoc: ACM PIyn1ant Q149U CarIcekud

From: nOeuflt rnanuutJe? <necount, tent geiuunchaerp

MIissae ID: <QOOoO1cc5a7S4 1 nac28OS3cflSOcbeiMutchaoIg>

IJRLs; p 1it u rnU uruL ‘u

203.144,1 31 66 No rncussugu details vdble.

CDpyriciut 20’l, AulhontcaUnn Mtlc, Inc. All rights rserVect,



Authentication Metrics; Inc.

hA Trusted Registry
NACHA — nacha.org Domain Summary Report for 2011-1 0-09 — 2011-10-15

Ths report Identifles erificatlon anomalles either due to spoofed messages or infrastructure-related issues such as servsrs missng from your SPF record,

Identity mismatches or serrs not DKIM signing.

Scorecard

SPF: A
DRIM: No stgnlng

4M

Vetification Rates by Date

0

3 2M
0

aM

SPF Fall, DKIM Fail

CD SPF Pass, DKIM Fail
C) PF Fail, DKJM Pass

[3 SPF Pass, OKIM Pass

Top 20 tP Addresses by Double-Fail Rate

213165. 16253
16.245,160.5 —-——-—

2l6.18.2.i0,35

216,180161.44 —--——--

203,246.56.130
216, 177 14,108

5.171,163.26 —
12.141,13.75 —

118,96.149.211
74.125,149,39 —
74,125,149,40 —
/4,125,245,1? —

118.96.250,213
209.68.2.33 —

62.90.113,93 —
81.1130.74.2

64.32167.152

136166.244,237 —
121.175.126.107

122.43.15.35
71k 25k 150k 175k 200k

50k 71k 1110k 1251

Measage Volume

— SPF Fall, DKJM Fell

[1 SPF Pass, DKIM Fall
I SPF l’il, DK1M Pass

CD SPF Pass, OKIM Pass

Copyright 20t1, Authentication Metrics, Inc. All rIghts reserved.



Top 20 IP Addresses by Double-Fail Rate

213.1135.182.53

46,246,160.5

21618240.35

216189.161.44

203.246.56.130

216.177.14.108

175.176,163.26

62.141 1375

118.96.149.251

74.125149.39

74,125.149.40

74.125245.57

118.96.250.213

209.66.2,33

62.90.153.93

81.180.74.2

54.32167.162

66.166.244237

121.175.128. 197

122.4315.35

mai.tjessaIlo.corn

maitnetcennI

webrnail,mlcrosisIonsinc.com

mwl2.regattarealestate.com

fl ,eXm>t,flet

26-163.tca.iret,ld

rnaii.iscgroup.eu

na3sysoO9arnol 05.postir,i.com

ra3sysOO9arnol 06.postini.com

na3sys0l0amhlOl .postirrtcom

21 3,static. 118-96-250. aslinet,telkom. fetid

fiann.pair.com

62-90-153-93.barak.net,ll

p-1t1.180.74.2.utm.renam.md

lp—64-32-l 67-1 62.dslIax.megapath.net

h-66-1 56-244-237.lsanr.e54.static.covaci,net

SBRS Country

Malta (MT)

Turkey (TR>

United Slates (US)

United Stales (US)

-10.0 South Korea (KR)

5.3 UnIted States (IJS)

-10.0 indonesia (ID)

Germany (DE)

-10.0 Indonesia (ID)

2.3 United Slates (US)

2.9 United Stta (US)

2.9 UnIted Slates (US)

-10.0 Indonesia (ID)

-0.5 United States (US)

-9.6 Israel (IL.)

-10.0 Romanla (RO)

United States (US)

United States (US)

South Korea (KR)

South Korea (KR)

Volume

168334

64,189

38,697

25,584

20,329

18906

13,075

12,569

11,968

10432

8645

7,741

7551

6,888

6683

6,813

6550

6466

6268

6,267

Subject Lines and Headers of Failing Messages

Headers

No message details available,

No messago details available,

No message details available.

No message deta/ls available.

Subject: Your ACH Transfer N3940122434

From: ‘ACH Network” <ach-network@nacha,org>

Message 10; <op.kbuza2e090lrnpo@9AN5>

URLs: Prtlp;//tlre syrrmerrtycrrri,rta ir’,!olrnrrln, php

Subject: Your ACH Transfer N506013508

From: “ACH Nctwork ‘eachNjnacha.org>

Massage ID: cop.llyhjysl 5oypy2iShoetsARLENEAlD6k>

URLe:

Subject: ACH Transfer cancelled

From: “ACH Network” <achmmetwork@nact1a.org>

Message ID: <dfa4Ol cc87b4$61be30$82386cb@HODGEYw02lnBz9

URLs: nttp:/lconnectmerealsita.inlolirmainphp

218.177,14.108 No massage details available.

175.176,1 63.26 Subject: ACH Transfer rejected

From “Electronic Payments Association” <supportnacha.org>

Message ID: <9868517973.20111015005701 @sanramongrace.org>

URLs: l-ttp:tidatazonewrrrkinfo/mnui.ptmp

Subject: ACH transaction cancelled

From: “Electronic Payments Association” <tech(gteachaorg>

Message ID: <fS4cOl cc8ad5SSocOlO5O$laa3bUaf@Nbnalrire>

IJRLs: lmttp:J/bestcielrmspaeeparmneo infolrnrmin.php

Subject: ACH Transfer rejected

From: “ACH Network” <achnacha.org>

Mesas ge ID: <867001cc8ad5S4a69b31 O$1 aa3boaf@MCNEILLHANAWL2mr>

URLs: trttt://jo rnelotbnrmkincjs.Info/rnaln.php

82.141.13.75 No message details available.

118.96.149.251 Subject: ACH transacton rejected

From: ‘ACH Network <ach.network@nacha.org>

Mesas ge ID: <555d01 ccSae6$15830140$15955076@56iSCassidy>

Host DNS Name

-10.0

-10.0

Host

213.165.182.53

46.245.160.5

216.18,240.35

216.1 69.161.4-4

203.246. 56. 130

Copyright 2011 AuthentIcation Metrics, Inc. Alt rights reserved.



URLs: littp:l/dspaces-systems.lnfolmain.ptip

Subject: ACH Trensfer cancelled

From: ‘ACH Network’ <achnaoha.org>

Message ID: <op.kllymGlfcb7tjx@WlLMAConklin>
URLs:

Subject: ACH Tranefer rejected

From: ACH Network <achnetwor1c@nacha.org>

Message ID: <a40301 cc8a68$3c91 77e0$ft956076iBreedonLT3Mo5PPerelra>

URLS

74.125.149.39 No message details available.

74.125.149.40 No message details available.

74.125.245.57 No message details available,

118.96.250.213 No message details available.

209.68.2.33 No message details available.

62.90.153.93 Subject: ACH Transfer rejected

From: “ACH Network <ach©necha.org>

Message ID: <974444BE129EFDA0C59EFD3D36744B805@btc,bwa

t.JRLe: hllp:iIsrwIy7 yourdale.iofo/rnain. Pl)

Subject: ACt-I transection cancelled

From: ‘ACH Network <achinacha.org>

Message ID: <c70901 cc8aa6$43822a70$5d995a3e@AndradeDELiSA>

URLs: http:llmydataapaccssyslems.Inlo/main.php

Subject: ACH transaction cancelled

From: ACH Network ech-natwork@nachaorg>

Message ID: .z507346797.5494391470401 7@chisinau-rnoldova.corn>

URLs: ittp:l/lonimiisbbdc, info/ioin.pl:p

81.180.74.2 Subject: ACH transaction rejected

From: ‘ACII Network <ach-networknechn,org>

Message ID: <E2991C729999915384F0721534F0CED@netlerket.eu>

URLs: tiltp://dployingataaacesiittc/moin.plip

Subject: Your ACH Trensfer N964126174

From: “AGH Network <ach@nacha.org>

Message ID: c539478361 6,2011101421 2952@bitrnep.it>

URLs: http://fraeapplicotiontatsspacoirrfo/reein. pip

Subject: ACH transaction rejected

From: “ACH Network <ach-network@nacha.org>

Message ID: <2976821A. 304Q8Q6@VannDaewShcjy>

URLs: htlp:I/deta’are.driw.lops.inlolmainphp

64.32.167.162 No message deliIs available.

66.166.244.237 Na message details available.

121175.128.197 Subject: ACH transaction rejected

From: “ACH Network’ <ach.networklnactia.org>

Message ID: <2c4t01 cc8at3$167991 70$c580af79@AddisynMuthart>

URLs: nup:l/dataspacesupportinfoimainpl:p

Subject: Your ACH Transfer N9025650641

From: ACH Network’ <ach.networknacha.org>

Message ID: <op.qt3l5bhdu0ne6gelHWsiF>

ULs: http:I/nalyzeyourinfo,inlolniain. php

Subject: ACH Transfer rected

From: ACt-I Network <achnetwon@nacha.org>

Message ID: <1d7201 cc87b9$da9acf60$c580a79j2Qrkariy’

URLa: lrltp:na.s’sociate.erniil.ii’ro/niain.plip

122.43.15.35 Subject: ACH trasac1lon rejected

From: ACH Network ach-network©nacha,org>

Message ID: <735965627.2011101 5043332@prodigy. net>

URLs: ltp:llthrlataspaconbjecl ifofreain php

Subject: Your ACH Trans far N50498803

From: “ACH Network <achnetworklnacha.org>

Message ID: <724d01cc8af6$adOfa3lOS23Of2b7a@Vga>

Copyright 20t1 Aumenticatien Metrics, Inc. All rIghts reserved.



URLS tp:I/data-zoneprode$ rfo/rnalI’Lphp

Subject: ACH Transfer nancelled
From; ACH Network <ach.network@nacha.org>

Message ID: <9616994673.2011101 5042900@realsOda,COm
URLe: http:IIoutonmedstaspactinftlrnairt )I1P

CopyrIght 2011, Authentcaton Metrics no All rights reserved,
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nacha
Pemla Moore I Preferences Logout Help

RESEARCH

DOMAIN
SUMMARY

NEXT STEPS

REPORTS

FAILURE
1NSPECTOR

MONITORING

Select domain: Inachaorcj

113.105. 82.53
10,145.1 60.5

?l8.189.liil.44
2 13. 8.2 40.35
74.125.245.57 —

203.246.50.130 —
216.177,14.108

14.1 25.14939 —
74.125.149.40 ‘
82.141.13.75 —

74.175.245.58 —
182.72,142.2 —

175.176.153,26
I 19.226.131.82
IIa.90.348,251

41.206.13.3 —
220.225,22.12 —

222.124.198.178
06.1 32.249. II 7 —

62.90.1 53.93 —
Ok 50k

Display top 120 IP addresses. Run

• 5FF Fail, OKIM Fail
Si’F Pass, Di(IM Fall

SPF Fail, OKIM Pass
W 5FF Pass, OKIM Pass

‘4 AutJienticLion MeKrlcs, Thc.

Trusted Registry
DEPLOYMENTISEARCH ORGANIZATION ENFORCEMENT

nacha.org Domain Summary Report for 2011-1 0-05 — 2011-10-11

EFFECT OF ThIs report Identifies verification anomalies either due to spoofed messages or intrastructure-reIated Issues such as servers
oucv missing from your SP’Th 1’Jfify”is’matches, cw s’iZii”bRi nlng.

Scorecard

SPF: A

DKIM: No sIgnIng

Verification Rates by Date

‘Eli
t..

S SPI Fail, DI(IM Fail
.i. 5FF’ Pass, DklM Fail

_cI.!
5FF Fail, UKIM Fss

L 5FF OKIM Pass

Top 20 IP Addresses by Double-’Faii Rate

loOk 150k 200k

Message Volume

‘I

250k 300k 350k

https://who.isspoofing.us/reports/domain_summary_report 10/12/2011
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Top 20 (P Addresses by Double-Fail Rate

Host ONS Name SflRS Country Volume

213,165.1 82,53 nlaiLflvassaIlo,corn Malta (Ml’) 305072

46245.160.5 rnail,netcen.nI Turkey (TR) 65011

216.189161 44 mail2.regattarealestate,corn 4.0 United States (US) 35552

21615.240.35 webniailrnIcrovisinsinc,corn 5.1 United States (US) 25673

74125 245.57 na3eysOlOarnhlOl,posuni corn 2.9 United States (US) 21221

203.248.58130 -10,0 South Korea (KR) 19,165

216.17714.108 f1.esmx.not 5.3 , United States (US> 18,982

74125.149.39 na3sys009arnolo5.poatirii.corn 3.5 , United Slates (US> 18929

74.126,149,40 na3sys009amol0G.postird corn 8.9 United States (US) 18,884

82141.13,75 mal.iscgroup.eu Germany (DE) 18422

74.125.245,68 na3sysoloamhlO2.postini.corn , 2,9 United States (US) 15541

182.72.142,2 , NSG-Static-002.142,72.182airtel,in -10.0 India (IN) 11263

175,176.163.25 26-163.tca.net.id -10,0 Indonesia (ID) 11117

110.226.131.82 segment-119-226.slfy.net -10.0 India (IN) 10804

118.96.149 251 -10.0 Indonesia (ID) 10601

41.206.13.3 41.206,13.3.vqccL net -10.0 Nigeria (NO) 10.181

220225,22.12 -10.0 India (IN) 9987

222,124,1913,178 -10,0 Indonesia (ID) 9885

66.132,240.117 eagleoneproductions.com -1.1 United Slates (US) 0,282

62.90,153.93 62-00-153-93.barak.net,il -10.0 Israel (IL> 8206

Subject Lines and Headers of Failing Messages

Host Headers

213.165,1 82.53 No massage details available.

46.245,160.5 No message details available.

218.189.161.44 No massage details available.

216.18.240.35 No message data/Is available.

74.125.245,57 No massage details available.

203.246.56.130 Subject: Your ACH Transfer N39401 22434
From: “ACH Network <ach-network@nacha.org>

Message ID: <op.kbuza2e090lrnpctSJOAN5>
IJRLs: http:/iiliapaymentyourdata.info/main.php

Subject: Your ACH Transfer N50601 3508

From: “AC H Nelwork” -achInaeha.org>
Message ID: <op.l7ybjysl5oypy2©ShCetsARLENEAIDGk>

URIs: htlp://yourdataloss.info/main.php

Subject: AGH Ttansler cancelled
From: “ACt-I Network’ ach-nelwolk@nacha.org>

Message ID: ‘ectfa401cc137b4$6t01bo30$6238f6cbtHOD3EYW021 nOz9>

URIs: htlp:llconnacllsroa)sile.ln!olrnain.php

21 6.1 77.14.108 No massage datalls available.

74,1 25.149.39 No message detai/s available.

74,1 25149.40 No messaga details available.

82,141.13.75 No massage details available.

74.125,245.58 , No message details available.

182.72.142.2 Subject: ACH tranarer ejectcd
From: “ACt-I NetworlC <suppomt@necha.orgs

Message ID: <0ca50tdc646fS99aaSbe0S028e48b132,CusIomerv

URIs: htlp:RvaIlspaytne8tmy-transf8r.info/main .php

Subject: ACH Transfer rejected
From: “ACH Nelwor1” <supporIrmacha.org>

Message ID: <533012972.201110081 81046shepherd.net.au>

URIs: ht)p:/lpayrtientincome-transfer.info/main .php

Subject: AC H transaction rejected
From: MACH Netrk’ <risk-rnanagernenInacha.org>

Message ID: <6982625914.201110061 83754ldennisdelols.com>

URIs: http:/Jincorrtemyselftransferyorkmarkeiwiard-transfer.lnfoitrlain.ptlp

178.1 76.16326 Subject: ACH transaction cancelled
From: “ACH Network” <payrnentslnacha.0r9>

Message ID: ef43801cc8465$ee8fcflo$1 aa3b0at@FOWLEftDEBROAH9UZlpbZar6

URIs: http://payment-niovement-transfer.info/maifl.php

https :/Jwho . isspoofing.us/reports/domain_summary,,,,rcport 10/12/2011
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Subject: ACH transaction rejected
From: ‘ACH Network <payments@nacrra,org>

Message 0: <eb6a01ce6472$bfc3eS3O$1 aa3bfl8f@3KOQDukes>
URLs: http:llpsymerrtiongonflne-tranrrfer.infolmain.pflp

Subject: ACH Transfer rejected
From: ‘ACH Network <ach@nacha,orgs

Message ID: <313486EDAF053B8S4F21C7299U99 C721MontgornerySc3h3q>

URLs: http:I/transferpaymentcredd-transferinfolmainpbp

119226.13182 Subject: ACH Transfer rejectee
From: ‘ACH Network ach©riacha.org>

Message ID: <OLI2C6E7ACD31FB2C6T31F4SE7ACDA525@H331>

URL8: http:Ilreeger05d3.info/main.php

Subject: ACH transaction cancelled
From: “ACH Network’ <payrnentsnachaorg>

Message ID: <op.5ze0to5fh94s7tiVSRAiHShsDXPwGenaro
URLs: http,/Inestelo32l.infolmain.pt;p

Subject: Your ACH Transfer N695997512
From: “ACH Network” <ach.network@nacha.org>

Message ID: <0597B821,0090407@schmitt-title.com>
URLs: http:/lnwrquarl39d6.infolniainphp

118.96.149251 Subject: ACH Transfer cancelled
From: “ACH Network <risk-msnagement©nacfla.org

Message ID: <01 809FB25D35DA9FBO1467EAI 4SEA1 60©Aaront>
URLe: http:I/bolivarb73d.info/main.php

Subject: ACH Transfer cancelled
From: “NACHA” <risk.management@nacha.org>

Message ID: <op,cpprducbawyeaorNatlianielcOREYES>
URLs: http://rnslntain’ourdsta.info/mnin,php

Subject: Your ACH Transfer N’ 8503176
From: “ACH Network <achr.acha.org>

Message ID: <op.msjxe2ju6epckc@OSllOle>
URLs: http://yourinlodata.irfo/nlsin.php

41.20613.3 No message details available,

220.225.22.12 Subject; Your ACH transaction N465237735
From:’Automsted Clearing House’ <ach@nacha.org>

Message ID: <824504658.859871 27553717lnnovativemgrnI.net>

URLe: http:llmyyourdatasize.infolmain.php

Subject: ACH Transfer rejected
From: Automated Clearing House <payrnenla@nacha.org>

Message ID: <2991 53604F0CE6E606721 53134F2991C7@SzndO>
URLs: http:/Inewconnectemail.infolmain, php

Subject: ACH Transfer rejected
From: ‘Automated ClearIng House <actr.networknacha.org>

Message ID: cop.5p44wOvzl p6qxeQZS0jzn8UC>
URLa: http://whereisyourdatablog.info!main.php

222.124,198,178 No message details available.

68.132.249,117 Subject; ACH Transfer rejected
From: National Automated Clearing House Association” <riskmanagement©nscha,org>

Massage ID: <bci901cc8460$7820a700$aa9a7cdelEjWfk>

URLs: http:/Ipaymentinterestnow-transfer.inlo/maln,php

Subject: ACH Payment Canceled
From: donotreplynacha,org

Massage ID: <7721581413,8QLSILLX21 3761 mkomdvxg.gzevu.com>

URLe: tittp:Ilbeerbaetie,com

Subject: Your ACH Transfer NOl 0591 0312
From: ‘NACHA’ <support@nacha.org>

Message ID: cop.25Sgf84phawf09lrUDj>
LJRLs: trttp:Ilcrate43Ol .info/main.php

62.90.153.83 Subject: ACH Transfer rejected
From: “ACH Network” <ach@nacha.org

Message ID: e9744446822EFDA0C59EF03D387440605@btC,bw>

IJRL8: http://anaiyeyourdata.infolmain.php

Subject: ACH transaction rejected
From: “ACH Network’ edonotrepiy@nacha.org>

Message ID: <8293055C17F6E8605C17FDA8780C930C@rtd>

URLs: tmttp://consideryourinformatiorr.info/main.php

Subject: ACH transaction cancelled
From: “ACH Network” eactm-networklnacha,org>

Message ID: <507346797.54943914704017lchlsinaUmoldOVa,COm>

URLs: http:/?IammusO6dc.lttfo/rnain.p[mp

https://who. isspoofing.us/reports/domain_summary_report 10/12/2011
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Authentic&tloo MetrIcs Inc.

V4 Trusted Registry
nacha — nacha.org Domain Summary Report for 201 1-09-25 — 2011-10-01

This report identifies €rilcetIon anomalles either due to spoofed messages or infrastiucturerelatod Issues such as ser’ers missing from your SPF record,

identity mismatches, ni serrs not DKIM signing.

Scorecard

SPF: A

DKIM: No signing

Verification Rates by Date

5GM

tIM

FPF Fe ii, DK1M Fall

,J SF6 Pass, IlIUM Fui
I 5FF Fii, OKIM Fees

5°F IliUM Pass

-

Top 20 IP Addresses by Double-Fail Rate

211S62.i)12133
74125. ‘0.39
/‘ll? 3. I’1S40

208.sG.240. .313
72,44.10. t6Z

74.125.2’i,13/
132.1393,228.100

74,12 13, 74 5, 53

8u.24.3lSi. 5
121, 1 76. 9, 7:3

I 331.104 137 710
82,13613,1413,23

50.22.115.16

706.7.17.196.4?
13 7. 2 28, 64, Sfi

188. 40 . 113 . 145
69,43.1913.82

1134.170147.11

7113,1213,33.131

01. 801< 1)101< -l 1)2

e117J4 Viiiin

51<13’ Fi), DKIM FiI
OFF PasS, IliUM Fail

2)101< 750k

LI SPF Fail, Dl<IM r’ass

LI SF1 F’iiss, DOOM Pass

Copyright 2011 AuthenticatIon Metrics, Inc. All rights reserved.



Top 20 l’ Addresses by Double-Fail Rate

Host DM5 Name

Subject Lines and Headers of Failing Messages

Headers

No message details avllabla,

No message details available.

N message details availbla.

Subject: ?iso-8859-5?i3?OUNIlFRyYW5iVylFJ(drniI? so8859-5?8?dw7
From: <ach@nacha.org>

Message ID: <009bOlc4DaGt$6d2281512$263654f4@xutytf>
U RLs: 8ttp:/lv,ww, ned a, no

Subject: =?iso-8859-5?B?QUNIIFRyYW5zZrnVyIFJIdmII? ‘?iso8859-5?8’?dw’?’
From: <ach@nacha.org>

Messa go ID: <000401 c4ba4S$1 7eOb28tt$OfddO806@qcWlpx>
URLs: 1t(yJiv.W,.v. ‘,OCt5,Q,r

Subject: ?iso-8859-5?B?QUNlIFRyYW5zZmVylFJldmli34 =?iso-8859-5?B’?dem’?’
From: <ech©nacha,orga

Mesas ge ID: <000601c41 ci 8$1 b8e4033$98h47397@hbpolg>
URLs: nttp i/vww.nacho.nrg

72.44.70.162 Subject: ‘?iso-8859-5?I3?QUNllFRyYW5zZmVylFJldmti’?’ ?lso-8359-5?D?dw?
From: <ach@nacha.org>

Message ID: <003c01 c4o912$a812a7e9$f6f4e657aIi(y>
URLs:

Subject: =?iso-8859-5?B?QUNllFRyYW5zZrnVylFJk1mN’N ?iso.8859.5?8?dw?

Frmn: <ach@nochrt.org>
Message ID: <006401c434d7$40o43c82$2681385f@note>

URLs: tIu/f’, molm ,og

Subject: ?isc-8859-5’?B’?QUNIIFRyYW5zZmVyiFJidmll? ?isott859_5?8?dW?

From: <ach@nacha.org>
Message ID: <009b01 c47836$i 61 bft)b$960422t7pqz>

URLs: ‘ta//www.naeha.orq

74.125.245.57 No message details available,

62.193.228.100 Subject: ?iso-6659-5?8?QUNiIFRyYW5zZrnVyIFJidmII? ?iso-8859-5?E3?dw’?
From: <achnacha.org>

Message ID: <001401c40c12$dblS5blB$fflaa80e@gqp>
URLs: htt:JJwv.ev,

Subject: =‘?iso-81159-5?8?QUNIIFRyYW5zZmVyIFJI6n1iI? =?i8859-5?B?dw’?’

SBRS Country Volume

213.165.182.53 mall.tv,jssallo,corn Malta (MT) 252979

74,125,149,39 na3sys009amoio5,postini,com 2.3 United States (US) 248,490

74.125.149,40 na3sysoo9arno 1 06.postinl.com 2.9 United States (US) 234905

208.66.24935 sarrl2.dns-grupohosI.com -4.9 United States (US) 225,946

72.44.70.162 1 62-70-44-72-dedioated.multacom.com -4,0 UnIted States (US) 212,543

74.125.245.57 na3sys0loamhlol,poetini.oom 2.9 United States (US) 205,827

62.193.228.100 wpc1284.hostlx24.com -5,8 Franca (FR) 194756

74.12S.24S,58 na3sys0l Omntil 02.postini.com 2.9 Ur4ted States (uS) 164519

8(1.244.168.15 cpan&2.lntervmon.co.it -9.3 Israel (It.) 180817

174.136.0.71) cmetcr,00m 49 United States (US) 163627

198,104,137.210 mail.indianpetrn.corn -4,1 United States (US) 162270

82.165.145,23 51 5420057.onIinahome-serer. Info -1.5 Gennany (DE) 150906

50,22.115,76 tht,thttulc,com -5.3 United States (US) 122229

206.217.196.47 cps.masswebsitemaker.corn -10.0 lJnited States (US) 118,405

67.228.64.58 67.228.64.58-static.reerse.eoftIayer.corn -6.2 United States (US) 1111,312

1811.40.83.145 sOl.dmhost.da -2.5 Gennany (DE( 117,248

69.43.195.92 rneyney3.rnarkethardware.com -4,4 United States (US) 113,381

74.86.52.5 bee,at\ixe,ccm -2.5 United States (US) 80,989

184.170,147.11 wb0Ei3.lax I ,coolhandle.com -7.9 united States (US) 80,780

202.125.33.114 webfarrn2,sslaccess.com -10.0 Australia (AU) 73,317

Host

213.165,182.53

74.125.149.39

74.126.149.40

208.86.249.35

CopyrIght 2011, Authentication Metrics, Inc. All rights reserved.



From: <sch@nacha.org>
Message D: <002b01 c4afcl4$ch6c7d91 $c205nhb6(itrm>

URLs:tt)I!,V s:

Subject: ?iso-B859-5?B?OUN!IFRyYW5zZrnVyIFJjdmH?= ?iso-8859-5?B?dw?

From: <ach@naclia.on,>
Message ID: <000501c$2c56$2bi56228$2a3f7a02@fpau>

URLe: nttrif\:haoc;

74.125.245.56 No message details available.

80.244.168.15 Subject: ?iso8859-5?B’?QUNII0RyYW577nVyIFJIdmII’? ‘?iso8d50-5’?B?dw’?

From: <acnljrrm:ha.mg>
Message ID: <002701 c4c04b$74h5ef0t$d454b0sSxprnyU>

iJRLs:.s !I’.r))i,(.)rci

Subject: ?iso-885057L3’?QUNIIRyYW5zNnVyIl-JIdrnIP z859.5?I3?dw=.?

From: <ach@nricha,cirg>
Message ID: <0O3f01c4dcfd$eetb0022$a94e5be6niob>

URLe: flttti

Subj:so.8R59-5?S?CUNFRyYW5z7inVyIFJlcimi? .?Iao_6S595?B?dw=?=

From: <aclrnachaorg>
Message ID: <001701c488e6$d81c93b2$f9if4299dbystj’

URLs: ittr;/’A’w. flac:c;.

174.136,0,70 Subject: ?iso.885tJ.5?I3?QUNl0RyYW5zZmiJylFJIdmII? =‘so_88505?Lt?dwz’?

From: cach@nacha,org
Message ID: <001401 c47e69$851e21 74$aGtbbb55@uxwreU>

URLs: tt::!l,,v

Subject: =?io-8859.5?B?QIJNHFRyYVV5z7mVyIFJIdrnfl?= ?ls—S009-5?B?dw=’?
From: <ach@naOha.org>

Message ID: <OOlbOlc4GdlO$dl 832:t5dS845d05:©kxfls
LJRLs; lt:,//vp,w, ::::ii,:.r,:q

Subject: ‘?iscv88-5?B?dw7=

From: <ach@nsche.org>
Message D: <000701 c4b4 2c$77e61 de2$8902464 dypc.shiy>

URLs: hit iIW.•W. mh;i.nrll

198.104,137.210 Subject: ?iso8859-5?L3?QUNtiFRyYW5z7inVyIFJtdmII? ?iso8859-5B?d’7

From: <achrrachaorg
Message ID: <000c01c454c1$4bc6e15aSuia85ccd9@jcxhhs

URLs: utpw.na(:h

Subject: =?iso-8859-5?E3?QUNHFRyYW5z2mVytFJtc1mfl? ‘Nso-8850-5?B?dw?<

From: <ach@nacha.org>
Message ID: <OOlOOlc4eb7b$1 8dfcbcd$a71c7d57@xwthk>

Subject: =?isu-8659-5’?B?QIJNIIFRyYW5z7inVyIFJIdmII? 7iso-8859.5?B?dvj?

From: <ach@nacha,oIg>
Message ID: <000301 c4efcfl$coS2aD3$6b508218@lrxaoru>

URLs: tlaIiu’i’w.

62.165.145,23 Subject: ?Isc-8859’0’?B?QUNflFRyYW5zZrnVyIFJIdmII?< s?so’-8859-5?t3?dw?<

From: <achuj1tnacha.orp
Massage ID: <001 a01r;457Sd$60bec3c2$2t1eec2crnpv.

URLe: FuttpJi.vvw. ru:.u(tia.ouut

Subject: ?tso88595?B?QUNItFRyYW5zZmVyIFJtdmH? so8S59-5?B?dw=?

From: <achnacha.arg>

Message D: <003001 c44292$add7e4l 1 6348uu82(ceqbjzee>
URLs: 11hy)/wss,nucha.or(

Subject: ‘?iso-8859-5?b?QUNtIFRyYW5zZmVytFJIdrnlI? s809.5?B?dw2

From: <ach@nacha.org>
Message ID: <00190ic4724a$5fc78414SY5280dcbnsnymxIi>

tJRLs: uttp:/iws.’i.nacraorq

50.22,115.76 Subject: 2iso-88595?B?QUNllFRyYW5z7niVylFJkImU? ?sc-8859-5?D?dw?

From: <achnacha.org>
Message ID: <003601 c42605$d37d1 e63$a6c8ba17erctjp>

Copyright 2011 Autheoticotlon Metrics, Inc. Alt rights reserved,



IJRLs: r:t /.‘t.<:u’

Subject: ?iso-B59?B?dw?

From: ch©naeha.oq>

Message ID: <0051 01c49ci50$2aaBa25138S3350e@jwkzgis>

tJRLs:

Subject: ?so-8859-5?B?QUNIIFRyYW5z7rnVyIFJldrnlI? =?so-8859-5?B?dw?<

From: c1ch@nacfla,org>
Message ID: <00201 235.201 10426070933@necho,crq>

URLs: 1Iiw’.:.

206.217,19647 Subject: ‘?so-8659-5’?B?QUNIlFRyYW5z7nVyIFJIdniII?= 71so8859-5?8?dw’?

From: <achnachu.crg>

Message ID: <000101 c4Oca7$cc7c8e09$dd2SlI 09@.car;’
URLs: ‘c:.:r;

Subject: =?iso-S859-5?B?QUNIIFRyYW5zZmVyIFJIdrnII? 0iso8859.5’)B7dw==?

From: <achnacha,org>

Message ID: <00090Ic49432$44345b95SI29b2617gg2>

URLs: D

Subject: ?iso-8859-5?8’QUNTlFRyYW5zZrnVyIFJldrnH’? =?co-’8859-5?B?dw=’?

From: <ach@nacha.org>
Message ID: <000lOlc4Olud$f579948eS3d3f219a©yImx>

URLe:

67.228.64.58 Subject: ?iso88595?B?QUNIIFRyYW5zZtiVyIFJldmU? ‘?so8859-5?8?dw?

From: <ach@nacha.org>

Message ID: ‘cOOOeO lc4deS$5l 9c93h1$2e75cc7a@okuj>

URLs: tf: iw)i’’.

Subject: ?isO_88595?6?UNIIFRyYW577mVyiFJdn1ll? so-8S59-573?cJw=’?

From: <uch@nac:hsory>
Message ID: <005c0l c4253c$7cEt8f730$4494d039(jayfqhu]>

URLs: :ltf:!/J. n:r:l1.oiq

Subject: so81359-5?B?QUNFRyYW5zZmVylFJkJmII?-- 0uo8859-5’?B’?dw?—

From: <act Znacha.orq>

Message ID: <U00401c451c7$274c1t35/$16c157aen>

tJRLs: 1

188,40.83.146 Subject: =?iso-8859-57B?QUNIIFRyYW5zZrnVylFJldrni’? =?iso-R8595?I3?dw==?=

From: <tlch@nacha.org>
Message ID: <000601c:4343f$5ea57624$92f45dd3@)seth>

URLe: i/J,’v;’..’:cfl0.Orc

Subject: =?iso-8859-5?B?QUNIIFR2YW5zZmVyIFJIcImII? =?8850-5?0?dw?

From: <achnacha.org>

Message ID: <002<01 c4b234$d71 0788c$434r6eb0@ocrc>

URLs:

Subject:
From: <sch@naclla.org>

Message ID: •c61813502,20i01215035736nacha.org>

69.43.195.92 Subject: <?iso-8859-5?Et?QUNIIFRyVW57cnVyI1’JIcJrnH?< ?iso88595’?B’?dw<?<

From: <ach@nacha.org>
Message ID: <000301 c4b6Th$ca827945$i0O41c66ilr>

Subject: =?I3oB8595?B?QUNllFRyYWfizZrnVyIFJldrnH?r ‘?iso6859-5?B?dw7<

From: <ach(nachs.org

Message ID: <000601 c4Ood6$01 300201 $25535756y.bogzwd>

URLs:

Subject: ?iso-8859-5’?B?QUNIIFRyYW5ZZrnVyIFJIdmII’?< <?iso-11659-5?B?dw==?<

From: <ach@nacIm.org
Massa go ID: <000001c43a4r$ccttS2l 45$sSehh4 1f@hpk

URLs: [:tt:IJvww. 2

74.86.52.5 Subject: ?iao8859-57B?Q1JNIIFRyYW5zZrnVytFJIdmtI? ?iso-BB59-5?B1dw?

From: <achtnsctia.org>
Message ID: <000601c4ed4f$f902h9a$i0ae7e2d@ngaht>

Subject: =?isc..8859-57B?QUNIIFRyYW5aZrnVyiFJIdrnII7< <?su68595?B?dw’2

Prom: <ach(c1nacha,org’

Copyright 2011 • Authentication Metrics, Inc. Al! rights reserved.



Mossage ID; <000B01c40a$ad65G5c6$9191U19c0jeym>

Subject; 7iso8859-5?b?QUNllFRyYW5zZniVylFJidmII? so-8855?8?dw’

From; <ach@nachaurq>
Message ID; <000301c4c1a3$90741 e02$8MUb5@ucv?

tJRLs;

154.170.147,1i Subject: =?iso4185S5?QUNlIFRyYW5zZhiVy1FJIdrnIl? -88596?Et7dw?

From; chct1r.oj>

Message ID: <007701 c470e$oebt3e965$ 1 Schttbc2@ilbmzkdrn>

Subject; o-1859-5?B?QUNI1FRyYWOzZmVyIFJIdmII7 ?so80-5?3?dw7

From; <ecnscha.org

Message ID; <00Ue01c4c3f9$f994fO32$c52c7tc61jm>

IJRLs:

SubJect o805CJ5?B?QUNUFRyYWbmVyiFJidrnlt? e?oU059.5?iw’?

From; <ach@mlche.org>
Message ID: <007201c4863b$25s12d7b$1 buDt3i550Jji>

URLe;

202125.33, 1i4 Subject; ?iso-88595?I3?OUNIlFRyYW5 VyiFJkJmii? ?s8S95?B?c5w’?

From; <ac@actla.mO>
Message ID; <000701c40bc’eS1979923b$0S13bf74ugtp

tJRLs;

Subjoci; ?so-865 5?B?QUNIiFRyYW5zZmVyIFJidmii?

From; <acti@nachs.org>
Massage ID: <O060O1c4ec91S43c7U5$23I4e0(saqqr>

URLs;

Subject; ‘?ise8859-5?B?QUNIiFRyYWSi.2mVyWJldmU? so859578?dw?

From;
Message ID; <Q05bO1c4cIa2$h4h347t07a3052eukfltçJi

IJRLs: ‘

copyright 201L Autiwntcaton MetrIcs, Inc. All Oghts resarve5,



Authentication Metrics, Inc.

A Trusted Registry

nacha — nachaorg Domain Summary Report for 2011-09-04 — 2011 -09-10

This report identifies entication anomalies either due to spooled messages or irifrastn.icture-related issues such as senrs missing horn your SPF record,

identity mismatches, or serers not OKIM signing.

Score card

SPF A

DKIM: No signing

Verification Rates by Date

3k

SPF Felt, DK1M Fell OFF Fail, DK1M Pose

H 5FF Pass, D<IM Fail SPE Pass, DKIM Pass

Top 20 LP Addresses by Double-Fail Rate

213,161)10111

209,61)1,27

lii I36t3i, — —

I 23 227 —
6O.2’l’d 114163

tiiL/Ll’iS 131
?412.40)70
909.1311114

F. /4,1 33219.113 —
1F.F’4jjJ

706.135.237.21

41.71,3139,24
‘7,2,192,2

F 203,12,0,112

60,142,/029)3

64:4.176.115

31.h,1S9,13.219 —

95211.22.11
39,171.511.136

Uk Ilk 213k 101<
101< 191< 20K

Mee5613e Vterne

H OFF Fail, DK1M Pass

SPF Pass, DkIM Pass
— OFF Fell, DKTM FlI

[ ) SF’F Pass, IOK[M Fail

CopyrIght 2011, Authentlcalion Melric, Inc. All rights reserved,



Top 20 IP .idresses by Doubje-Fail Rate

Host DNS Name S8RS tcuntty Volume

213,165,182.53 mail,fjmssallo.cnm Malta (MT) 31,738

21)9.68,1,77 or.pair.corn 0.6 United States (US) 18,244

87.10(3.136135 s15258885.onhrieiiome-ser,info -1.4 Germany (DE) 7,660

116,0,23,237 3mlrralnstanthnsting.com.au -1.9 Australia (AU) 6,356

60.248.154,163 60-248-154-163.HINET-IP.hinet,net -10.0 Taiwan (1W) 5,520

88.74.148.135 stel,kreatismedia. oh -1.4 Swilzoiiand (CH) 5,025

74,52.40.170 serer187.marraedns.org -0.4 United States (US) 4,573

06.9.136.114 sr.01.hosting24.corn -3.0 United States (US) 4,252

174.133.2(8.58 serer.cnmdatacenter.net -0.9 United States (US) 4,169

74543172 degra.host4africaoom -1.4 Un3ed States (US) 3,828

70.86.4. 90 Sa.4.5645.stalic.theplanet.com -3.4 United States (US) 3,417

21(6. 55,237.21 PL3.rnbey,net -0.7 United States (US) 3,177

4(76.209.24 -6.8 South Africa (ZA) 3170

72.26.192.2 hostl.chirayil.hiz -0.5 United States (US) 3,096

203.12,0,152 mtl-152,make-tracka.eom -2.3 Australia (AU) 2,842

68.142,202.96 mlal000.biz.mail.mud.yahoo.cooi 5.3 United States (US) 2,838

64.34.176.115 semer2.myebiz.com 3.9 United States (US) 2,1332

85.159.59.219 minihan,infti -3.8 United kir.gclorrr (Ge) 2,796

95.211.22.11 nslO.honeeting.com -4.0 Netherlands (NL) 2,77(3

69.1/5,58.58 host.felweb.us -7.4 United Slates (US) 2,7513

Subject Lines and Headers of FalUng Messages

Host Headers

213.165.132.53 No message details rwai/able.

209.68.1.77 Subject: ACH Transfer Regew

From: “ach 01” <ach.01nache.urg

Message 101 <000eOi cc5l a0$59292380$6a3363ot@rmchworg>

URLs:

lrtip://’.vaiw.nacha cr9

Subject: ACH Transfer Redew

From: “ach 01” <ach.01 tnacha.org>

Message ID: <000oOlccSl 131 $97846800$1 c2bl b7bnache.org>

tJRL5: trrirj’’;us.at,lnfo.cnoiro 07)

Subject: ACH Transfer Redew

From: “ach 01’ <ach.O1@nar.ha.org>

Message ID: <000eOlcc5lac$fcB9SfOO$cl 55fedc@nacha.org>

URLs:

87.106,1 36.135 Subject: ‘?isc-8859-5?B?QUNIIFRyYW5ZZJ11Vy(FJldrnII’? ?iso.8859-5?0?dw?

From: <achnacha.orgs

Message ID: <001901c489d8$631 c91f6$3f6e4267l(prrlap>

UI4Ls: lrp:’ru.c.’i racha.:;rrj

Subject: ‘?io-8859-5?8 ?QUNllFRyYW5zZrnVylFJldmll? =?iso-8859-578’?dwT

From: <ach@naclm.org>

Message ID: <0011301 r,48185$51 e8610e$SdOea2bS@npsdslug>

URLe: httr.’.I/WaJ/i nnoh.crg

Subject: =?iso-8859-5?Ft?QUNIIFRyYW5zZrnVyIFJI13rn1? ?Iso-8859-5?B?dw’?

From: <ach@nnc.ha.org

Message ID: <001801c414a3$8037367b$laOcc4O7@xmgnuym

URLs: hltp:)iwww.ncctra. orij

116.0.23.237 Subject: =?isa-8859-5?8?QUNIIFRyYW5ZZrnVyIFJ(dmll? ?iso-8859-5?t3?dw?

From: <ach@nacha.org>

Message ID: <000001c415e5$’(f76140c$0d4d52cbezqk’

URLs:

Subject: ?iso-8859-5?B?QUNllFRyYW5zZrnVyIFJldmII? 7lso-8859-5?B7dw9

Copyrhl 2011, Authenticatlor MetrIcs, Inc. All rIghts reserved.



From: <act@nachaOrg>
Message ID: <000201c41e40$01 bf031a$ce7fl996Crnai,lcsw>

URLs: :iiw’.uw. nach:. org

Subject: 7iso-8859-5?B?QUNtFRyYW5zThiVyIFJIdmfl? ?iso8859-5?0’?dw=?’

From: <ach@nacha.org>
Message ID: <000001c4c37e$ldl9lf3t$65285c184@naytf>

URLs: p.flvtwrraohaorq

60248.154163 Subject: ACH Transfer ReAew

From: NACHA” chnachaorrj>

Messa go ID: <FCC2FOF1 .03388CC2@nacha,orrj>
URLs: flip:iIIsaf, ;fo,r:s:hanq

ht:p:iwriaoaorq

Subject: ACH Transfer Re.4ew

From: MACHA’ <echriacha.org>

Message ID: <0389C931.9200057F@nachC.org>

URLS: http:IJw aLifo,’acne cc

Subject: ACt-I Transfer Rrafew
From: MACHA” <ach@nacha.org>

Message ID: <23’JEFDI3E,D3709F16@nncha.org
IJRLs: hI tp:i/u. ,iliecno.org

c p:/’’etv. oecheorq

8074.148.135 Subject: =?iso-8f159-5?B?Q1JNIIFRyYW5cZmVyIFJIdmII?”” ?so.0859_5?B?dw’?

From: <achnacha.org>

Message ID: <000901c47992$4395bf5c$l8fflebb@ktjepb>

Subject: =?so-8BS9-’?B?OUNllFRyYW5zZIvVyIFJIcfmfI?= ‘?so-8859-5?B?cfw’””?

From: <achfnacha.org>

Mesas go ID: <00001 e486ee$3788ffe4$aBl 80h72@soIc&raa

URLe: hOp f?vKvrIaoh.LnnI

Subject: ?isoB850•5? fQUNIIFRyYW5zZrnVyFJIdrnII? ‘?iso-859-5?FI?dw”?”

From: <echnachaorg>

Message ID: <000501c4c476S668dcIit$4cc5c63dnkvhbkqu>

IJRLs

74.52.40,170 SubJect: =7so-8859-5?H’QUNfiFRyYW5zZn,VyIFJldmll? ?iso8859-5?B?dw””’P”

From: echjnscha.org>

Message ID: <000801c4ce00Sffa71i2443$O3ch4eSe@cfck>

URLs: hup:!,r. ncchn.nrg

Subject: =?iso-8859-5?B?QUNHFRyYW5zZrnVyIFJIdrnII7 ?iso-8859-6?B?dw2

From: <ach@nacha.org>

Message ID: “000h01 c4020a$2271 OSbd$T4ddfcO2@meehdnfg>

URLs: hhp:iiav,jiacna,orj

Subject: ?iso-8859-5’?D?QUNIIFRyYW5zZrnVyWJfdnifI?= ?iso-88h9’59?cw=?

From: <achfnacha.org>

Message ID: <000501 e450ee$c06b5a45$00979a87fznfqjx>

kJRLS: tup:Uwww.ruraha, erg

96.9,136.114 Subject: ACH Transfer Review
From: “ach 01’ <ach.01nacha.org>

Messo go ID: <000eQI cçSl 9c$91 37c100$a0053b29@nacha.org’

URLe: Iittp:/Ixy4fga.dc.

tip: /ivat.’w. natrhn org

Subject: ACH Transfer Review

From: “ach 01’ <ach.01nacha.org>

Message ID: <000c01ec51a5$d44a6200$15724771inocha.crg>

URLs: Ft:p:ns,rc.info.racne.orç

Subject: ACH Transfer Review

From: ‘ach 01 <ach.01@nacha. erg>

Message ID: <000e0Ico519c$f12eG780$9237b1b0inachaorg>

URLs: http://usal, nfo.nacfo.org

ht1p://vtww.roo:h, erg

Copyright 201 lAuthenticatien Metrics, Inc. All rights reserved,



174.133.218.58 Subject: .4iso.8859-5?fl?QUNlIFRyYW5zZmVyfFJIdr? ?iso8859-5’B?dw=?=

From: <ach@nacha.org>

Message 0: <000501 c433a6$0fl a9306$5e9de43b@boaripj>

URLs: :up:fovv.nuhri. urg

Subject: ‘o-13859-5?B?OUNIIFRyYW5zZrnVyWJdmII?

From: <achfcnachaorg

Message ID: <000dOl o46ci 6$O50adead$68ad11 71 ©yikn>

URLs: htlp:ifu.’iw necI:a.c:10

Subject: =?so8859-5’?F3?QUN!IFRyYW5zZrnVyIFJIdmII? ?iso.8859-5?87dw==?<

From: <achnach.org>

Message 0: <000401c4b2c1S0e2b0002283f2b41 8@qtjxsq>

URLs:

74.54.31.72 Subject: ?so.-8859-5’lB?QUNllFRyYW5zZrnVyIFJI0nilI?=

From: <Cch@flacha,crq>

Message ID: <000101 c47d7dSbca0c224$ee889345ahcj>

URIs: ht:;OWWNrIaUh<Uuj

Subject: ?iso88595?fl?QUNNFRyYW5zZmVyIFJIdmfl? =?iso885S?B?dw?=

From: <ach©nacheorg

Messa go ID: <001 001 c4cc9e$5943 II d$5bc3i I ec@ner>

URLs: Otip !Iv’r:0u’ (r

Subject: =?iso’88595?8?QUNIIFRyYW5zZmVyIFJIdmII?

From: achnacha.org>

Message 0: <0O0101c4cb52$d35e02Se$1f100cc5IpwjWi>

IJRLs: u:;,v’;::”: urII

70.86.4.90 Subject: ACH Transfer Re0ew

From: ‘ach 01” <ach.C)irracha.nrp

Message ID: <000eOi 0c51 9c$d3f99900$5d6l j9b8@nschaorg>

URLs:

n;to::nfoijnacIia.orp

Subject: ACH Transfer Re4ew

From: “ech 01” <ach,Olnacha,orq’

Message ID: <000e01cc539c$ahd88880$8438533cInschaorg>

URLs: ht1r/lkkI::u.gchk

m;riIta: rrfofnnha.nq

Subject: ACH Transfer Riew

From: ‘ach 01” <ech01@nscha.org>

Message ID: <000eUlccS29e$54903900$25337eb2@nachaorg>

IJRLe: I Lp:LIk keaga.

rcrilID:iflfr4iflachaorq

206.55.237.21 Subject: =?iso-8859-5?fl’?QUNIIFRyYW5zZrnVyIFJIdmII?= ?isra8859-5?B?dw”?

From: <achnacha.crrg’

Message 0: <008a01 c4caoa$27 799461$3c4897s5@kdtxul>

Subject: -?iao--8859.5?B?QUNHFRyYW5zZrnVy1iJIcImN? ?iso8859.5’?8’1dw’?

From: <ach@nacha.uig:

Message ID: <001401 c43c35$8dBaShIc$a2611 d95(ckjrnvqn>

URLe:

Subject: “?ise-S8595’?B?QUNIIFRyYW5ZrnVyIFJIdmll’? ‘?iso8859-5?B?rlw?”

From: <achinachu,orn>

Message ID: <002001 c4878c$01 56010e$d64te2c6(w0<rd1>

URLs:

41,76.209,24 Subject: ?ian-8859-5?B?QUNIIFRyYW5zZrnVyIFJIdrnII7’” =?iso8859-5’?’3?dw?’”

From: <ach10jnachaorg>

Message ID: <000001c43e03$72dc6e63f8dRaa8ffxaayt”

URLe: ht:p:ios. I. fo.nm ia a

:p:i!vlv1’I.ne:rla.orq

Subject: =?i o-8850.5?8?QUN{IFRyYW5zZmVyIFJIdmII? ?Iso.8859-5?B?dw”?’”

From: <sch@nacha,org

Message ID: <000001 c45554$5da8ca3d$40429d20@sIutv>

IJRLs: {r’j ,us.t.irrluaa.u0rrurg

Copyright 2Qi, Aurhanticston Matrbs, tar. Alt rights reserved.



Subject: ?so-8859-5?F3?QUNflFRyYW5zZrnVyIFJkmnuII?= ‘?s0S595?E3?dw<’”?<

From: each@nacha.org>

Message ID: <000001 c42958$fed47562$af625e1dsfgcqbpv

URLe: ht:t//uc.at:iurac in nrc:

tr:llwva’nctc:;rg

72.26.192.2 Subject: ?is -885S-5?S?QUNItFRyYW5sZinVyIFJIdrnII?” ?isc-B595?8?dw=?

From: <ach@nacha.org>
Message ID: <0U01c42edf$13a83ac5$204b90f8tsn>

URLs: hIt :ll.Nt, nd . nrq

Subject: ?iso8859-5?R?QUNIIFRyYW5zZrnVyIFJtdmtt?”’ <?tso8859-57B?dw’?

From: <ach@nacha.org>
Message ID: <000cOl c4464a5e9cd211b$4de571 adtatu>

URLs: itip: !i’t,v.nacro.org

Subject: ‘?isc-88595?S?QUNHFRyYW527xnVyIFJktnitI?< <?tsn-8850-5?B’?dw?

From: <ach@nscha.org>
Message ID: <000589718,201103091 O5320@nncha.org>

URLs: Iittp: //www r:0cia, n:q

203.12.0.152 Subject: =?iso88595?B?QUNItFRyYW5zZrcVytFJIdnill’? ‘c-88595?8?iw’?”

From: <achnacha.org>

Message ID; <000101 c48405$1 I 3uO3cb$5072034d@xun)tg>

URLs: np;/1.vwadt1ner5

Subject: “7Iso8859-5?B?QUNIFRyYW5zZ iVyIPJctrnIt7 ‘“1so-81595?B?w”’”’?”

From: <ach@nacha.org>
Message ID: <00091 c433ba$c3b037d5$97a964 (cgtzcmm>

URLa: http.llw’i:ri:;uur

Subject: ?iso88595?8?aUNItPP.yYW5zZinVyIFJJdrnn?”” =?Iso.8859-5?B?dw=?

From: <r9ch@i1acha.org>
Message ID: <000001c40r3b$031e7778$0aae0Th8epetvj>

URLs: I itt //WVW.i nhu

68.142.202.96 Subject: ACH Transfer Re4ew
From: “act: 01” <ach,01@nachaorg>

Message ID: <000001 cr51 9c$afgcbc8o$uiSl2btbS@racha.org>

IJRLs: tpf/u a. nfn. nnCtut.Orq

hnp’ficww.r:achaorg

Subject: ACH Transfer ReAew
From: “ach 01” <ach.O1@nechs.org>

Message ID: <000eOlcc5i9e$d4932f00$5c93d475@nacha.org>

URLa: Iitp:/ius.ritii i’u,riui:n.r;rn

Subject: ACH Transfer Reew
From: “cob 01” cach.01©nacbaorg

Message ID: <00001 cc51 9c$dcSl d400$a7ee6a59@naoha,org>

URL5:

1I’!’W<I irdrchrt.orij

64.34.176.115 Subject: ASH Transfer Re’Aaw
From: “ach 01” <aoh.O1@nticha.org>

Message ID: <000eOl cc5l 9c$782f1 000$S6ccaa5f@nacha.org>

URLa: hftp:i/us,at.irHcr.nrrrha.or

ht:p:II’vv.narhcLorcj

Subject: ACH Transfer Reew
From: “ar.h 01” <ach01@nacha.org>

Message ID: <000e01cc51b6$72482880$a133741h@irrrchc,org>

URLs: hit .//rltt. ,nto.nacn:.niq

lilt p: !iW1W.riaohiLrrrg

Subject: ASH Transfer Re’4ew
From: ‘ach 01” <ach.01-©rorcha.org>

Message ID: <000e01 cc5l bO$el b91 980$414c395fnaoha.org>

URLa: iiIp://xri.y8ga.cie

hitp:!1ww.rirrcha.or

Copyright 2011, AuthenticatIon Metri, Inc. All thts reserved.



85.159.59.219 Subject: ?iso-8859-5 ?QUNFRyYW52rnVyIFJldrnll?= ?iso-8859-5?F3?dw=?=

From: <achnaca,orq>

Message ID: <000c01c44061$86d2892f$c55e37’bbycd>

URLs: Iittp:J!www nah:ortsj

Subject: ?io-B859-5?B?QUN{IFRyYW5zZmVyIFJldmII?= o-8fl59-5’?B?dw==?

From: <ach@nscha.or9>
M essa çje ID: <001401 c4f4 8c$0bac8474$b2Ot7btl @chsjxe>

Subject: =?iso-8859-5?B?QUNIIFRyYW5z mVyFJdmII? ?iso-8f359-i?B?dw==?=

From: <achnacha.arp

Message ID: <0003Olc40575$2a963d88$!5a34443©k<brtp

URLa: .org

95211.22.11 Subject: ‘?i 8S59-5?B?QUNIIFRyYW5zZrnVyIFJkimIL? ?I.so-8859-578?dw=?

From: <och@nacha,org.

Message ID: <002201 c4fc445a4c5a183$90498dcb@udc>

URLs: I tfiwrv.nachc)r

Subject: =?iso-8859-5?8?QUNfIFi-1yYW5zZrnVvFJIdrnIJ? ?iso-8859-5?B’?dw?

From: <ach@nacha.org>
Message ID: <002801 c46a1 d$acb2B2l 0$1f19l 606@wpo>

URLe: tp:/ivwwnuoI acrq

Subject: ?io8859-5?B?QUNllFRyYW5z7JiVyIFJIcimII?= ?iso-O859-5?8’?dw---?—

From: <ach@nacha.org>
Message ID: <0005Olc4s7ah$f51a023o$4863640hi8jghqow>

URLs: i;iiv..v.rur:hu.

69.175.58.58 Subject: ?so-8859-5?B7QUNIiFRyYW5zZruVyIFJIdmll?= =?iso-8859-5?B?dw=l

From: <ach@nacha.org>
Message ID: <0014Olc40o77$c9e2d80$d6rGb06ftdom>

URLe: i:tp:f/w.v. nachaorçy

Subject: ?iso-8859-5?B?QUM!FRyYW5zZmVyIFJWmII? =?iso-8859-5?B?dw==?

From: <ach@nacha.org>
Message ID: <001b01c4094e$2101773e$21e31196@kmael>

URLs: Ittp:flw\w,uach3og

Subject: ?iso-88595?B?QUNIIFRyYW5zZirVyIFJJdmII? ?iso-885957B?dw?

From: <sch@nacha.org>

Message D: <000dOlc4aee2$53d38fah$saae8dob@aeasaoe>

URLa: hitpJ/vNwnacha.orq

Copyright 2011 Authentication Metrics, Inc. All rights reserved.



 

 

 

EXHIBIT C.    



NACHA-The Electronic Payments Association

e-mail phishing log FY 2011 through to 3-5-12 Statistics and actions taken

Number of Calls Number of e-mail inquiries: info@nacha.org

Date/time of occurance Actions Taken Other follow up/results evolution of e-mail style Day 1 Day 2 Day 3 Day 4 Day 5 Week 2Day 1 Day 2 Day 3 Day 4 Day 5

February 22, 2011

Auto message on main number; Member and

ACH Operators communications distributed;

notice posted under News Headlines on

homepage of www.nacha.org

Subject line: Variations "ACH transfer

rejected", "ACH payment cancelled"," Your

ACH transaction"

March 11, 2011

Auto message on main number; Member and

ACH Operators communications distributed;

notice posted under News Headlines on

homepage of www.nacha.org

March 29, 2011 7:27am

Activities above + FFEIC link on phishing added

to website, and add link to same under What's

New @ NACHA?

language references canceled by the

"Electronic Payment Association" with our

address and main number at the bottom of

the e-mail, less sophisticated. Includes

"please click here to view report" hyperlink

to execute.

April 5, 2011

Auto message on main number; referred callers

to exisiting notice on www.nacha.org

voice mail system

overwhelmed,TDOS,

initiate new phone

system search/options

April 22, 2011 11:00am

Created new e-mail account

"abuse@nacha.org"; auto message on main

number; Members Member and ACH Operator

communication distributed to direct fraudelent

emails to abuse@nacha.org; notice posted

under News Headlines on homepage of

www.nacha.org instructing to direct fraudelent

emails to abuse@nacha.org

autofeed established for

quicker notification to

security vendor for

malware takedown 560

April 25 2011 10:30am

Auto message on main number; exisiting

website notice and callers instructed to send

fraudulent emails to abuse@nacha.org 914 385

April 27, 2011

MBS required to more frequently put on Night

recorded message mode to address other office

needs/breaks; Auto message on main number;

exisiting wesbite notice and callers instructed to

send fraudulent emails to abuse@nacha.org 484

April 28, 2011

Activities above + reference to phishing email

remains on NACHA home landing page 547 (29th) 295

May 3, 2011

Activities above + added temp help for phone

inquiries

Canceled transaction template used for mail

merge includes bogus Transaction ID,

Reason of Rejection and Transaction Report

with an executable pdf that has a unique

report number that is consistent with the

Transaction ID number generated. 715



May 4, 2011 (5:47 am) 1,169 (5th) 405 (6th) 169 (9th) 155 (10th) 96

(

1

1

t

h

)

5

9

May 12, 2011 (6:26 am)

NACHA logo and trademark added to body

of email 653

May 13, 2011 528

May 16, 2011 (5:02 am & 8:02 am)

Activities above + escalate outreach-FS-

ISAC,DOJ, SS, 2,130

May 17, 2011 6:18am

Activities above + review additional tech

options (such Trusted E-mail registry)

abuse @nacha .org includes over 8,900

reported as of 11:00am today 1,342 (18th) 644 (19th) 348 (20th) 211

May 24, 2011 (11:27 am) Activities above +

"about us" language added to bottom of e-

mail-3 variations-use of old text from

website 315

May 25, 2011 (3:09 am & 6:13 am) 1,701

May 26, 2011 (6:47 am & 9:41 am) 2,284 (27th) 493

May 31, 2011 (1:55 am & 9:28 am)

These 2 emails include language directing

receipients to contact info@nacha.org with

comments or questions. Approx 200-300 per

day. 1,560 (6/1) 637 (6/2) 302 (6/3) 172

June 6 - 10, 2011 No Phishing Email !!! No Phishing Email !!! (6th) 189 (7th) 95 (8th) 93 (9th) 62 (10th) 56

June 13 - 17, 2011 2 Phishing Email on 16th 3 phishing email 17th (13th) 73 (14th) 43 (15th) 74 (16th) 998 (17th) 708 (16th) 2818 (17th) 3424

June 20, 2011 6 Phishing Emails reported 1,110 (21st) 449 4590 (21st) 1325 (22th) 81

June 23, 2011 Several reported (23rd) 997 (24th) 158 (23rd) 7391 (24th) 2492

June 27, 2011 Several reported (27th) 2392 (27th) 3398

June 28, 2011 Several reported (28th) 657 (28th) 2308(28th) 2308

June 29,2011 Several reported (29th) 669 (30th) 380 (7/1) 91 (29th) 1388 (30th) 1889 (7/1) 162

July 5, 2011 No Phishing Email !!! (5th) 129 (6th) 59 (7th) 637 (8th) 178 (5th) 292 (6th) 41 (7th) 439 (8th) 219

July 11, 2011 No Phishing Email !!! (11th) 106 (12th)66 (13th) 64 (14th) 51 (15th) 48 (11th) 112 (12th) 72 (13th) 21 (14th) 9 (15th) 5

July 18, 2011 Phishing Email reported 7/19/11 (18th) 48 (19th) 540 (20th) 260 (21th) 93 (22th) 43 (18th) 38 (19th) 848 (20th) 81 (21th) 63 (22th) 32

July 25, 2011 Phishing Email reported 7/27/11 (25th) 57 (26th) 98 (27th)174 (28th) 98 (29th) 49 (25th) 150 (26th) 23 (27th)161 (28th) 47 (29th) 396

August. 5, 2011 Phishing Email reported 8/2/11 (1st) 396 (2nd) 455 (3rd) 181 (4th) 60 (5th) 45 (1st) 45 (2nd) 289 (3rd) 28 (4th) 9 (5th) 27

August 12, 2011 Phishing Email reported 8/8 & 12/11 (8th) 209 (9th) 111 (10th) 193 (11th) 59 (12th) 517 (8th) 475 (9th) 75 (10th) 133 (11th) 46 (12th) 2774

August 19,2011 Phishing Emails reported 8/16 & 19/11 (15th) 166 (16th) 238 (17th) 43 (18th) 63 (19th) 183 (15th) 524 (16th) 523 (17th) 48 (18th) 68 (19th) 330

August 22, 2011 Phishing Emails reported 8/24, 25 & 26th (22st) 68 (23nd) 53 (24rd)1345 (25th)1548 (26th) 1001 (22st) 88 (23nd) 39 (24rd) 47 (25th)1130 (26th) 663

August 29, 2011 Phishing Emails reported 8/30,31, 9/1, 9/2 true NACHA employee name referenced (29th) 452 (30th) 2539 (31st) 2208 9/1) 770 (9/2) 416 (29th) 97 (30th) 1033 (31st) 84 (9/1) 57 (9/2) 316

September 6, 2011 Phishing Emails reported daily true NACHA employee name referenced closed (6th 915 (7th) 481 (8th) 414 (9th) 264 closed (6th) 1259 (7th) 2737 (8th) 515 (9th) 217

September 12, 2011 Phishing Emails reported each w/variations #'s low only 2 pp on phones (12th) 211 (13th) 1266 (14th)357 (15th) 220 (16th) 310 (12th) (6638 (13th) 718 (14th) 257 (15th) 571 (16th) 1669

September 19, 2011 Phishing Emails rptd Mon-Thurs non Friday :) Cleared 17,484 email over weekend (19th) 465 (20th) 338 (21th) 267 (22nd) 530 (23rd)201 (19th) 886 (20th) 1185 (21st) 3205 (22nd) 258 (23rd) 137

September 26, 2011 Phishing Emails reported daily (26th) 944 (27th) 926 (28th) 610 (29th) 405 (30th) 410 (26th) 187 (27th) 28 (28th) 63 (29th) 192 (30th) 16,239

October 3, 2011 Phishing Emails reported daily (3rd) 244 (4th) 333 (5th) 613 (6th) 158 (7th) 636 (3th) 2716 (4th) 1588 (5th) 2599 (6th) 3889 (7th) 3623

October 10,2011 Phishing Emails reported daily (10th)449 (11th) 632 (12th) 804 (13th) 883 (14th) 303 (10th) 1143 (11th) 107 (12th) 58 (13th) 22 (14th) 53

October 17, 2011 Phishing Emails reported daily

added "phishing and

fraud resource" to

home page of

www.nacha.org (17th) 128 (18th) 431 (19th) 590 (20th)895 (21st) 332 (17th) 825 (18th) 56 (19th)1182 (20th)2609 (21st) 117

October 24, 2011 Phishing Emails reported daily (24th)1433 (25th)1006 (26th)932 (27th)112 (28th)963 (24th)2449 (25th) 3794 (26th)4440 (27th)93 (28th)2573

October 31, 2011 Phishing Emails reported 10/32 & Nov. 2 (31st) 704 (11/1) 386 (2nd) 183 (3rd) 126 (4th) 87 (31st) 53 11/1) 1982 (2nd) 114 (3rd) 194 (4th) 257

Nov. 7, 2011 Phishing Email Rptd 11/10 & 11/11 (7th) 123 (8th) 126 (9th) 124 (10th) 1006 (11th) 306 (7th) 377 (8th) 364 (9th) 1542 (10th) 35116 (11th) 986

Nov. 14, 2011 Phishing Email rptd daily

Phones were on Night

Mode for 4 hours

Email rptd included language directing

receipients to contact info@nacha.org with

comments or questions. Approx 93k emails

in the info box on 16th. . (14th) 559 (15th) 997 (16th) 1140 (17th) 357 (18th)1002 (14th) 6,181 (15th) 40,016 (16th)52,663 (17th) 667 (18th) 15

Nov. 21, 2011 Phishing Email rptd daily ( 9am - 1pm) (21st) 692 (22nd) 597 (23rd) 716 (21st) 6806 (22nd) 3665 (23rd) 15,380

Nov. 28, 2011 Phishing emails rptd daily (28th) 1412 (29) 503 (30) 1249 (12/1) 616 (12/2) 271 (28th) 350 (29) 14,891 (30) 243 (12/1)1244 (12/2) 64

Dec. 5, 2011 Phishing Emails reported daily (5th)178 (6th) 250 (7th) 176 (8th) 128 (9th) 152 (5th) 184 (6th) 943 (7th) 1066 (8th) 315 (9th) 2032

Dec. 12, 2011 Phishing Emails reported daily (12th) 373 (13th) 293 (14th) 383 (15th) 373 (16th) 409 (12th) 1723 (13) 6202 (14th) 22,626 (15th) 1379 (16th) 13,848

Dec. 19, 2011 Phishing emails rptd daily (19) 496 (20) 197 (21) 196 (22)93 (23) 15 (19) 310 (20) 115 (21) 86 (22) 218 (23) 404

Dec. 26 2011 Phishing email rptd daily but Holiday slow Call will increase after Holiday closed (27) 112 (28) 20 (29) 32 (30) 26 closed (27) 262 (28) 90 (29) 54 (30) 25

Jan. 2, 2012 No Phishing Email !!! Call regarding old dated emails closed (3rd) 51 (4th) 66 (5th68 (6th) 58 closed (3rd) 168 (4th) 81 (5th) 52 (6th) 53

Jan. 9, 2012 Phishing Emails reported with past dates (9th) 61 (10th) 95 (11th) 59 (12th) 46 (13th) 31 (9th) 127 (10th) 681 (11th) 80 (12th) 61 (13th) 56



Jan. 16, 2012 Past and present emails reprtd in low no's (16) closed (17) 62 (18) 72 (19) 47 (20) 67 (16) closed (17)192 (18) 47 (19) 54 (20) 41

Jan. 23, 2012 Phishing Emails reported 24th - 27th

Customer service call predominately from

Law offices and Insurance agencies

regarding phishing (23rd) 180 (24th) 119 (25th) 113 (26th) 304 (27th) 272 (23rd) 82 (24th) 69 (25th) 67 (26th) 23,714 (27th) 1436

Jan. 30, 2012 Phishing emails rptd daily

Seems that majority of bounced emails are

coming from a different country each day. (30) 348 (31) 163 (2/1) 84 (2/2) 67 (2/3) 139

English

(30) 888

Chinese (31)

7799

Chinese (2/1)

6926

French

(2/2) 6779

German (2/3)

2136

Feb. 6, Phishing emails rptd daily Friday high volume email & calls (6) 89 (7) 123 (8) 365 (9) 87 (10) 756 (6) 459 (7) 6376 (8) 1249 (9) 129 (10) 6445

Feb. 13, 2012 Phishing emails rptd daily (13) 234 (14) 336 (15) 169 (16) 111 (17) 125 (13) 9807 (14) 10,736 (15) 241 (16) 6618 (17) 667

Feb. 20, 2012 Phishing emails rptd daily Phone on Night mode wPhishing message (20) closed (21) 196 (22) 224 (23) 72 (23) 69 (20) closed (21) 271 (22) 95 (23) 87 (24) 79

Feb. 27, 2012 Phishing emails rptd daily Night opt. plays recording re:emails (27) 294 (28) 148 (29) 65 (1) 107 (2) 109 (27) 28 (28) 215 (29) 48 (1) 74 (2) 56

March 5, 2012 Phishing emails from past dates Off night mode (3/5) 66 (3/6) 66 (3/7) 82 (3/8) 44 (3/9) 48 (3/5) 90 (3/6) 60 (3/7) 56 (3/8)70 (3/9) 64



 

 

 

EXHIBIT D.  



NACHA TAKEDOWN AUDITSOC ID Bufi Initiation Shutdown Attack Type IP Registrar Geo DurationBillable Notes

72333 http://wifi-hardware.info 2/22/2011 11:49 2/22/2011 12:49 phish 64.202.189.170 GoDaddy.com Inc. (R171-LRMS) US 0.99 1

72337 http://star-tu-o-ticket.info 2/22/2011 12:07 2/22/2011 13:17 phish 64.202.189.170 GoDaddy.com Inc. (R171-LRMS) US 1.17

76874 http://myach-privacy-c.info 4/14/2011 14:18 4/14/2011 16:26 malware 64.202.189.170 GoDaddy.com Inc. (R171-LRMS) US 2.14

76875 http://adgga.co.cc/forum.php?tp=65d76161f0fc4594 4/14/2011 14:26 4/14/2011 20:43 malware 195.28.10.31 co.cc RU 6.29 2

77467 http://mynacha-solutions-o.info 4/22/2011 11:11 4/22/2011 14:01 malware 64.202.189.170 GoDaddy.com Inc. (R171-LRMS) US 2.84

77468 http://nacha-solutions-onow.info 4/22/2011 11:12 4/22/2011 14:01 malware 64.202.189.170 GoDaddy.com Inc. (R171-LRMS) US 2.82

77469 http://nacha-report-downlod.com/ACH_REPORT_A87431263.pdf.exe 4/22/2011 11:39 4/26/2011 9:05 malware 67.195.145.142 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 93.43 3

77470 http://roncbag.cz.cc/forum.php?tp=040a529794b30fb1 4/22/2011 11:38 4/26/2011 18:51 malware 195.28.10.36 MONIKER RU 103.23 4

77472 http://nachasolutionst.info 4/22/2011 12:28 4/22/2011 14:02 malware 64.202.189.170 GoDaddy.com Inc. US 1.56

78428 http://nacha-report-downloads.info/ACH050411.pdf.exe 5/4/2011 12:45 5/6/2011 12:58 malware 67.195.145.142 Melbourne IT Ltd. (R141-LRMS) US 48.21

78429 http://fisixjhia.co.be/forum.php?tp=b4431698650e7de4 5/4/2011 13:28 5/5/2011 13:33 malware 94.63.149.53 Eurodns S.A. RO 24.08 5

79866 http://mnuyspe.co.be/forum.php?tp=1a1c0cd328499f08 5/17/2011 1:52 5/18/2011 8:50 malware 193.105.121.158 Eurodns S.A. UA 30.97 1 Renewal

79948 http://federalreserve-report-download.info/WIRE20110517.pdf.exe 5/18/2011 7:03 5/18/2011 11:54 malware 67.195.145.141 YAHOO US 4.86 2

80457 http://ldofoibuyas.cz.cc/forum.php?tp=8bcc822a05189962 5/24/2011 20:35 5/25/2011 5:45 malware 92.38.232.92 dotFree Group s.r.o. RU 9.16 3

80482 http://perveneratio.com/report.exe 5/25/2011 4:25 5/25/2011 5:42 malware 82.197.131.46 AttractSoft GmbH DE 1.28 4

80498 http://nacha-report-domain-syst.info/ACH052411-003.pdf.exe 5/25/2011 8:43 5/26/2011 10:23 malware 67.195.145.142 Yahoo US 25.67

80941 http://nbhjbyatrsd.cz.cc/forum.php?tp=02be77593f350f96 5/27/2011 3:47 5/28/2011 9:44 malware 92.38.232.92 dotFree Group s.r.o. RU 29.95

80943 http://federalreserve-report-domain.info/ACH052611-027.pdf.exe 5/27/2011 6:35 5/28/2011 13:26 malware 67.195.145.142 Yahoo US 30.85

81242 http://dfufrghgasdf.cz.cc/forum.php?tp=90c8a53a07d5631d 6/1/2011 2:49 6/1/2011 7:22 malware 92.38.232.92 CZ.CC RU 4.55

82450 http://eqrgbczbdgqer.cz.cc/index.php?tp=9d115d3281bf4214 6/16/2011 9:52 6/16/2011 12:55 malware 85.15.231.112 CZ.CC Corp. LV 3.05 5

82771 http://irs-reports.com/federalreserve.report.pdf.exe 6/20/2011 15:50 6/20/2011 17:46 malware 67.195.145.142 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 1.93

83447 http://nacha-report.org/transaction-report.pdf.exe 6/24/2011 11:41 6/24/2011 19:04 malware 67.195.145.141 Yahoo US 7.38

83448 http://personal-web-security.org/published-information.exe 6/24/2011 11:42 6/24/2011 15:33 malware 67.195.145.141 Yahoo, Inc. US 3.85

83671 http://nacha-reports-domain.com/cancelled-transaction.pdf.exe 6/27/2011 16:13 6/28/2011 8:52 malware 67.195.145.141 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 16.65

83672 http://dsgjhdfgath.cz.cc/forum.php?tp=ec13bb967384b4a6 6/27/2011 16:55 6/28/2011 19:08 malware 78.111.51.100 MONIKER AZ 26.21 6

83680 http://nacha-reports.org/ACH7538001.pdf.exe 6/27/2011 18:55 6/28/2011 21:39 malware 67.195.145.141 YAHOO US 26.74

83719 http://www.reports-nacha.org/transaction-report.pdf.exe 6/28/2011 11:45 6/29/2011 13:59 malware 67.195.145.141 YAHOO Inc. US 26.23

83727 http://sddghdskfgjr.cz.cc/forum.php?tp=ee2ef72f535564e9 6/28/2011 11:58 6/29/2011 11:05 malware 78.111.51.100 MONIKER AZ 23.11

83819 http://p8.hostingprod.com/@nacha-reports.us/transaction-report.pdf.exe 6/29/2011 9:28 6/29/2011 14:00 malware 67.195.140.223 Yahoo US 4.54 7

83895 http://www.federalreserve-goverment.com/rejected-report.pdf.exe 6/30/2011 8:05 7/1/2011 20:48 malware 98.139.135.22 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 36.71 8

83907 http://p8.hostingprod.com/@federalreserve-goverment.com/rejected-report.pdf.exe6/30/2011 10:49 7/1/2011 20:53 malware 67.195.140.221 Markmonitor.com US 34.07 9

83908 http://nacha-reportslink.com/rejected-report.pdf.exe 6/30/2011 11:14 7/1/2011 20:59 malware 98.139.135.22 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 33.75

84470 http://reports-nacha.com/ACH0538703.pdf.exe 7/8/2011 8:57 7/9/2011 1:21 malware 98.139.135.21 YAHOO US 16.4 10

84471 http://bnhkdfghadfg.cz.cc/forum.php?tp=6998ca312c143687 7/8/2011 9:11 7/10/2011 22:27 malware 207.58.177.96 dotFree Group s.r.o. US 61.25 1 6/16/11 bucket of 10

85166 http://asdfasdgqghgsw.cx.cc/forum.php?tp=814e9f8081e083c2 7/19/2011 11:24 7/20/2011 21:54 malware 78.111.51.100 GoDaddy.com, Inc. AZ 34.5

85193 http://report-nacha.com/ACH2011761290543.pdf.exe 7/19/2011 17:49 7/20/2011 17:23 malware 98.139.135.21 Yahoo US 23.58

85243 http://alerts-federalresrve.com/rejected_wire.pdf.exe 7/20/2011 6:04 7/21/2011 17:04 malware 98.139.135.21 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 34.99

85253 http://reports-federalreserve.com/rejected_wire.pdf.exe 7/20/2011 9:05 7/21/2011 17:08 malware 98.139.135.21 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 32.07

85255 http://nacha-alert.org/rejected_transfer.pdf.exe 7/20/2011 9:36 7/21/2011 17:11 malware 98.139.135.22 Yahoo US 31.58

85294 http://federalreserve-security.com/system_update_07.21.11.exe 7/21/2011 8:31 7/21/2011 13:44 malware 98.139.135.22 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.21

85674 http://nacha-transactions.org/304694305894903.pdf.exe 7/27/2011 9:03 7/27/2011 13:13 malware 98.139.135.21 Melbourne IT, Ltd (R52-LROR) US 4.17 2

85680 http://www.nacha-rejected.com/304694305894903.pdf.exe 7/27/2011 9:21 7/27/2011 13:10 malware 98.139.135.22 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.8

86163 http://ach-reports.com 8/2/2011 8:25 8/2/2011 13:19 malware 67.195.145.141 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.9 3

86166 http://nacha-reporte.com 8/2/2011 8:44 8/2/2011 13:18 malware 67.195.145.142 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.56 4

86167 http://nachareport.com 8/2/2011 8:42 8/2/2011 13:16 malware 67.195.145.141 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.56

86168 http://reports-nacha.com 8/2/2011 8:46 8/2/2011 13:15 malware 67.195.145.141 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.48

86169 http://reportsnacha.com 8/2/2011 8:53 8/2/2011 13:16 malware 67.195.145.142 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.38

86662 http://irs-alerts-report.com/your-tax-report.pdf.exe 8/9/2011 17:18 8/10/2011 20:00 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 26.7 5

86664 http://federalresrve.com/wire-report.pdf.exe 8/9/2011 18:00 8/11/2011 2:22 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 32.36

86692 http://nacha-files.com/transaction_report.pdf.exe 8/10/2011 4:43 8/10/2011 20:03 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 15.34

86694 http://files-irs-pdf.com/tax_00077034772.pdf.exe 8/10/2011 4:50 8/10/2011 19:57 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 15.11

86844 http://findnachareport.com/ACH20110218002.doc.exe 8/12/2011 7:03 8/13/2011 12:24 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 29.34 6

86881 http://get-ach-report.com 8/12/2011 16:41 8/13/2011 12:13 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 19.54

86883 http://you-ach-report.com 8/12/2011 16:59 8/13/2011 12:16 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 19.29

86884 http://your-nacha-report.com 8/12/2011 17:12 8/13/2011 12:13 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 19.01

86885 http://yournachareport.com 8/12/2011 17:26 8/13/2011 11:57 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 18.52

87115 http://ach-nacha.com/canceled_report_43893892.pdf.exe 8/16/2011 7:24 8/16/2011 10:35 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.18 7

87116 http://nacha-ach.com/canceled_report_43893842.pdf.exe 8/16/2011 7:52 8/16/2011 8:21 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 0.48

87349 http://ach-files-alert.com/ACH20110819.doc.exe 8/19/2011 7:06 8/19/2011 23:37 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 16.52 8

87377 http://xdcvygkiyipbkjmnds.cu.cc/forum.php?tp=861a283626b5fe6b 8/19/2011 12:14 8/20/2011 0:22 malware 95.163.66.180 MONIKER RU 12.13 9

87429 http://ach-files-alert.com/?63038795589364 8/19/2011 21:55 8/19/2011 23:19 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 1.39

87786 http://nacha-online.org/report_3050439643.pdf.exe 8/24/2011 12:19 8/24/2011 13:45 malware 67.195.140.36 Melbourne IT, Ltd (R52-LROR) US 1.43 10

87844 http://dcfjctykdyywrth.c0m.li/forum.php?tp=760f64425fc68bd2 8/25/2011 5:21 8/25/2011 13:38 malware 89.208.34.116 DINETHOSTING RU 8.28 1 9/8/11 bucket of 10

87849 http://nachauserinfo.com/ALERT20110824.pdf.exe 8/25/2011 5:37 8/25/2011 13:16 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.65

87852 http://nachainfo-store.com 8/25/2011 6:14 8/25/2011 13:50 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.61

87853 http://nachaclientsinfo.com 8/25/2011 6:02 8/25/2011 13:45 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.71

87854 http://nachauser-info.com 8/25/2011 6:43 8/25/2011 13:39 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.93

87855 http://nacha-info-store.com 8/25/2011 6:53 8/25/2011 13:34 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.69

87897 http://get2-nacha-report.com 8/25/2011 23:52 8/26/2011 13:54 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 14.04 2

87924 http://getcompanyreport.com 8/26/2011 8:20 8/26/2011 14:02 phish 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.7

87926 http://2report-nacha-org.com 8/26/2011 8:30 8/26/2011 13:54 phish 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.39

87927 http://quick-report-nacha.com 8/26/2011 8:24 8/26/2011 14:04 phish 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.66

87928 http://nachaorgcompany.com 8/26/2011 8:34 8/26/2011 14:06 phish 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.52

87933 http://quickreportnacha.com/ALERT20110825.pdf.exe 8/26/2011 8:54 8/26/2011 14:06 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.2

87933 http://quickreportnacha.com/ALERT20110825.pdf.exe 8/26/2011 8:54 8/26/2011 14:06 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.2

88199 http://nachadatafile.com 8/30/2011 6:01 8/30/2011 17:26 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.4 3

88213 http://getnacha-info.com 8/30/2011 13:03 8/30/2011 17:35 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.54

88214 http://userinfo-nacha.com 8/30/2011 13:01 8/30/2011 17:28 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.45

88217 http://www.newhachainfogetnow.com 8/30/2011 13:00 8/30/2011 17:36 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.6

88218 http://wergcrhvtyifupqasf.cx.cc/main.php?page=0b2d445ee4479ec7 8/30/2011 13:39 8/31/2011 8:19 malware 89.208.34.116 freedomains.cx.cc RU 18.67 4

88222 http://nacha--user--news.com 8/30/2011 13:37 8/30/2011 17:23 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.78

88223 http://newsnachausers.com 8/30/2011 13:48 8/30/2011 17:20 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.53

88224 http://nacha-users-info.com 8/30/2011 14:04 8/30/2011 17:17 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.22

88251 http://eftpsinfo-center.com 8/31/2011 7:00 8/31/2011 17:05 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.09 5

88252 http://irs-data-storage.com 8/31/2011 7:10 8/31/2011 17:16 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.09

88253 http://cdethstfrjhstfrjeadfrds.cx.cc/main.php?page=2eff3ec71fd39078 8/31/2011 7:02 9/1/2011 23:56 malware 89.208.34.84 Niche Republic (cx.cc) RU 40.9

88257 http://www.irsdatafilereport.com 8/31/2011 11:00 8/31/2011 19:22 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.36

88662 http://nacha-transferreport.com 9/7/2011 7:56 9/7/2011 13:30 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.56 6

88666 http://jfgggggdhcvlhflu.cz.cc/main.php?page=2f692f98fde2d51e 9/7/2011 9:00 9/7/2011 13:28 malware 89.208.34.84 dotFree Group s.r.o. RU 4.47 7

88667 http://nacha-achalert.com 9/7/2011 9:13 9/7/2011 13:27 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.24

88668 http://dtfrsykdflofyluolpu.cz.cc/main.php?page=2f692f98fde2d51e 9/7/2011 9:15 9/7/2011 13:32 malware 89.208.34.84 dotFree Group s.r.o. RU 4.29

88679 http://nacha-rejectedalert.com 9/7/2011 13:18 9/7/2011 13:25 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 0.11

88682 http://rejectedach-report.com 9/7/2011 13:21 9/7/2011 13:25 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 0.08

88717 http://arrested-taxes.com 9/8/2011 8:20 9/8/2011 11:59 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.66 8

88720 http://report-007298492us.com 9/8/2011 8:25 9/8/2011 11:48 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.38

88723 http://irs-00038004800us.com 9/8/2011 9:13 9/8/2011 11:52 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.64

88724 http://irs-000787002900us.com 9/8/2011 9:27 9/8/2011 11:55 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.48

88783 http://usa-itunes.com/0000070075060US.DOC.exe 9/9/2011 9:23 9/9/2011 21:11 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.79 9

88784 http://musicmarketonline24.tw/main.php?page=c0ecbef07f01604c 9/9/2011 8:48 9/9/2011 13:40 malware 195.184.86.38 GoDaddy UA 4.88 10

88785 http://newnacha-filereport.asia 9/9/2011 8:49 9/9/2011 13:24 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 4.58 1

88786 http://theach-nacha-report-download.asia 9/9/2011 8:54 9/9/2011 13:26 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 4.53

88787 http://ach-nacha-report-downloadshop.asia 9/9/2011 9:03 9/9/2011 13:56 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 4.88

88788 http://nacha-filereportsite.asia 9/9/2011 9:55 9/9/2011 13:28 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 3.56

88791 http://mynacha-filereport.asia 9/9/2011 9:56 9/9/2011 13:30 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 3.57

88792 http://achnachajournaldownload.asia 9/9/2011 9:58 9/9/2011 13:32 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 3.57

88793 http://achnachareviewfiledownload.asia 9/9/2011 11:57 9/9/2011 13:50 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 1.89

88795 http://nacha-filereportonline.asia 9/9/2011 11:58 9/9/2011 14:04 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 2.11

88797 http://nacha-filereportstore.asia 9/9/2011 12:01 9/9/2011 14:10 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 2.14

88802 http://bestach-nacha-report-download.asia 9/9/2011 12:03 9/9/2011 14:03 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 2.01

88803 http://nachafilereport.asia 9/9/2011 12:02 9/9/2011 13:56 malware 64.202.189.170 GoDaddy.com, Inc. R45-ASIA (146) US 1.9

88909 http://cardholder-security.com 9/13/2011 7:11 9/13/2011 8:13 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 1.03



NACHA TAKEDOWN AUDITSOC ID Bufi Initiation Shutdown Attack Type IP Registrar Geo DurationBillable Notes

88910 http://westernunlon.net 9/13/2011 7:12 9/13/2011 12:48 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.61

88911 http://onlineshop24blog.com/main.php?page=caebd0fddf913338 9/13/2011 9:59 9/13/2011 12:30 malware 31.31.74.37 Cheap-DomainRegistration.com CZ 2.51

88912 http://hjsdbkjnlsamdfa.info/main.php?page=caebd0fddf913338 9/13/2011 7:24 9/13/2011 12:44 malware 31.31.74.37 Wild West Domains (R213-LRMS) CZ 5.32 2

88913 http://nacha-portal.com/report_41059225205524.pdf.exe 9/13/2011 7:13 9/13/2011 17:08 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.91

88914 http://www.nachanewsarchive.com 9/13/2011 7:14 9/13/2011 16:42 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.47

88916 http://sghdyjhdtyktrydfg.cz.cc/main.php?page=8ef63c2673c6f66a 9/13/2011 7:29 9/13/2011 17:31 malware 31.31.74.37 MONIKER CZ 10.04

88918 http://www.nacha-news-portal.com 9/13/2011 8:45 9/13/2011 16:49 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.06

88919 http://nacha-newsportal.com 9/13/2011 8:45 9/13/2011 16:59 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.22

88920 http://nachaportal.com 9/13/2011 7:46 9/13/2011 16:18 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.53

88921 http://nachaserver-portal.com 9/13/2011 8:46 9/13/2011 16:55 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.16

88922 http://nachaserverportal.com 9/13/2011 8:46 9/13/2011 17:05 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.32

88923 http://nacha-server-portal.com 9/13/2011 8:46 9/13/2011 17:04 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.31

88924 http://nachaportalserver.com 9/13/2011 8:48 9/13/2011 17:18 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.51

88925 http://nachanews-portal.com 9/13/2011 8:49 9/13/2011 17:13 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.39

88927 http://nachanewsportal.com 9/13/2011 8:51 9/13/2011 16:49 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.96

88928 http://nacha-news-archive.com 9/13/2011 9:34 9/13/2011 17:00 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.44

88929 http://nacha-portal-server.com 9/13/2011 9:52 9/13/2011 17:28 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.6

88931 http://pending-payment.com 9/13/2011 8:56 9/13/2011 12:09 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.22

88933 http://us-ccsecurity.com 9/13/2011 9:19 9/13/2011 12:25 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.11

88934 http://us-credit-security.com 9/13/2011 9:30 9/13/2011 12:17 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.79

88935 http://card-security.net 9/13/2011 11:15 9/13/2011 12:38 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 1.39

88960 http://nachaport.com 9/14/2011 6:12 9/14/2011 15:03 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.85 3

88961 http://cwrhryjjfdhsrsdfc.cz.cc/main.php?page=ad891989d1e4ae62 9/14/2011 6:40 9/14/2011 15:05 malware 31.31.74.37 MONIKER CZ 8.42 4

88962 http://nacha-port.com 9/14/2011 6:48 9/14/2011 15:00 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.2

88963 http://nacha-news--portal.com 9/14/2011 6:56 9/14/2011 15:04 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.14

88964 http://www.portalnachas.com 9/14/2011 6:50 9/14/2011 14:59 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.15

88965 http://nacha-urgent-portal.com 9/14/2011 6:51 9/14/2011 14:57 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.11

88966 http://nachas-portal.com 9/14/2011 6:48 9/14/2011 14:56 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.14

88968 http://nacha-news-download.com 9/14/2011 6:52 9/14/2011 14:56 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.06

88970 http://getnachanews.com 9/14/2011 6:52 9/14/2011 14:42 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.84

88971 http://nachasnewsportal.com 9/14/2011 6:51 9/14/2011 14:39 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.79

88972 http://get-nacha-news.com 9/14/2011 6:51 9/14/2011 14:48 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.95

88975 http://nacha--news-download.com 9/14/2011 8:25 9/14/2011 14:56 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.51

88985 http://nacha-port.com/report_7161400016671.pdf.exe 9/14/2011 11:47 9/14/2011 14:35 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.8

89035 http://fdicuser-advice.com 9/15/2011 7:47 9/15/2011 17:03 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.26 5

89036 http://fdic-insurance.com 9/15/2011 7:52 9/16/2011 9:20 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 25.45

89037 http://ajkbgfajkdghsjkfadsfgdh.cz.cc/main.php?page=2ef5c8d245d84484 9/15/2011 8:08 9/17/2011 1:23 malware 31.31.74.37 MONIKER CZ 41.25 6

89039 http://fdic-advantage.com 9/15/2011 9:40 9/15/2011 17:05 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.42

89040 http://fdicnewsforcustomer.com 9/15/2011 9:50 9/15/2011 17:01 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.18

89042 http://fdiccustomer-news.com 9/15/2011 10:03 9/15/2011 19:36 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.55

89045 http://viewfdiccustomer.com 9/15/2011 10:28 9/15/2011 17:07 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.64

89050 http://fdic-customeragent.com/INFORMATION6473743949.pdf.exe 9/15/2011 12:05 9/16/2011 9:23 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 21.3

89108 http://nachauser-storeinfo.com 9/16/2011 5:25 9/16/2011 19:09 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 13.73

89109 http://kugkbqwhetcvjsdfgqer.cz.cc/main.php?page=6ab9084ab99c9482 9/16/2011 5:38 9/17/2011 1:28 malware 31.31.74.37 MONIKER CZ 19.82

89111 http://nacha-customer.com 9/16/2011 5:54 9/16/2011 19:43 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 13.82

89112 http://nacha-userbudget.com 9/16/2011 6:22 9/16/2011 19:12 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.85

89117 http://nacha-usercommission.com 9/16/2011 7:11 9/17/2011 1:20 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 18.14

89118 http://nachacustomer-news.com 9/16/2011 8:02 9/17/2011 1:09 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 17.12

89119 http://nachausersalert.com 9/16/2011 8:05 9/17/2011 1:08 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 17.06

89120 http://nachauser-budgetinfo.com 9/16/2011 8:06 9/16/2011 19:19 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.21

89122 http://nacha-feedback.com 9/16/2011 7:48 9/16/2011 18:55 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.13

89123 http://nacha-comparison.com 9/16/2011 8:07 9/16/2011 19:03 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.93

89124 http://nacha-userauthorization.com 9/16/2011 8:09 9/16/2011 19:50 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.68

89127 http://nachauser-feedback.com 9/16/2011 8:10 9/16/2011 18:48 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.63

89129 http://nachauser-storeinfo.com/report_6311400016671.pdf.exe 9/16/2011 9:05 9/16/2011 19:26 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.33

89130 http://nacha-creditor.com/report_ACH.pdf.exe 9/16/2011 9:45 9/16/2011 19:35 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.84

89135 http://nacha-advertisement.com 9/16/2011 12:27 9/16/2011 19:01 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.58

89137 http://nacha-wirecosts.com 9/16/2011 12:35 9/16/2011 19:56 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.36

89139 http://nacha-ach.org 9/16/2011 12:53 9/16/2011 15:29 malware 67.195.140.36 Melbourne IT, Ltd (R52-LROR) US 2.59

89142 http://nacha-trans.org 9/16/2011 13:33 9/17/2011 1:08 malware 67.195.140.36 Melbourne IT, Ltd (R52-LROR) US 11.59

89144 http://nacha-wire.org 9/16/2011 13:30 9/16/2011 14:41 malware 67.195.140.36 Melbourne IT, Ltd (R52-LROR) US 1.17

89145 http://nachauser-tools.com 9/16/2011 13:29 9/16/2011 18:51 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.36

89154 http://nacha-customertools.com 9/16/2011 16:46 9/16/2011 19:22 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.6

89271 http://usernacha-wireinfo.com 9/19/2011 5:42 9/19/2011 22:17 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 16.58 7

89272 http://customernacha-tools.com 9/19/2011 5:50 9/19/2011 22:18 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 16.47

89273 http://all-nacha-datainfo.com 9/19/2011 5:47 9/20/2011 9:42 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 27.92

89274 http://jfjfhfyhuqnbnciper.cz.cc/main.php?page=46df6916c2a87d98 9/19/2011 5:52 9/20/2011 19:31 malware 95.163.88.212 MONIKER RU 37.64 8

89276 http://nachabank-usertools.com 9/19/2011 6:06 9/19/2011 22:19 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 16.21

89277 http://nachausers-book.com 9/19/2011 6:09 9/19/2011 18:43 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.56

89278 http://nachausers-wirecosts.com 9/19/2011 6:13 9/19/2011 22:20 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 16.12

89279 http://nachausersbluebook.com 9/19/2011 6:21 9/19/2011 18:30 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.16

89280 http://nachauser-banktools.com 9/19/2011 6:24 9/19/2011 22:20 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 15.94

89281 http://allnacha-users-bank.com 9/19/2011 6:27 9/19/2011 22:21 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 15.91

89282 http://all-nachadatainfo.com 9/19/2011 6:33 9/19/2011 18:43 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.17

89284 http://nachabank-users.com 9/19/2011 6:44 9/19/2011 22:22 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 15.63

89285 http://nacha-users-bank.com 9/19/2011 6:57 9/19/2011 22:23 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 15.42

89286 http://usernacha-bills.com 9/19/2011 7:07 9/19/2011 22:24 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 15.27

89287 http://nachausers-bank.com 9/19/2011 7:12 9/19/2011 18:42 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.5

89308 http://all-nacha-datainfo.com/report_9011400016671.pdf.exe 9/19/2011 9:58 9/19/2011 22:24 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.44

89361 http://nachasuser-alarm.com 9/20/2011 4:53 9/20/2011 19:26 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 14.55 9

89362 http://nacha-customerequipment.com 9/20/2011 5:11 9/20/2011 14:59 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.81

89363 http://xwwwwhtryjqafvmjhjiouty.cz.cc/main.php?page=9647286421ee3fd6 9/20/2011 5:03 9/20/2011 19:30 malware 95.163.88.212 MONIKER RU 14.46

89365 http://nachausers-industry.com 9/20/2011 5:23 9/20/2011 19:18 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 13.92

89366 http://nachauser-account.com 9/20/2011 5:19 9/20/2011 19:13 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 13.89

89367 http://nachauser-equipment.com 9/20/2011 5:34 9/20/2011 19:07 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 13.54

89369 http://nacha-industry.com 9/20/2011 5:52 9/20/2011 18:54 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 13.03

89370 http://usernacha-alarm.com 9/20/2011 5:49 9/20/2011 18:44 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.9

89372 http://nachadata-alarm.com 9/20/2011 6:00 9/20/2011 18:34 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.57

89373 http://nacha-equipmentstore.com 9/20/2011 6:22 9/20/2011 18:28 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.1

89374 http://nacha-alarm.com 9/20/2011 6:05 9/20/2011 18:19 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.25

89375 http://nachausers-account.com 9/20/2011 6:16 9/20/2011 18:14 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.96

89376 http://nacha-usersalarm.com 9/20/2011 6:23 9/20/2011 17:38 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.25

89377 http://nachasfast-equipment.com 9/20/2011 6:28 9/20/2011 17:27 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.97

89378 http://nachacustomer-alarm.com 9/20/2011 6:39 9/20/2011 17:18 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.66

89474 http://nacha-rejected.cx.cc/main.php?page=ce862eccdc1e4cd6 9/21/2011 5:01 9/21/2011 7:10 malware 188.241.115.81 GoDaddy.com, Inc. RO 2.15 10

89475 http://canceled-transfer.com/report_09_21.pdf.exe 9/21/2011 4:55 9/21/2011 22:25 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 17.5 11

89476 http://ach-rejected.cx.cc/main.php?page=ce862eccdc1e4cd6 9/21/2011 5:03 9/21/2011 7:11 malware 188.241.115.81 GoDaddy.com, Inc. RO 2.14

89477 http://canceled-nacha.cx.cc/main.php?page=ce862eccdc1e4cd6 9/21/2011 5:04 9/21/2011 7:12 malware 188.241.115.81 GoDaddy.com, Inc. RO 2.13

89480 http://nacha-reports.cx.cc/main.php?page=ce862eccdc1e4cd6 9/21/2011 5:56 9/21/2011 7:15 malware 188.241.115.81 GoDaddy.com, Inc. RO 1.31

89484 http://nacha-details.cx.cc/main.php?page=ce862eccdc1e4cd6 9/21/2011 6:24 9/21/2011 7:16 malware 188.241.115.81 GoDaddy.com, Inc. RO 0.86

89485 http://nacha-instructionsuser.com 9/21/2011 7:44 9/21/2011 7:52 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 0.13

89487 http://nachauser-estimatefee.com 9/22/2011 4:38 9/22/2011 8:25 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.78 12

89496 http://hgqkehgcmvuqisdfkop.cx.cc/main.php?page=a85f6ff3ff9f5213 9/21/2011 7:49 9/21/2011 7:53 malware 188.241.115.81 GoDaddy.com, Inc. RO 0.07

89577 http://ach-transffers-us.com 9/22/2011 7:22 9/22/2011 14:09 malware 67.195.140.36 yahoo.com US 6.78

89581 http://download-report-nacha.org/report-30564646_09_22_2011.pdf.exe 9/22/2011 7:16 9/22/2011 14:01 malware 67.195.140.36 Melbourne IT, Ltd (R52-LROR) US 6.75

89583 http://irofojghqhyhurtjhnalsop.cx.cc/main.php?page=363cb076cf50e6a5 9/22/2011 8:12 9/22/2011 16:20 malware 188.241.115.81 GoDaddy.com, Inc. RO 8.12 13

89587 http://hlqueghfkjhasdfcmfiaopdf.cx.cc/main.php?page=363cb076cf50e6a5 9/22/2011 8:22 9/22/2011 14:03 malware 188.241.115.81 GoDaddy.com, Inc. RO 5.68

89590 http://transfer-canceled.com 9/22/2011 8:16 9/22/2011 14:01 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.74

89593 http://transfers-ach.com 9/22/2011 9:12 9/22/2011 13:59 malware 67.195.140.36 yahoo.com US 4.79

89594 http://finance-customer.com 9/22/2011 9:15 9/22/2011 16:16 malware 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.02

89596 http://financedata-store.com 9/22/2011 9:18 9/22/2011 16:15 malware 67.195.140.36 yahoo.com US 6.96



NACHA TAKEDOWN AUDITSOC ID Bufi Initiation Shutdown Attack Type IP Registrar Geo DurationBillable Notes

89837 http://www.barodachestgroup.org/nacha-data/index.html 9/27/2011 5:34 9/27/2011 12:45 malware 72.55.179.56 Directi Internet Solutions Pvt. CA 7.18 14

89839 http://huntchemical.com/main.php?page=10e8281e11627ed1 9/27/2011 7:28 9/27/2011 12:05 malware 92.55.144.51 NAMESECURE.COM RO 4.61 15

89840 http://duzaybir.com/nacha-data/index.html 9/27/2011 8:16 9/27/2011 12:42 malware 77.223.131.227 bkym.com TR 4.42 16

89842 http://akcakocadetayinsaat.com/nacha-data/index.html 9/27/2011 11:16 9/27/2011 12:18 malware 77.223.131.227 bkym.com TR 1.03

89846 http://chameleonsecurity.com.au/nacha-data/index.html 9/27/2011 11:46 9/27/2011 12:33 malware 27.123.28.126 Aust Domains AU 0.78 17

89847 http://ivmstore.com/nacha-data/index.html 9/27/2011 8:33 9/27/2011 11:28 malware 174.120.243.253 GoDaddy.com, Inc. US 2.91 18

89848 http://193.27.246.127/report_270918123.pdf.exe 9/27/2011 8:18 9/27/2011 20:24 malware 193.27.246.127 IP_ADDR RU 12.11 19

89991 http://userdata-distribute.com 9/29/2011 8:55 9/29/2011 21:11 malware 67.195.140.36 yahoo.com US 12.27

89992 http://dsfbgkjerqfnjkevyhfger.cx.cc/main.php?page=19dcbf924e67dd7e 9/29/2011 8:57 9/29/2011 10:53 malware 95.163.88.209 GoDaddy.com, Inc. RU 1.93 20

89993 http://jitteryworld.com 9/29/2011 8:54 9/29/2011 21:12 malware 67.195.140.36 yahoo.com US 12.29 21

90040 http://vincent-world.com 9/30/2011 3:06 9/30/2011 11:23 malware 67.195.140.36 yahoo.com US 8.29 22

90967 http://weightlosspersonaltrainerconsulting.com/lot.html 10/21/2011 7:14 10/25/2011 11:09 malware 184.154.162.82 ENOM, INC. US 99.92 23

90969 http://alsayadaasha-primaryschool.com/lot.html 10/21/2011 7:02 10/22/2011 13:17 malware 67.215.244.52 WILD WEST DOMAINS, INC. US 30.25 24

90972 http://etno-plants.ro/lot.html 10/21/2011 6:54 10/28/2011 0:30 malware 188.240.1.11 globehosting.com RO 161.61 25

90973 http://bofco.in/lot.html 10/21/2011 6:39 10/31/2011 6:56 malware 174.36.228.38 PublicDomainRegistry.com IN 240.28 26

90983 http://floristeriasdecoaromascostarica.com/lot.html 10/21/2011 6:31 10/23/2011 3:22 malware 74.81.81.100 Namecheap.com US 44.84 27

91227 http://nachadataallocation.com 10/12/2011 15:38 10/12/2011 23:44 malware 173.213.112.12 MONIKER US 8.1 28

91880 http://mateusgranado.pt/~mateusgr/dt2pn.html 10/21/2011 4:01 10/21/2011 20:01 malware 80.172.225.28 Fundação para a Computação Científica Nacional PT 15.99 29

91881 http://www.beforeyoubet.net/kddueq.html 10/20/2011 12:36 10/20/2011 19:35 malware 69.72.207.130 ENOM, INC. US 6.98 30

91924 http://klmnsoft.co.in/15cf3ys.html 10/21/2011 4:35 10/22/2011 8:54 malware 67.227.189.124 PublicDomainRegistry.com IN 28.32

91928 http://kelloggsadventurepass.ca/0e5avd.html 10/21/2011 4:39 10/22/2011 9:40 malware 67.227.227.84 Webnames.ca Inc. US 29.01 31

91946 http://linear-pers.com/8hfgjqz.html 10/21/2011 4:45 10/25/2011 13:20 malware 206.251.252.32 NETWORK SOLUTIONS, LLC. US 104.58 32

91947 http://onlinenews.altervista.org/iw9u2rj.html 10/21/2011 4:54 10/22/2011 8:56 malware 178.63.41.22 Tucows Inc. (R11-LROR) DE 28.03 33

91950 http://kilospace.com/wttrtz.html 10/21/2011 4:58 10/25/2011 13:26 malware 72.55.186.19 NORDNET CA 104.47 34

91954 http://www.kickboxen-wies.at/6hpxy.html 10/21/2011 4:18 10/24/2011 7:30 malware 83.220.128.111 NIC.AT DE 75.21 35

91957 http://www.grupoeme.es/rignqs.html 10/21/2011 5:05 10/27/2011 13:33 malware 62.193.202.50 NOMINALIA FR 152.47 36

91958 http://niritech.com/pxkf.html 10/21/2011 5:21 10/22/2011 9:42 malware 203.104.22.22 yahoo.com IN 28.36

91961 http://www.vr-intercom.de/yengde.html 10/21/2011 4:22 10/21/2011 4:51 malware 81.169.145.159 DENIC DE 0.48 37

91962 http://184.82.155.195/~magicsla/9zuoqw.html 10/21/2011 5:24 10/28/2011 20:14 malware 184.82.155.195 IP_ADDR US 182.83 38

91979 http://www.nachaemployee.com 10/19/2011 11:07 10/19/2011 15:33 malware 50.2.7.109 NAME.COM LLC US 4.42 39

92027 http://www.nacha-shire.com 10/19/2011 22:29 10/20/2011 3:01 malware 209.59.213.17 NAME.COM LLC US 4.53 40

92051 http://nacha-cosm.com 10/20/2011 4:08 10/20/2011 6:36 malware 173.213.112.15 NAMESECURE.COM US 2.48 41

92052 http://delallosa.com/mtgy99y.html 10/20/2011 4:19 10/20/2011 6:37 malware 67.210.244.49 PUBLICDOMAINREGISTRY.COM US 2.29 42

92054 http://thebeadrotisserie.com/vel42.html 10/20/2011 4:43 10/20/2011 6:37 malware 198.92.147.248 ENOM, INC. US 1.91 43

92056 http://jade.nseasy.com/~manishar/7xl9bd.html 10/20/2011 5:03 10/20/2011 6:38 malware 66.7.221.190 NETWORK SOLUTIONS, LLC. US 1.59 44

92067 http://nacha-plex.com 10/20/2011 7:20 10/20/2011 13:47 malware 173.213.79.8 GKG.NET, INC. US 6.44 45

92073 http://misternet.com/7ilyx4/index.html 10/20/2011 12:34 10/20/2011 19:38 malware 85.159.144.21 NEEN SRL IT 7.08 46

92074 http://eartherd.com/main.php?page=40adeef8d3d0f1d8 10/20/2011 12:35 10/20/2011 13:48 malware 89.208.34.116 THE REGISTRY AT INFO AVENUE D/B/A IA REGISTRY RU 1.22 47

92075 http://winsbyinc.com/case/nachareport20111020.pdf.exe 10/20/2011 10:04 10/20/2011 12:14 malware 204.93.132.104 TUCOWS, INC. US 2.16 48

92088 http://bigrace2012.com/3ri1vt.html 10/20/2011 13:23 10/20/2011 19:33 malware 50.22.131.156 Domains Priced Right US 6.18 49

92141 http://bbgioiosa.it/5nzzjfb/index.html 10/21/2011 2:09 10/21/2011 5:11 malware 195.110.124.133 register-it IT 3.04 50

92142 http://visionciudadconsultores.com/vq0c2jt/index.html 10/21/2011 2:07 10/26/2011 2:42 malware 173.193.84.224 GoDaddy.com, Inc. US 120.57 51

92144 http://marryyourlove.com/s8nryg.html 10/21/2011 2:25 10/22/2011 9:46 malware 67.227.213.96 DIRECTI INTERNET SOLUTIONS PVT. LTD US 31.35 52

92146 http://108cms.com/52fv.html 10/21/2011 2:20 11/4/2011 8:15 malware 221.128.105.71 NAME.COM LLC TH 341.92 53

92147 http://kinderbaby.com.au/7yk2e.html 10/21/2011 2:26 10/25/2011 22:46 malware 117.55.235.104 TPP Internet AU 116.34 54

92148 http://ludos-apparare.com/dl7f.html 10/21/2011 2:33 10/26/2011 10:04 malware 213.186.33.17 OVH FR 127.52 55

92149 http://vvag-nord.de/q8fe5thtml 10/21/2011 2:39 10/21/2011 5:09 malware 212.227.207.40 DENIC DE 2.51 56

92150 http://adsentia.it/3desawr/index.html 10/21/2011 2:42 10/24/2011 11:34 malware 81.29.205.4 OVH IT 80.87 57

92151 http://earthorde.com/main.php?page=40adeef8d3d0f1d8 10/21/2011 3:11 10/22/2011 9:11 malware 89.208.34.116 NAMESECURE.COM RU 29.99 58

92152 http://uaoffcampus.com/prl9mmp/index.html 10/21/2011 3:12 10/25/2011 2:40 malware 72.167.232.198 GoDaddy.com, Inc. US 95.46 59

92154 http://klmnsoft.in/f46am.html 10/21/2011 3:29 10/26/2011 12:28 malware 67.227.189.124 Directi Internet Solutions Pvt US 128.99 60

92159 http://dotmascript.com/main.php?page=19efe3a593d6b93b 10/21/2011 3:28 10/22/2011 9:35 malware 89.208.34.116 MONIKER RU 30.13

92160 http://lambremoskva.ru/2s68.html 10/21/2011 3:34 10/31/2011 6:42 malware 83.222.5.252 REGRU-REG-RIPN RU 243.13 61

92161 http://lapriquetais.com/7gxxa.html 10/21/2011 3:45 10/31/2011 9:00 malware 109.123.71.220 TUCOWS, INC. UK 245.26 62

92162 http://goldencrownhotel.com/t9i1mhb.html 10/21/2011 3:44 10/29/2011 7:08 malware 199.73.94.24 DOTSTER US 195.4 63

92164 http://gefa-team.de/om48.html 10/21/2011 4:02 10/21/2011 8:58 malware 85.214.131.9 DENIC DE 4.93 64

92165 http://indosyslife.com/cdwwto.html 10/21/2011 4:03 10/22/2011 13:44 malware 203.104.22.22 yahoo.com IN 33.68 65

92169 http://www.justafan.org/jy0mno.html 10/21/2011 4:15 10/22/2011 11:24 malware 210.193.51.91 Directi Internet Solutions Pvt. SG 31.15 66

92171 http://essetiesse.it/~pas/mgay68v/index.html 10/21/2011 4:36 10/25/2011 8:09 malware 81.200.128.79 Protec s.n.c. IT 99.55 67

92172 http://kpbs.co.za/u9oz.html 10/21/2011 4:25 10/21/2011 7:31 malware 207.45.186.2 Network Solutions US 3.1 68

92174 http://mdmnet.it/k0zhxlj/index.html 10/21/2011 4:26 10/26/2011 5:23 malware 94.141.27.235 EOS NET S.r.l. IT 120.95 69

92175 http://masterscomputer.altervista.org/llf3rs/index.html 10/21/2011 4:41 10/21/2011 13:52 malware 46.4.91.173 ALTERVISTA.ORG DE 9.18 70

92177 http://kasaf-securite.com/78b3j8.html 10/21/2011 5:29 11/1/2011 4:06 malware 108.60.192.146 PUBLICDOMAINREGISTRY.COM US 262.61 71

92180 http://vizonix.com/c1ptwqs/index.html 10/21/2011 5:56 10/23/2011 11:32 malware 66.7.222.41 NETWORK SOLUTIONS, LLC. US 53.61 72

92183 http://reportnachaapprove.com 10/21/2011 5:50 10/21/2011 8:05 malware 72.249.126.46 NAMESECURE.COM US 2.25 73

92186 http://nacha-cashier.com 10/26/2011 3:20 10/26/2011 5:04 malware 69.164.219.218 BIGROCK SOLUTIONS PRIVATE LIMITED US 1.72 74

92189 http://weprintpostcards.com/4kghbbx/index.html 10/21/2011 6:46 10/22/2011 8:59 malware 70.86.116.245 GoDaddy.com, Inc. US 26.21 75

92190 http://vs170173.vserver.de/r1d6pf.html 10/21/2011 7:13 10/25/2011 13:33 malware 62.75.170.173 Intergenia.de DE 102.34 76

92197 http://dxpinfotech.com/lhcqpz.html 10/21/2011 7:35 10/28/2011 4:22 malware 173.192.19.67 WILD WEST DOMAINS, INC. AU 164.79 77

92208 http://kietynr.com/hw2m5b.html 10/21/2011 8:49 10/27/2011 9:52 malware 67.227.184.10 INTERNET.BS CORP. US 145.04 78

92213 http://fb.servatusdev.com/~servdev/56iy2.html 10/21/2011 8:56 11/2/2011 17:18 malware 174.120.179.66 GoDaddy.com, Inc. US 296.37 79

92214 http://208.74.28.206/~kofahu/l03vmdc.html 10/21/2011 8:51 10/21/2011 16:17 malware 208.74.28.206 TUCOWS, INC. US 7.43 80

92222 http://www.liv-boeree.com/aroy5.html 10/21/2011 9:25 10/22/2011 8:59 malware 173.192.229.20 DIRECTI INTERNET SOLUTIONS PVT. LTD. US 23.57 81

92223 http://vskool.org/nmkm.html 10/21/2011 9:30 10/28/2011 0:07 malware 66.154.13.160 UK2 Group Ltd. (R123-LROR) US 158.61 82

92224 http://kazancingaranti.com/o1q3yyi.html 10/21/2011 10:00 10/27/2011 5:23 malware 95.173.167.105 ONLINENIC, INC. TR 139.39 83

92225 http://internetworkcenter.com/jmqs2k8.html 10/21/2011 9:36 10/21/2011 12:30 malware 86.109.167.183 DOTREGISTRAR ES 2.89 84

92227 http://kieran-mcgee.com/1rab8.html 10/21/2011 9:46 10/21/2011 16:18 malware 204.92.106.8 EASYSPACE LTD. CA 6.54 85

92228 http://caspsurveys.org/zmu2.html 10/21/2011 10:17 10/28/2011 1:22 malware 67.199.8.93 Melbourne IT, Ltd (R52-LROR) US 159.08 86

92229 http://nimbuscertifications.com/4qt4.html 10/21/2011 10:50 10/25/2011 8:17 malware 174.122.92.6 DIRECTI INTERNET SOLUTIONS PVT. LTD. US 93.45 87

92235 http://lichi.in/hyqxv6x.html 10/21/2011 11:56 10/23/2011 14:42 malware 92.48.102.59 Directi Web Services Pvt. Ltd. (R118-AFIN) UK 50.77 88

92238 http://kasenn.com/ulpu57.html 10/21/2011 12:51 10/22/2011 13:55 malware 108.60.192.146 PublicDomainRegistry US 25.06

92244 http://www.xmjhx.com/czc/js.js 10/21/2011 15:15 10/23/2011 11:35 malware 211.154.135.220 WEB COMMERCE COMMUNICATIONS LIMITED DBA WEBNIC.CCCN 44.34 89

92251 http://vscreative.com/images/js.js 10/21/2011 17:34 10/23/2011 11:39 malware 213.171.219.3 TUCOWS, INC. UK 42.09 90

92259 http://www.women-pickup.com/images/js.js 10/21/2011 19:11 10/23/2011 11:29 malware 70.86.116.243 GODADDY.COM, INC. US 40.31 91

92260 http://umc-hampton.org/g/js.js 10/21/2011 19:50 10/23/2011 11:50 malware 173.201.247.1 Tucows Inc. (R11-LROR) US 39.99 92

92274 http://costantinifoto.altervista.org/jxbqp8i/index.html 10/22/2011 0:50 10/24/2011 10:35 malware 78.46.51.221 Tucows Inc. (R11-LROR) US 57.75 93

92275 http://gliscarano.it/6nthko/index.html 10/22/2011 0:44 10/26/2011 13:17 malware 217.73.226.137 Alicom s.r.l. IT 108.55 94

92276 http://jenniferposada.com/hf20.html 10/22/2011 0:38 10/22/2011 16:41 malware 174.127.119.40 SiteDiner.com US 16.05 95

92277 http://btan.it/xbyy3z/index.html 10/22/2011 0:39 10/25/2011 8:18 malware 85.159.144.21 Neen s.r.l. IT 79.66 96

92278 http://mkmusic.de/ngu3.html 10/22/2011 0:49 10/22/2011 8:52 malware 87.106.45.222 1&1 Internet AG DE 8.05 97

92279 http://shriganpatiproduction.net/pt4wipw.html 10/22/2011 1:02 10/27/2011 9:54 malware 72.52.252.82 DIRECT I INTERNET SOLUTIONS US 128.87 98

92285 http://argentipreziosi.com/xwtv99/index.html 10/22/2011 6:30 10/23/2011 11:34 malware 62.149.128.157 TUCOWS, INC. IT 29.06 99

92286 http://whydodogs.org/bsrban/index.html 10/22/2011 7:16 10/23/2011 11:32 malware 64.90.58.10 New Dream Network, LLC dba DreamHost Web Hosting (R173-LROR)US 28.26 100

92307 http://vtjoblist.com/hsgtly/index.html 10/22/2011 15:56 10/23/2011 3:32 malware 72.29.83.102 ENOM, INC. US 11.6 101

92364 http://www.kragerupogko.dk/hprdf.html 10/23/2011 4:24 10/24/2011 20:34 malware 87.238.248.224 DK Hostmaster DK 40.17 102

92372 http://www.20way.com/4br2.html 10/23/2011 6:18 10/24/2011 19:40 malware 69.167.191.47 DIRECTI INTERNET SOLUTIONS US 37.37 103

92376 http://tomralph.net/vsz8c.html 10/23/2011 9:31 11/2/2011 17:14 malware 174.120.179.66 GoDaddy.com, Inc. US 247.72

92427 http://jackfruitmedia.com/j8o3rew.html 10/24/2011 4:15 10/24/2011 7:36 malware 80.82.119.191 EASYSPACE LTD. UK 3.36 104

92434 http://thischristianjourney.com/usn4msp/index.html 10/24/2011 5:42 10/25/2011 8:21 malware 97.74.215.62 GoDaddy.com, Inc. US 26.66 105

92437 http://advertising-services.info/63t3jya/index.html 10/24/2011 6:42 10/25/2011 8:23 malware 69.175.84.146 GoDaddy.com Inc. UK 25.69 106

92441 http://giacobbo.altervista.org/2q4cl1/index.html 10/24/2011 6:51 10/24/2011 10:25 malware 78.46.106.243 Tucows Inc. DE 3.56 107

92442 http://resiary.com/main.php?page=263019d4fb383cd8 10/24/2011 6:59 10/24/2011 7:25 malware 89.201.174.28 MONIKER HR 0.44 108

92443 http://partydjmarcel.nl/hz75fn/index.html 10/24/2011 7:19 10/25/2011 4:34 malware 81.169.145.72 Cronon AG DE 21.25 109

92444 http://costantinifoto.altervista.org/qia4cd/index.html 10/24/2011 7:29 10/24/2011 10:27 malware 78.46.51.221 Tucows Inc. (R11-LROR) DE 2.96

92446 http://ganarlaprimitiva.com/yskllu/index.html 10/24/2011 7:53 10/27/2011 13:41 malware 184.154.88.226 ENOM, INC. US 77.81 110

92447 http://jdmserver.com/kwxmntr/index.html 10/24/2011 7:55 10/24/2011 10:26 malware 96.125.161.225 ENOM, INC. US 2.52 111

92449 http://ecotehno.zzl.org/nx8il9/index.html 10/24/2011 8:04 10/25/2011 2:37 malware 67.220.217.235 GoDaddy.com, Inc. (R91-LROR) US 18.55 112

92450 http://link47.com/x3x6288/index.html 10/24/2011 8:05 10/24/2011 10:30 malware 82.165.121.51 1 & 1 INTERNET AG DE 2.41 113

92451 http://zanolettimetallisud.it/omziwnu/index.html 10/24/2011 9:59 10/25/2011 8:25 malware 62.149.128.163 Aruba s.p.a. IT 22.44 114

92452 http://stellacrociere.it/o138sky/index.html 10/24/2011 8:36 10/30/2011 10:38 malware 213.205.38.22 Tiscali Italia s.p.a. IT 146.03 115

92454 http://elgoracda.org/k1li73/index.html 10/24/2011 8:17 10/27/2011 21:33 malware 67.222.135.42 GoDaddy.com, Inc. (R91-LROR) US 85.28 116
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92456 http://aimt.ac.in/9wnvhe4/index.html 10/24/2011 8:36 10/27/2011 13:43 malware 174.37.243.135 Ernet (R9-AFIN) US 77.13 117

92457 http://airbagmodul.eu/43bug3/index.html 10/24/2011 10:01 10/27/2011 13:48 malware 184.154.230.15 united-domains AG US 75.79 118

92458 http://goodnewsagency.org/3owb3j9/index.html 10/24/2011 8:28 10/30/2011 10:35 malware 213.205.38.24 ASCIO Technologies, Inc. - Denmark (R76-LROR) IT 146.13 119

92459 http://examoney.co.uk/99er5h/index.html 10/24/2011 8:29 10/26/2011 14:46 malware 88.208.252.128 Fasthosts Internet Ltd UK 54.27 120

92463 http://voongo.com/g0oqtfy/index.html 10/24/2011 10:02 10/25/2011 2:43 malware 74.208.13.179 1 & 1 INTERNET AG US 16.7 121

92464 http://adsentia.it/8rgu19/index.html 10/24/2011 10:03 10/24/2011 11:28 malware 81.29.205.4 OVH IT 1.41

92465 http://members.iinet.net.au/~dbw/mmszb1s/index.html 10/24/2011 10:05 10/28/2011 2:24 malware 203.0.178.90 Connect West AU 88.33 122

92466 http://80.68.193.38/by53ev/index.html 10/24/2011 8:38 10/24/2011 10:28 malware 80.68.193.38 IP_ADDR IT 1.82 123

92467 http://howtoplaygreatvolleyball.info/0nzh8fg/index.html 10/24/2011 8:42 10/28/2011 0:12 malware 184.154.126.138 eNom, Inc. (R126-LRMS) US 87.5 124

92469 http://ilfantaclub.altervista.org/9q8qcer/index.html 10/24/2011 10:07 10/24/2011 10:33 malware 78.46.45.86 Tucows Inc. (R11-LROR) DE 0.42 125

92470 http://colloqui.altervista.org/psgt9uk/index.html 10/24/2011 10:08 10/24/2011 13:47 malware 46.4.73.74 Tucows Inc. (R11-LROR) DE 3.65 126

92473 http://panchalsamaj.x10.bz/snhlcme/index.html 10/24/2011 8:51 10/25/2011 2:25 malware 69.175.104.34 X10HOSTING US 17.56 127

92481 http://jesuschristfamily.com/xb7ug0k/index.html 11/1/2011 5:13 11/1/2011 5:37 malware 207.45.176.90 GoDaddy.com, Inc. US 0.4 128

92482 http://ip-184-168-92-68.ip.secureserver.net/gwot29s/index.html 10/24/2011 9:04 10/30/2011 10:37 malware 184.168.92.68 WWDomains.com US 145.54 129

92483 http://clublisten.com/brhkjp/index.html 10/24/2011 18:32 10/25/2011 10:22 malware 46.16.88.56 ONLINENIC, INC. IT 15.82

92484 http://istitutopascoli.net/wo7iaq/index.html 10/24/2011 9:12 10/24/2011 10:31 malware 217.73.226.115 TUCOWS, INC. IT 1.31 130

92487 http://betertekenen.nl/mqfsq39/index.html 10/24/2011 10:21 10/24/2011 11:28 malware 195.211.72.131 Antagonist B.V. NL 1.12 131

92491 http://cyberbuilding.com.mx/udtzb7w/index.html 10/24/2011 9:27 10/24/2011 20:21 malware 200.58.111.60 NIC Mexico AR 10.91 132

92492 http://atequip.com/c6m5gr3/index.html 10/24/2011 9:26 10/24/2011 19:11 malware 76.12.29.69 Bluehost US 9.76 133

92494 http://whydodogs.org/u5nm3kb/index.html 10/24/2011 9:35 10/24/2011 20:22 malware 64.90.58.10 New Dream Network, LLC dba DreamHost Web Hosting (R173-LROR)US 10.78 134

92495 http://paolamartelli.altervista.org/dva7hi/index.html 10/24/2011 10:39 10/25/2011 2:48 malware 46.4.65.68 Tucows Inc. (R11-LROR) DE 16.15 135

92497 http://sfosite.com/frmjo1/index.html 10/24/2011 9:36 10/27/2011 15:13 malware 184.154.231.10 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 77.61 136

92498 http://ssggratis.altervista.org/7i6rha/index.html 10/24/2011 10:41 10/24/2011 13:49 malware 178.63.78.3 Tucows Inc. (R11-LROR) DE 3.12 137

92499 http://pinnaclecad.com/~alexu/65nrqsk/index.html 10/24/2011 9:45 10/25/2011 7:53 malware 70.86.71.82 NETWORK SOLUTIONS, LLC. US 22.13 138

92501 http://camgirlmsn.altervista.org/rmhjh5/index.html 10/24/2011 10:44 10/24/2011 11:31 malware 176.9.43.243 Tucows Inc. (R11-LROR) DE 0.79 139

92505 http://gstcarrelli.it/phz2hz/index.html 10/24/2011 10:47 10/25/2011 8:30 malware 195.110.124.133 Register.it s.p.a. IT 21.72 140

92506 http://sienatimbri.net/z92fe5o/index.html 10/24/2011 10:50 10/25/2011 3:39 malware 62.149.128.166 Aruba S.p.A. - Servizio Aruba.it, IT 16.81 141

92507 http://aimt.ac.in/khpbyqu/index.html 10/24/2011 10:54 10/27/2011 14:27 malware 174.37.243.135 Ernet (R9-AFIN) US 75.55

92513 http://gordotech.com/3j0jjn/index.html 10/24/2011 12:00 10/24/2011 14:57 malware 72.29.92.194 GoDaddy.com, Inc. US 2.94 142

92515 http://avon.anyservers.com/~accur/q02pu9y/index.html 10/24/2011 12:01 10/25/2011 8:31 malware 67.15.203.26 ENOM, INC. US 20.51 143

92516 http://eaglemount.org/z8sggp/index.html 10/24/2011 12:02 10/27/2011 14:23 malware 208.109.45.211 GoDaddy.com, Inc. (R91-LROR) US 74.36 144

92524 http://kilospace.com/3sp4.html 10/24/2011 12:32 10/25/2011 17:26 malware 72.55.186.19 NORDNET CA 28.9

92525 http://klomtoong.net/8lrgaas/index.html 10/24/2011 12:03 10/28/2011 1:24 malware 202.44.52.247 DIRECTI INTERNET SOLUTIONS PVT. LTD. TH 85.35 145

92527 http://home.vicnet.net.au/~lasc/aiaeil/index.html 10/24/2011 12:06 10/24/2011 20:22 malware 203.10.72.20 Melbourne IT AU 8.27 146

92528 http://abhaydhakan.com/xfmd6oz/index.html 10/24/2011 12:35 10/30/2011 10:40 malware 182.50.135.1 GoDaddy.com, Inc. SG 142.1 147

92532 http://argentipreziosi.com/mkc0w9/index.html 10/24/2011 12:36 10/25/2011 8:28 malware 62.149.128.166 TUCOWS, INC. IT 19.87

92535 http://wi-air.asia/4nj0q54/index.html 10/24/2011 12:16 10/24/2011 14:53 malware 38.113.1.157 Enom Inc. R78-ASIA (48) US 2.6 148

92539 http://cornertech.it/jcd811o/index.html 10/24/2011 12:25 10/25/2011 3:42 malware 93.186.240.100 9NET s.r.l. IT 15.27 149

92540 http://fishboneboard.com/4rpxq6/index.html 10/24/2011 12:38 10/28/2011 0:17 malware 72.55.186.16 GoDaddy.com, Inc. CA 83.66 150

92541 http://webservemedia.com/v64cvf2/index.html 10/24/2011 12:39 10/30/2011 10:42 malware 173.193.200.240 DIRECTI INTERNET SOLUTIONS PVT. LTD. US 142.05 151

92542 http://freebigiotteria.it/0avyp4/index.html 10/24/2011 12:22 10/30/2011 10:43 malware 85.159.144.21 Neen s.r.l. IT 142.36

92544 http://taekwon-do.biz/z3szgw/index.html 10/24/2011 12:40 10/28/2011 15:35 malware 94.32.66.182 ASCIO TECHNOLOGIES INC. IT 98.92 152

92546 http://unarea.com.ar/~megraphi/c50uus/index.html 10/24/2011 12:27 10/24/2011 13:50 malware 63.247.90.58 nic.ar US 1.39 153

92547 http://poemsfromdespairtoeternity.com/pcqcvv/index.html 10/24/2011 12:41 10/25/2011 13:12 malware 184.154.254.154 GoDaddy.com, Inc. US 24.52 154

92548 http://goldentouch.99k.org/xsjorzc/index.html 10/24/2011 12:43 10/25/2011 7:54 malware 67.220.217.235 eNom, Inc. (R39-LROR) US 19.18

92550 http://abitarebene.com/bi6t8j/index.html 10/24/2011 12:43 10/30/2011 10:44 malware 94.141.27.236 DIRECTI INTERNET SOLUTIONS PVT. LTD. IT 142.02 155

92551 http://ns1277.websitewelcome.com/~asoprest/z79gr2q/index.html 10/24/2011 12:42 10/26/2011 3:34 malware 174.122.175.66 ENOM, INC. US 38.87 156

92554 http://host1.hosting2000.org/~progen/inczcf/index.html 10/24/2011 12:31 10/30/2011 10:46 malware 66.7.210.94 OnlineNIC Inc. (R64-LROR) US 142.26 157

92556 http://www.kadamsphoto.com/bczfm.html 10/24/2011 12:41 10/26/2011 2:47 malware 64.27.0.158 Register.com US 38.11 158

92561 http://waeva1.com/yc68k3m/index.html 10/24/2011 12:32 10/24/2011 20:42 malware 70.40.210.98 FASTDOMAIN, INC. US 8.16 159

92562 http://www.instantinternetlifestyle.com/qlryih/index.html 10/24/2011 12:39 10/28/2011 17:56 malware 184.106.168.8 ENOM, INC. US 101.28 160

92563 http://hfslease.com/g7ooh0q/index.html 10/24/2011 12:37 10/27/2011 8:49 malware 204.14.90.185 High Touch Inc. US 68.19 161

92565 http://officinadellespiagge.it/5mt29b/index.html 10/24/2011 12:36 10/24/2011 16:08 malware 217.73.227.85 Alicom s.r.l. IT 3.54 162

92570 http://95.110.230.19/pnhev27/index.html 10/24/2011 13:16 10/25/2011 8:38 malware 95.110.230.19 IP_ADDR IT 19.36 163

92571 http://daedalus2solar.bplaced.net/uo0c8qx/index.html 10/24/2011 12:49 10/24/2011 13:52 malware 188.40.69.151 CPS-DATENSYSTEME GMBH DE 1.04 164

92573 http://powerinchristworldministries.com/1e4jj0/index.html 10/24/2011 12:56 10/24/2011 14:46 malware 74.220.215.90 FASTDOMAIN, INC. US 1.83 165

92576 http://clustersound.com/md49ca/index.html 10/24/2011 13:02 10/25/2011 7:56 malware 77.93.249.71 SERVER PLAN SRL IT 18.9 166

92577 http://laboutikjewelry.com/mszo68/index.html 10/24/2011 13:08 10/25/2011 7:58 malware 77.240.3.20 GoDaddy.com, Inc. UK 18.84 167

92578 http://crime-club.eu/lz8ebz/index.html 10/24/2011 13:12 10/24/2011 14:55 malware 46.17.9.107 Transip BV NL 1.7 168

92579 http://ausermosio.com/9a0mavi/index.html 10/24/2011 13:18 10/24/2011 19:36 malware 67.205.60.185 NEW DREAM NETWORK, LLC US 6.3 169

92580 http://wonderlandaperitif.com/bk6cjjf/index.html 10/24/2011 13:23 10/25/2011 11:45 malware 46.16.88.56 ONLINENIC, INC. IT 22.35 170

92581 http://visionciudadconsultores.com/5vpco7p/index.html 10/24/2011 13:29 10/26/2011 2:54 malware 173.193.84.224 GoDaddy.com, Inc. US 37.42

92583 http://amonapolicalcio.altervista.org/wxvq7t/index.html 10/24/2011 13:56 10/24/2011 15:00 malware 78.46.64.55 Tucows Inc. (R11-LROR) DE 1.06 171

92584 http://start1g.ovh.net/~leperilj/5nmuq6x/index.html 10/24/2011 13:57 10/27/2011 9:00 malware 213.186.33.87 OVH FR 67.05 172

92585 http://essetiesse.it/~bav/45tchj/index.html 10/24/2011 16:18 10/25/2011 5:30 malware 81.200.128.79 Protec s.n.c. IT 13.21

92589 http://laboutikjewelry.de/r723ej/index.html 10/24/2011 18:48 10/25/2011 8:42 malware 77.240.3.7 dotnetted.com UK 13.89 173

92590 http://johnsrefuse.com/grhltqr/index.html 10/24/2011 19:15 10/24/2011 20:44 malware 69.163.150.96 Register.com US 1.47 174

92595 http://cisl-iuav.it/78szv3/index.html 10/24/2011 15:02 10/25/2011 7:59 malware 62.149.128.157 Aruba s.p.a. IT 16.95 175

92597 http://weblinksubmissions.com/qop33q6/index.html 10/24/2011 15:13 10/29/2011 7:51 malware 67.225.181.201 RIACUBE US 112.63 176

92598 http://justupit.com/hw1z9v5/index.html 10/24/2011 19:36 10/24/2011 20:23 malware 173.192.224.116 GoDaddy.com, Inc. US 0.77 177

92604 http://0331edc.netsolhost.com/akravs/index.html 10/24/2011 20:04 10/28/2011 20:11 malware 206.188.192.14 NETWORK SOLUTIONS, LLC. US 96.11 178

92606 http://67.23.229.132/~webguy/rf8ok0/index.html 10/24/2011 15:33 10/24/2011 19:42 malware 67.23.229.132 IP_ADDR US 4.15 179

92609 http://hanrestaurant.it/e13ix9z/index.html 10/24/2011 15:39 10/25/2011 11:06 malware 46.16.88.56 Dagmaweb di Massimo D'Aguanno IT 19.46

92612 http://ash.phpwebhosting.com/~maisel/js50098/index.html 10/24/2011 20:24 10/27/2011 7:47 malware 67.18.12.98 NETWORK SOLUTIONS, LLC. US 59.38 180

92613 http://meureal.com/3l0pxw/index.html 10/24/2011 19:41 10/28/2011 0:18 malware 184.168.126.124 GoDaddy.com, Inc. US 76.63 181

92615 http://arnaudwalravens.be/lnrvpfn/index.html 10/24/2011 19:54 10/27/2011 9:40 malware 213.186.33.87 OVH FR 61.77

92619 http://avis.com.mk/1p3dvlx/index.html 10/24/2011 18:43 10/26/2011 12:12 malware 195.26.152.100 no entries found MK 41.49 182

92621 http://carlalangham.com/gnbsurc/index.html 10/24/2011 18:15 10/25/2011 2:35 malware 65.60.44.106 GoDaddy.com, Inc. UK 8.34 183

92625 http://jonmqueen.org/efdamq/index.html 10/24/2011 16:36 10/31/2011 17:23 malware 208.109.38.129 GoDaddy.com, Inc. US 168.79 184

92629 http://www.cedarlakepark.org/inoya0m/index.html 10/24/2011 16:42 10/24/2011 20:43 malware 68.178.232.100 GoDaddy.com, Inc. (R91-LROR) US 4.02 185

92630 http://briantubi.com/8y62x7/index.html 10/24/2011 17:53 10/24/2011 19:08 malware 195.43.190.187 TUCOWS, INC. IT 1.26 186

92632 http://aricilik.co/yywk9hi/index.html 10/24/2011 20:37 10/25/2011 4:48 malware 94.73.145.40 KEY-SYSTEMS GMBH TR 8.19 187

92633 http://deldottosindaco.com/78zjraf/index.html 10/24/2011 16:50 10/26/2011 3:37 malware 69.175.21.186 ENOM, INC. UK 34.79 188

92634 http://resifoundry.com/main.php?page=f3f5c73647bdaf4c 10/24/2011 20:00 10/27/2011 5:33 malware 195.189.226.12 NAMESECURE.COM UA 57.55 189

92635 http://empiresallies-secrets.com/drnrv64/index.html 10/24/2011 18:03 10/25/2011 17:11 malware 184.154.254.154 TUCOWS, INC. US 23.13

92636 http://mastermindscs.com/pvq3yw/index.html 10/24/2011 20:11 11/2/2011 17:12 malware 74.53.108.210 DYNADOT, LLC US 213.01 190

92638 http://malta.site5.com/~vividimp/20picb/index.html 10/24/2011 17:58 10/24/2011 19:09 malware 174.121.239.66 TUCOWS, INC. US 1.19 191

92641 http://beniculturalicampania.it/c3bkh0i/index.html 10/24/2011 20:44 10/25/2011 2:43 malware 94.141.22.74 Supernova s.r.l. IT 5.99 192

92647 http://webland.co.nz/e56g20/index.html 10/24/2011 17:43 10/24/2011 19:28 malware 173.192.226.39 Domain Agent US 1.75 193

92648 http://deinkaufmann.de/umf4o7/index.html 10/24/2011 19:17 10/25/2011 2:36 malware 174.132.128.226 DENIC US 7.31 194

92649 http://me-me.info/cma5kyt/index.html 10/24/2011 20:59 10/25/2011 13:14 malware 46.23.66.58 GoDaddy.com Inc. (R171-LRMS) UK 16.26 195

92652 http://home.tiscalinet.ch/~jungschuetzen.buehne/97xl9o/index.html 10/24/2011 20:58 10/26/2011 10:19 malware 212.40.5.95 Sa Illetta S.S CH 37.35 196

92653 http://launchyourownproductsonline.com/0z0lw92/index.html 10/24/2011 21:09 10/27/2011 1:54 malware 203.88.114.65 jj-dns.com AU 52.75 197

92654 http://jenniferautry.com/px7qbs/index.html 10/24/2011 21:04 10/28/2011 4:16 malware 72.167.131.160 GoDaddy.com, Inc. US 79.21 198

92668 http://lemaripakaian.com/axo1fc6/index.html 10/24/2011 19:12 10/28/2011 4:34 malware 75.126.221.216 ONLINENIC, INC. ID 81.37 199

92669 http://wdbadboy2005mi.de.tl 10/24/2011 19:16 10/25/2011 2:39 malware 80.190.202.43 InterNetX GmbH DE 7.38 200

92686 http://valtellinain.it/8i2okj/index.html 10/24/2011 22:29 10/27/2011 7:55 malware 81.29.148.108 Artera s.r.l. IT 57.43 201

92724 http://resiery.com/main.php?page=206133a43dda613f 10/25/2011 8:54 10/25/2011 10:52 malware 195.189.226.12 BIGROCK SOLUTIONS PRIVATE LIMITED UA 1.96

92725 http://ltes-global.com/~ftpuser/nacha-data/report_871742003648.pdf.exe 10/25/2011 9:06 10/25/2011 9:33 malware 46.226.194.97 ENOM, INC. GR 0.45 202

92738 http://ledamdj.com/tv3uk5/index.html 10/25/2011 11:47 10/25/2011 22:58 malware 173.192.120.223 INTERNET.BS CORP. US 11.17 203

92746 http://joannacutri.com/24pgb5/index.html 10/25/2011 16:02 10/26/2011 3:01 malware 69.65.19.184 GoDaddy.com, Inc. US 10.99 204

92751 http://www.kevalicare.com/z2byfr4/index.html 10/25/2011 13:14 10/27/2011 8:24 malware 174.121.79.98 COWEBHOSTING.COM US 43.17 205

92753 http://www.glowproperties.com.au/zxb5p35/index.html 10/25/2011 13:47 10/31/2011 5:48 malware 121.50.218.99 Melbourne IT AU 136.01 206

92754 http://lanuevaera.x10.mx/b9xow9f/index.html 10/25/2011 14:48 10/26/2011 3:29 malware 69.175.120.122 GoDaddy.com US 12.68 207

92757 http://3dc.in/5tlb34w/index.html 10/25/2011 15:19 10/27/2011 5:28 malware 118.67.248.136 Net4India IN 38.14 208

92760 http://mondobeauty.net/wkcyh3a/index.html 10/25/2011 15:28 10/26/2011 10:22 malware 173.192.120.223 Dominiofaidate srl US 18.91

92761 http://vizonix.com/zv430r/index.html 10/25/2011 15:36 10/26/2011 14:42 malware 66.7.222.41 NETWORK SOLUTIONS, LLC. US 23.1 209

92763 http://matocrossing.com/main.php?page=206133a43dda613f 10/25/2011 16:41 10/25/2011 23:01 malware 195.189.226.12 NAME.COM LLC UA 6.33

92766 http://blacksite.xhost.ro/n2lzyc5/index.html 10/25/2011 15:45 10/27/2011 13:25 malware 195.78.124.19 ICI - ROTLD NO 45.67 210

92767 http://stellacrociere.it/mjrvrt/index.html 10/25/2011 15:53 10/30/2011 15:34 malware 213.205.38.22 Tiscali Italia s.p.a. IT 119.69

92768 http://68.168.100.135/~jinterio/zqnhtto/index.html 10/25/2011 15:59 10/27/2011 12:55 malware 68.168.100.135 IP_ADDR US 44.94 211
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92773 http://valtellinain.it/eixyc2/index.html 10/25/2011 16:16 10/29/2011 21:28 malware 81.29.148.108 Artera s.r.l. IT 101.2

92774 http://exceedme.com/l2nbvok/index.html 10/25/2011 16:36 10/30/2011 12:57 malware 202.9.109.172 TLDS, LLC DBA SRSPLUS MY 116.35 212

92775 http://justpest.co.uk/q0mbf4v/index.html 10/25/2011 16:39 10/27/2011 5:30 malware 213.229.86.37 EVOHOSTING Ltd t/a Evohosting Ltd UK 36.85 213

92776 http://malta.site5.com/~vividimp/7dkxhme/index.html 10/25/2011 16:35 10/26/2011 3:01 malware 174.121.239.66 TUCOWS, INC. US 10.44 214

92779 http://csoftintl.com/%7Eleo/7alhpg/index.html 10/25/2011 16:40 10/26/2011 10:40 malware 67.192.62.32 NETWORK SOLUTIONS, LLC. US 18 215

92780 http://ledamdj.com/hpg1ldm/index.html 10/25/2011 16:46 10/25/2011 23:04 malware 173.192.120.223 INTERNET.BS CORP. US 6.29

92783 http://teamlineshop.it/a9aozw/index.html 10/25/2011 16:55 10/25/2011 17:16 malware 66.7.210.94 Hostek s.r.l. US 0.35

92793 http://www.glowproperties.com.au/fqgcue3/index.html 10/25/2011 20:02 10/31/2011 4:57 malware 121.50.218.99 Melbourne IT AU 128.91

92794 http://aimt.ac.in/f9p19lv/index.html 10/25/2011 21:19 10/27/2011 14:42 malware 174.37.243.135 Ernet (R9-AFIN) IN 41.39

92795 http://pinnaclecad.com/~froeter/43uqfd7/index.html 10/25/2011 20:10 10/30/2011 15:38 malware 70.86.71.82 NETWORK SOLUTIONS, LLC. US 115.47 216

92797 http://corruptable.com/5rm6bmf/index.html 10/25/2011 20:25 10/28/2011 4:35 malware 174.127.108.127 1 & 1 INTERNET AG US 56.17 217

92799 http://corporatestudies.org/xhzm5m/index.html 10/25/2011 20:33 10/31/2011 12:20 malware 66.7.221.96 Tucows Inc. (R11-LROR) US 135.79 218

92800 http://iwlounge.it/qlmwg92/index.html 10/25/2011 20:26 10/30/2011 15:50 malware 85.159.144.21 Neen s.r.l. IT 115.39 219

92801 http://ns1277.websitewelcome.com/~asoprest/h97pk1/index.html 10/25/2011 20:25 10/26/2011 3:32 malware 174.122.175.66 ENOM, INC. US 7.12

92804 http://aimt.ac.in/10br2q/index.html 10/25/2011 20:36 10/27/2011 14:41 malware 174.37.243.135 Ernet (R9-AFIN) IN 42.08

92806 http://crocettabaseball.com/nv5h79g/index.html 10/25/2011 20:51 10/25/2011 23:15 malware 79.98.40.62 ENOM, INC. IT 2.41 220

92807 http://cp05.digitalpacific.com.au/~austraqc/80s7nn/index.html 10/25/2011 22:08 10/28/2011 0:20 malware 203.123.59.150 Distribute.IT AU 50.21 221

92808 http://jesuschristfamily.com/gzr1nhi/index.html 10/25/2011 22:09 10/26/2011 14:57 malware 207.45.176.90 GoDaddy.com, Inc. US 16.8 222

92810 http://esb-qiz.com/d07kvsn/index.html 10/25/2011 22:10 10/26/2011 12:22 malware 122.155.13.146 DIRECTI INTERNET SOLUTIONS PVT. LTD. TH 14.2 223

92818 http://alnhary.com/vb/js.js 10/25/2011 23:08 10/27/2011 14:40 malware 69.162.126.202 DIRECTI INTERNET SOLUTIONS PVT. LTD. SA 39.53 224

92823 http://pinnaclecad.com/~chicagofaucets/w3vs09y/index.html 10/26/2011 0:53 10/27/2011 14:21 malware 70.86.71.82 NETWORK SOLUTIONS, LLC. US 37.47

92824 http://wi-air.asia/sh1qkdb/index.html 10/26/2011 1:00 10/26/2011 5:29 malware 38.113.1.157 Enom Inc. R78-ASIA (48) US 4.49 225

92825 http://ftp2.photoworld.it/~55alex/8qtehb/index.html 10/26/2011 4:21 10/28/2011 4:37 malware 62.149.242.235 Aruba s.p.a. IT 48.26 226

92826 http://mdmnet.it/i0n0xqq/index.html 10/26/2011 1:02 10/26/2011 5:14 malware 94.141.27.235 EOS NET S.r.l. IT 4.2

92829 http://abitarebene.com/x8da786/index.html 10/26/2011 1:02 10/30/2011 15:51 malware 94.141.27.236 Directi Internet Solutions IT 110.81

92830 http://vlist.co.uk/ai72olz/index.html 10/26/2011 1:04 10/28/2011 18:53 malware 208.113.135.124 Webfusion Ltd t/a 123-reg US 65.82 227

92831 http://carlalangham.com/wcts3tf/index.html 10/26/2011 1:15 10/28/2011 16:39 malware 65.60.44.106 GODADDY.COM, INC. UK 63.39 228

92832 http://pinnaclecad.com/~bimsolutions/44jbtak/index.html 10/26/2011 1:11 10/27/2011 14:19 malware 70.86.71.82 NETWORK SOLUTIONS, LLC. US 37.12

92835 http://ltes-global.com/~ftpuser/1kghwi2/index.html 10/26/2011 1:52 10/26/2011 10:42 malware 46.226.194.97 ENOM, INC. GR 8.83 229

92837 http://27mq.it/renyc7a/index.html 10/26/2011 1:46 10/27/2011 14:55 malware 195.110.124.133 Register.it s.p.a. IT 37.15 230

92844 http://actionmovingjoplin.com/sound/js.js 10/26/2011 3:35 10/30/2011 11:41 malware 66.84.18.154 ENOM, INC. US 104.09 231

92846 http://losemator.com/main.php?page=206133a43dda613f 10/26/2011 3:57 10/27/2011 13:28 malware 195.189.226.12 NAMESECURE.COM UA 33.51

92851 http://ganarlaprimitiva.com/ts58v0m/index.html 10/26/2011 4:18 10/27/2011 13:37 malware 184.154.88.226 ENOM, INC. US 33.31

92852 http://taekwon-do.biz/5bjyfgq/index.html 10/26/2011 4:16 10/28/2011 16:30 malware 94.32.66.182 ASCIO TECHNOLOGIES INC. IT 60.24

92854 http://jaimegarralda.com/q6r0554/index.html 10/26/2011 4:21 11/3/2011 6:30 malware 82.194.88.7 ENOM, INC. ES 194.15 232

92856 http://ganarlaprimitiva.com/b1o6apm/index.html 10/26/2011 4:26 10/26/2011 19:55 malware 184.154.88.226 ENOM, INC. US 15.48

92857 http://glasstasticideas.com/2fv931q/index.html 10/26/2011 4:42 10/26/2011 7:37 malware 184.154.227.20 TUCOWS, INC. PA 2.92 233

92858 http://mondobeauty.net/gyj00pr/index.html 10/26/2011 4:43 10/26/2011 10:45 malware 173.192.120.223 TUCOWS, INC. US 6.03

92861 http://welcome.tdn.com/54ccqx8/index.html 10/26/2011 4:35 10/28/2011 4:40 malware 67.19.161.34 TUCOWS, INC. US 48.07 234

92867 http://madhusundergroup.com/ntq4rwn/index.html 10/26/2011 4:58 10/27/2011 13:32 malware 209.217.227.85 US 32.58 235

92869 http://mortlandforcouncil.com/images/report_9255300655793.pdf.exe 10/26/2011 4:53 10/26/2011 11:48 malware 67.220.197.70 GoDaddy.com, Inc. US 6.93 236

92872 http://elgoracda.org/5vbzpkv/index.html 10/26/2011 5:28 10/27/2011 13:26 malware 67.222.135.42 GoDaddy.com, Inc. (R91-LROR) US 31.95

92873 http://weblinksubmissions.com/1bgypq/index.html 10/26/2011 5:16 10/29/2011 7:52 malware 67.225.181.201 ownregistrar.com IN 74.61

92874 http://hazeldot.com/main.php?page=a509d9036c6c59e0 10/26/2011 5:30 10/26/2011 15:32 malware 195.189.226.12 ENOM, INC. UA 10.03

92875 http://cisl-iuav.it/6kwn5a/index.html 10/26/2011 5:37 10/28/2011 2:20 malware 62.149.128.163 Aruba s.p.a. IT 44.72 237

92878 http://mail.fieldinspection.com/lprcz1y/index.html 10/26/2011 5:48 10/27/2011 5:17 malware 65.163.58.110 NETWORK SOLUTIONS, LLC. US 23.48 238

92893 http://hfslease.com/zm5u3ko/index.html 10/26/2011 9:52 10/27/2011 5:21 malware 204.14.90.185 WILD WEST DOMAINS, INC. US 19.48

92898 http://snipr.com/2ctnno 10/26/2011 10:15 10/26/2011 10:47 malware 173.245.61.112 DYNADOT, LLC US 0.53 239

92899 http://qr.net/fmon 10/26/2011 10:21 10/26/2011 12:17 malware 46.4.47.140 PSI-USA, INC. DBA DOMAIN ROBOT DE 1.93 240

92908 http://loseget.com/main.php?page=cbb27e326943ffc4 10/26/2011 14:01 10/27/2011 5:25 malware 195.189.226.12 1 & 1 INTERNET AG UA 15.41

92913 http://malta.site5.com/~vividimp/1ks74o/index.html 10/26/2011 13:59 10/30/2011 14:20 malware 174.121.239.66 TUCOWS, INC. US 96.35 241

92922 http://cms.emiliopucci.com/0xbohv/index.html 10/26/2011 15:59 10/28/2011 13:55 malware 62.149.225.171 CSC CORPORATE DOMAINS, INC. IT 45.93 242

92923 http://coptichistory.org/gpudls/index.html 10/26/2011 17:52 10/31/2011 14:46 malware 66.7.221.122 Directi Internet Solutions Pvt. Ltd. US 116.89 243

92924 http://laminateflooring2get.com/skmy7n/index.html 10/26/2011 16:01 10/31/2011 8:59 malware 67.23.226.27 DIRECTI INTERNET SOLUTIONS PVT. LTD. US 112.97 244

92927 http://johnsrefuse.com/t73gylr/index.html 10/26/2011 17:57 10/27/2011 5:10 malware 69.163.150.96 Register.com US 11.22 245

92929 http://me-me.info/9r5r61s/index.html 10/26/2011 17:58 10/28/2011 16:12 malware 46.23.66.58 GoDaddy.com Inc. (R171-LRMS) UK 46.24 246

92931 http://maistel.com.br/mxj9rao/index.html 10/26/2011 16:12 10/28/2011 0:25 malware 46.105.179.222 Nic.br ES 32.23 247

92933 http://kennelvombello.com/nl4iic/index.html 10/26/2011 16:20 10/29/2011 13:36 malware 64.37.52.42 HOSTSO US 69.26 248

92935 http://fly.nseasy.com/~kennelv1/m05mdl/index.html 10/26/2011 16:30 10/31/2011 6:11 malware 64.37.52.42 NETWORK SOLUTIONS, LLC. US 109.69

92936 http://jonmqueen.org/0zm7jc0/index.html 10/26/2011 16:39 10/31/2011 17:24 malware 208.109.38.129 GoDaddy.com, Inc. (R91-LROR) US 120.75

92937 http://afghanstudents.in/jp0ec8u/index.html 10/26/2011 17:59 10/27/2011 5:38 malware 216.151.174.31 Directi Internet Solutions Pvt. Ltd. IN 11.64 249

92938 http://csoftintl.com/~leo/2gyn8g/index.html 10/26/2011 16:44 10/27/2011 21:46 malware 67.192.62.32 NETWORK SOLUTIONS, LLC. US 29.02 250

92939 http://members.iinet.net.au/~maccadelic_new/ndb1nkl/index.html 10/26/2011 18:02 10/28/2011 0:26 malware 203.0.178.90 Connect West AU 30.41

92940 http://kartajouer.com/~kartajou/z3llnh/index.html 10/26/2011 16:52 10/31/2011 8:48 malware 213.186.33.19 OVH FR 111.94 251

92941 http://thepentad.com/m0c8mz/index.html 10/26/2011 17:01 10/27/2011 5:36 malware 69.163.173.109 NEW DREAM NETWORK, LLC US 12.58 252

92942 http://jaimegarralda.com/8isq4l/index.html 10/26/2011 17:00 11/3/2011 6:32 malware 82.194.88.7 ENOM, INC. ES 181.53

92945 http://kartworks.gr/vrr78x/index.html 10/26/2011 18:03 10/27/2011 9:44 malware 66.226.75.45 ISOL INTERNET SOLUTIONS ΕΠΕ US 15.69 253

92946 http://kacreativeconsulting.com/vki06l/index.html 10/26/2011 17:13 10/28/2011 5:05 malware 208.43.84.124 DYNAMIC NETWORK SERVICES, INC US 35.87 254

92948 http://www.kpmandassociates.com/fxrxp0/index.html 10/26/2011 18:04 11/2/2011 3:55 malware 174.121.79.98 WWW.COWEBHOSTING.COM US 153.86

92949 http://laboutikjewelry.com/zrzs1s7/index.html 10/26/2011 18:14 10/27/2011 12:29 malware 77.240.3.20 GoDaddy.com, Inc. UK 18.25 255

92950 http://legaljunction.in/ayqpqu/index.html 10/26/2011 18:16 11/2/2011 17:07 malware 174.122.104.3 A to Z Domains Solutions Pvt. Ltd. (R124-AFIN) US 166.84 256

92951 http://massstatephac.com/uukdof/index.html 10/26/2011 18:18 10/27/2011 3:31 malware 207.58.129.241 NETWORK SOLUTIONS, LLC. US 9.21 257

92955 http://laboutikjewelry.de/pivm3h/index.html 10/26/2011 18:20 10/27/2011 12:51 malware 77.240.3.7 dotnetted.com UK 18.52 258

92956 http://bofco.in/htrc.html 10/26/2011 18:21 11/2/2011 16:44 malware 174.36.228.38 Directi Internet Solutions Pvt. Ltd. IN 166.39

92957 http://ricardtech.com/lz8f5hi/index.html 10/26/2011 18:17 10/31/2011 15:10 malware 208.109.78.122 GoDaddy.com, Inc. US 116.88 259

92958 http://airbagmodul.eu/ebsyvtk/index.html 10/26/2011 18:39 10/27/2011 13:05 malware 184.154.230.15 United-Domains AG US 18.43

92962 http://www.web3.biz/index2.html 10/26/2011 19:29 10/27/2011 12:59 malware 74.55.181.242 GODADDY.COM, INC. US 17.5 260

92977 http://inkostudio.com/y0ao0c.html 10/26/2011 20:26 10/31/2011 6:38 malware 79.124.76.15 DIRECTI INTERNET SOLUTIONS PVT. LTD. BG 106.2 261

92981 http://kartajouer.com/1iucz2n/index.html 10/26/2011 20:35 11/2/2011 6:11 malware 213.186.33.19 OVH FR 153.59

92988 http://jenniferautry.com/644mwv/index.html 10/26/2011 20:36 10/28/2011 4:18 malware 72.167.131.160 GoDaddy.com, Inc. US 31.7

93005 http://qr.net/fmka 10/26/2011 21:40 10/27/2011 13:02 malware 46.4.47.140 PSI-USA, INC. DBA DOMAIN ROBOT DE 15.37 262

93007 http://ricardtech.com/4dlwq3/index.html 10/26/2011 21:55 10/31/2011 15:11 malware 208.109.78.122 GoDaddy.com, Inc. US 113.27

93015 http://www.declude.com/x-note.htm 10/26/2011 22:14 10/27/2011 13:08 malware 216.144.195.172 GoDaddy.com, Inc. US 14.9 263

93016 http://www.instantinternetlifestyle.com/89lorv/index.html 10/26/2011 22:27 10/28/2011 17:56 malware 184.106.168.8 ENOM, INC. US 43.48

93018 http://members.iinet.net.au/~dbw/0yeebn/index.html 10/26/2011 23:17 10/28/2011 2:18 malware 203.0.178.90 Connect West AU 27.03

93020 http://shorl.com/hugarutigrami 10/26/2011 23:10 10/27/2011 13:15 malware 208.78.100.231 DOTSTER US 14.09 264

93023 http://lemaripakaian.com/3z8b3g/index.html 10/26/2011 23:22 10/27/2011 13:23 malware 75.126.221.216 ONLINENIC, INC. US 14.01

93028 http://tie.ly/_gaqccm 10/26/2011 23:30 10/27/2011 13:21 malware 66.45.248.130 Libya Telecom and Technology US 13.85 265

93035 http://203.146.170.92/~jeewonbi/iwy4qco/index.html 10/27/2011 1:59 10/28/2011 18:46 malware 203.146.170.92 TUCOWS.COM CO. TH 40.8 266

93037 http://3dc.in/2tqf7z/index.html 10/27/2011 2:19 10/27/2011 4:58 malware 118.67.248.136 Net4India (R7-AFIN) IN 2.64

93072 http://grupoeme.es/4y01dc.html 10/27/2011 4:20 10/27/2011 13:18 malware 62.193.202.50 NOMINALIA FR 8.96

93080 http://shresthmobi.com/irs/tax_report_2387410931346.pdf.exe 10/27/2011 6:26 10/27/2011 6:59 malware 69.16.252.12 PUBLICDOMAINREGISTRY.COM IN 0.54 267

93081 http://crimsonpaint.com/main.php?page=11eeb33ec7cbd948 10/27/2011 6:36 10/27/2011 13:27 malware 94.103.36.49 LIME LABS, LLC TR 6.86 268

93085 http://migre.me/5ZTtq 10/27/2011 7:18 10/27/2011 13:12 malware 200.98.218.122 GoDaddy.com Inc R41-ME BR 5.9 269

93100 http://listenagency.it/f8tejg/index.html 10/27/2011 9:29 10/27/2011 15:45 malware 46.16.88.56 Dagmaweb di Massimo D'Aguanno IT 6.28 270

93104 http://203.146.170.92/~kapimovi/8ji4vjp/index.html 10/27/2011 12:18 10/28/2011 16:35 malware 203.146.170.92 IP_ADDR TH 28.29

93105 http://www.Bluestonesolutions.us/4ns6o5i/index.html 10/27/2011 11:37 10/27/2011 12:50 malware 209.90.77.35 ENOM, INC. US 1.23 271

93106 http://www.studioflamebirds.com/images/js.js 10/27/2011 13:25 10/28/2011 20:24 malware 66.7.220.43 PUBLICDOMAINREGISTRY.COM US 30.99 272

93109 http://jaimegarralda.com/1cax1dm/index.html 10/27/2011 12:20 11/3/2011 6:34 malware 82.194.88.7 ENOM, INC. ES 162.22

93148 http://web3.biz/ep1jam/index.html 10/27/2011 16:23 10/29/2011 13:21 malware 74.55.181.242 GODADDY.COM, INC. US 44.97 273

93149 http://valuestoreitemployees.com/wu9j2l7/index.html 10/27/2011 16:52 10/29/2011 13:23 malware 64.207.151.139 TUCOWS, INC. US 44.51 274

93150 http://jenniferautry.com/fp3pau/index.html 10/27/2011 19:39 10/28/2011 4:19 malware 72.167.131.160 GoDaddy.com, Inc. US 8.66

93153 http://jepretstore.com/9c609iw/index.html 10/27/2011 19:41 10/27/2011 21:47 malware 174.120.70.137 CV. JOGJACAMP ID 2.11 275

93154 http://jepretstore.com/kzft2u/index.html 10/27/2011 19:42 11/1/2011 11:28 malware 174.120.70.137 CV. JOGJACAMP ID 111.77

93155 http://jepretstore.com/tfum27/index.html 10/27/2011 19:42 10/27/2011 21:48 malware 174.120.70.137 CV. JOGJACAMP ID 2.09

93160 http://stellacrociere.it/uzv97v/index.html 10/27/2011 19:44 10/30/2011 11:44 malware 213.205.38.22 Tiscali Italia s.p.a. IT 64.01

93173 http://kacreativeconsulting.com/ph48ewk/index.html 10/27/2011 19:01 10/29/2011 13:25 malware 208.43.84.124 DYNAMIC NETWORK SERVICES, INC US 42.4

93184 http://maistel.com.br/sb1n51k/index.html 10/27/2011 21:26 10/28/2011 0:27 malware 46.105.179.222 OVH ES 3.03

93186 http://184.82.155.195/~magicsla/z5pc4bo.html 10/27/2011 23:56 10/29/2011 13:26 malware 184.82.155.195 IP_ADDR US 37.5

93187 http://203.146.170.92/%7Ejeewonbi/9k0on3t/index.html 10/27/2011 23:53 10/28/2011 16:41 malware 203.146.170.92 IP_ADDR TH 16.79

93188 http://ricardtech.com/r01eks1/index.html 10/27/2011 23:04 10/31/2011 15:12 malware 208.109.78.122 GoDaddy.com, Inc. US 88.14
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93189 http://kacreativeconsulting.com/qestnve/index.html 10/27/2011 23:05 10/28/2011 17:50 malware 208.43.84.124 DYNAMIC NETWORK SERVICES, INC US 18.75

93190 http://host1.hosting2000.org/~progen/i86omy/index.html 10/27/2011 23:13 10/30/2011 15:57 malware 66.7.210.94 OnlineNIC Inc. US 64.73

93194 http://host1.hosting2000.org/~progen/1tlx5h/index.html 10/27/2011 23:14 10/30/2011 15:58 malware 66.7.210.94 OnlineNIC Inc. (R64-LROR) US 64.74

93196 http://pinnaclecad.com/~froeter/hwnx0u/index.html 10/27/2011 23:17 10/30/2011 15:30 malware 70.86.71.82 NETWORK SOLUTIONS, LLC. US 64.23

93204 http://203.146.170.92/~jeewonbi/9k0on3t/index.html 10/28/2011 2:07 10/28/2011 17:05 malware 203.146.170.92 IP_ADDR TH 14.96

93206 http://203.146.170.92/~kapimovi/y1syl1/index.html 10/28/2011 2:09 10/28/2011 16:46 malware 203.146.170.92 IP_ADDR TH 14.63

93207 http://203.146.170.92/~kapimovi/zk73xh8/index.html 10/28/2011 2:09 10/28/2011 16:43 malware 203.146.170.92 IP_ADDR TH 14.56

93208 http://203.146.170.92/~maikamum/92du8go/index.html 10/28/2011 2:10 10/28/2011 16:43 malware 203.146.170.92 IP_ADDR TH 14.55

93209 http://3dc.in/xwplug5/index.html 10/28/2011 2:13 10/29/2011 13:41 malware 118.67.248.136 Net4India (R7-AFIN) IN 35.46

93212 http://alassite.com/2hyl0.html 10/28/2011 2:15 10/28/2011 17:45 malware 74.220.207.163 FASTDOMAIN, INC. US 15.5 276

93214 http://stillman.org/2quuvww/index.html 10/28/2011 1:21 10/30/2011 15:27 malware 209.126.254.152 Network Solutions LLC (R63-LROR) US 62.1 277

93216 http://apsvivai.it/ducvyf/index.html 10/28/2011 2:19 10/28/2011 19:44 malware 217.73.236.40 Alicom s.r.l. IT 17.41 278

93221 http://mondobeauty.net/wkcyh3a/index.htmlreport_327296572179.pdf.exe 10/28/2011 1:28 10/28/2011 4:20 malware 173.192.120.223 TUCOWS, INC. US 2.86 279

93228 http://coptichistory.org/br3ads5/index.html 10/28/2011 2:21 10/30/2011 10:59 malware 66.7.221.122 Directi Internet Solutions Pvt. US 56.63

93229 http://corporatestudies.org/o0udgv/index.html 10/28/2011 2:23 10/31/2011 17:23 malware 66.7.221.96 Tucows Inc. (R11-LROR) US 86.99

93230 http://stillman.org/osr25f/index.html 10/28/2011 2:15 10/30/2011 10:55 malware 209.126.254.152 Network Solutions LLC (R63-LROR) US 56.67

93233 http://corruptable.com/onno2y/index.html 10/28/2011 2:25 10/28/2011 13:53 malware 174.127.108.127 1 & 1 INTERNET AG US 11.46

93234 http://corruptable.com/4mocahz/index.html 10/28/2011 2:27 10/28/2011 17:10 malware 174.127.108.127 1 & 1 INTERNET AG US 14.72

93236 http://taekwon-do.biz/drvhkd5/index.html 10/28/2011 2:30 10/28/2011 14:04 malware 94.32.66.182 ASCIO TECHNOLOGIES INC. IT 11.57

93237 http://tarjetaspilos.com/9tvd.html 10/28/2011 2:38 10/30/2011 14:10 malware 74.208.87.43 1 & 1 INTERNET AG US 59.52 280

93238 http://powerinchristworldministries.com/7mjqwd/index.html 10/28/2011 3:00 10/28/2011 17:37 malware 74.220.215.90 FASTDOMAIN, INC. US 14.61 281

93241 http://www.kpmandassociates.com/gchne2/index.html 10/28/2011 3:01 11/1/2011 21:09 malware 174.121.79.98 DIRECTI INTERNET SOLUTIONS US 114.13

93244 http://203.146.170.92/~jeewonbi/xwniz9e/index.html 10/28/2011 2:52 10/28/2011 23:21 malware 203.146.170.92 IP_ADDR TH 20.5

93245 http://thehomehowto.com/ifcbss/index.html 10/28/2011 3:02 10/28/2011 4:06 malware 184.154.88.218 ENOM, INC. US 1.07 282

93246 http://cms.emiliopucci.com/8pch1cd/index.html 10/28/2011 3:03 10/28/2011 17:05 malware 62.149.225.171 CSC CORPORATE DOMAINS, INC. IT 14.04

93249 http://teenpodcasters.com/1a5pu9i.html 10/28/2011 3:21 11/1/2011 8:45 malware 93.189.7.115 UK2 GROUP LTD. UK 101.4 283

93254 http://azurepaint.com/main.php?page=baa0dc5f2ec2ccc7 10/28/2011 3:56 10/28/2011 17:09 malware 195.189.226.13 0101 INTERNET, INC. (0101domain.com) UA 13.21 284

93259 http://webservemedia.com/jeemj25/index.html 10/28/2011 4:23 10/30/2011 10:57 malware 173.193.200.240 DIRECTI INTERNET SOLUTIONS US 54.57

93260 http://www.bandongrammar.ie/4ionck2.html 10/28/2011 4:28 11/4/2011 13:16 malware 159.134.237.112 Bandon Grammer School IE 176.8 285

93261 http://riverirs.com/main.php?page=11750cdaf4bde6a7 10/28/2011 4:29 10/28/2011 17:15 malware 195.189.226.13 GKG.NET, INC. UA 12.77

93262 http://www.glowproperties.com.au/yj06epg/index.html 10/28/2011 4:34 10/31/2011 11:25 malware 121.50.218.99 Melbourne IT AU 78.85

93263 http://www.instantinternetlifestyle.com/vnz3ldn/index.html 10/28/2011 4:46 10/28/2011 14:11 malware 184.106.168.8 ENOM, INC. US 9.41

93271 http://www.laserdentmexico.com/images/js.js 10/28/2011 5:22 10/28/2011 17:16 malware 174.120.23.125 GoDaddy.com, Inc. US 11.91 286

93275 http://www.haliza.com/eagerlyhungerhounds/index.html 10/28/2011 7:06 10/28/2011 8:27 malware 110.4.45.183 DIRECTI INTERNET SOLUTIONS PVT. LTD. MY 1.35 287

93276 http://igiardinidiatena.com/exceptionalrate/index.html 10/28/2011 7:10 10/30/2011 15:24 malware 81.31.152.69 TUCOWS, INC. IT 56.23 288

93278 http://americandartsmadrid.com/flaskmaintainedfault/index.html 10/28/2011 6:55 10/30/2011 14:13 malware 217.76.156.107 NICLINE.COM ES 55.3 289

93279 http://www.haliza.com/decisionstraitsgallop/index.html 10/28/2011 7:06 10/28/2011 8:26 malware 110.4.45.183 DIRECTI INTERNET SOLUTIONS PVT. LTD. MY 1.33

93280 http://casamecanografa.com/frenzyenclosurefetch/index.html 10/28/2011 7:35 10/28/2011 9:14 malware 212.36.75.204 10DENCEHISPAHARD, S.L ES 1.64 290

93297 http://www.haliza.com/mechanismfriararrow/index.html 10/28/2011 9:49 10/28/2011 13:56 malware 110.4.45.183 JOMHOST.COM MY 4.13

93298 http://s342953645.online.de/~thefastdesign/w7y9kh/index.html 10/28/2011 10:00 10/28/2011 20:05 malware 87.106.248.107 1&1 Internet AG DE 10.09 291

93299 http://getfe1-statf1l.serveirc.com/main.php?page=11750cdaf4bde6a7 10/28/2011 11:08 10/28/2011 13:13 malware 195.189.226.13 VITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP UA 2.08

93300 http://sysdev.clanteam.com/eisbcfc/index.html 10/28/2011 9:58 10/29/2011 13:30 malware 67.220.217.235 GoDaddy.com, Inc. US 27.54 292

93302 http://www.haliza.com/proveampleenemy/index.html 10/28/2011 9:56 10/28/2011 14:06 malware 110.4.45.183 JOMHOST.COM MY 4.17

93305 http://igiardinidiatena.com/carefullyblood/index.html 10/28/2011 11:35 10/30/2011 11:43 malware 81.31.152.69 TUCOWS, INC. IT 48.13

93306 http://pubdreams.com/parsonrod/index.html 10/28/2011 11:30 10/28/2011 14:02 malware 217.160.232.35 1 & 1 INTERNET AG ES 2.53 293

93307 http://americandartsmadrid.com/frankbooks/index.htmlhttp:/tie.ly/_gaqgce 10/28/2011 10:12 10/28/2011 13:58 malware 217.76.156.107 ARSYS INTERNET, S.L. D/B/A NICLINE.COM ES 3.77

93308 http://2.8a.5446.static.theplanet.com/~traveladmin/keq7nl/index.html 10/28/2011 11:36 11/3/2011 3:26 malware 70.84.138.2 SOFTLAYER TECHNOLOGIES, INC US 135.82 294

93310 http://americandartsmadrid.com/showerscottish/index.html 10/28/2011 11:33 10/30/2011 11:48 malware 217.76.156.107 ARSYS INTERNET, S.L. D/B/A NICLINE.COM ES 48.24

93318 http://www.haliza.com/attractionlitcomparison/index.html 10/28/2011 12:49 10/28/2011 13:08 malware 110.4.45.183 JOMHOST.COM MY 0.31

93319 http://mastermindscs.com/y5hbqd8/index.html 10/28/2011 11:49 10/31/2011 10:32 malware 74.53.108.210 DYNADOT, LLC US 70.72

93323 http://casamecanografa.com/governmentemerge/index.html 10/28/2011 11:56 10/28/2011 17:19 malware 212.36.75.204 10DENCEHISPAHARD, S.L ES 5.39 295

93324 http://theoriecentrumdeliemers.nl/z46y3dl/index.html 10/28/2011 14:39 11/1/2011 10:13 malware 46.235.45.46 WebReus B.V. NL 91.56 296

93329 http://casamecanografa.com/nannystrongbasement/index.html 10/28/2011 12:20 10/28/2011 17:20 malware 212.36.75.204 10DENCEHISPAHARD, S.L ES 4.99

93330 http://casamecanografa.com/stockfanciful/index.html 10/28/2011 12:16 10/28/2011 17:22 malware 212.36.75.204 10DENCEHISPAHARD, S.L ES 5.1

93332 http://computersteward.com/5pmgf4/index.html 10/28/2011 12:25 10/28/2011 17:32 malware 184.173.73.187 GoDaddy.com, Inc. US 5.11 297

93333 http://toilettassen.nl/fp7tzs/index.html 10/28/2011 12:27 10/31/2011 1:57 malware 87.233.6.234 MijnInternetOplossing NL 61.5 298

93335 http://tetra-asbl.be/6x87r2w/index.html 10/28/2011 13:23 11/3/2011 4:55 malware 188.138.85.77 Eurodns S.A. DE 135.53 299

93337 http://www.lamontagnesouscadre.com/ebxbxt/index.html 10/28/2011 14:42 10/29/2011 7:53 malware 82.165.38.12 NETISSIME.COM DE 17.19 300

93343 http://igiardinidiatena.com/gracefullyoccasions/index.html 10/28/2011 13:41 10/30/2011 15:19 malware 81.31.152.69 COLT Engine S.r.l IT 49.64

93344 http://casamecanografa.com/checkedknit/index.html 10/28/2011 13:47 10/28/2011 16:59 malware 212.36.75.204 10DENCEHISPAHARD, S.L ES 3.21

93348 http://igiardinidiatena.com/congressdecidedlytolerable/index.html 10/28/2011 14:06 10/30/2011 15:17 malware 81.31.152.69 TUCOWS, INC. IT 49.19

93354 http://cruisereizen.eu/qij6jt/index.html 10/28/2011 15:09 10/31/2011 9:03 malware 81.26.223.54 Easyhosting BV NL 65.89 301

93356 http://americandartsmadrid.com/prostrateplush/index.html 10/28/2011 15:19 10/30/2011 14:11 malware 217.76.156.107 ARSYS INTERNET, S.L. D/B/A NICLINE.COM ES 46.88

93361 http://ltes-global.com/%7Eftpuser/1kghwi2/index.html 10/28/2011 15:39 10/28/2011 17:02 malware 46.226.194.97 ENOM, INC. GR 1.39 302

93366 http://www.hebramadre.com.ar/l8ecm2m.html 10/28/2011 16:10 10/31/2011 11:04 malware 174.120.63.98 Hostgator US 66.89 303

93388 http://eewqr12.servebeer.com/main.php?page=11750cdaf4bde6a7 10/29/2011 1:59 10/31/2011 7:23 malware 195.189.226.14 VITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP UA 53.4 304

93392 http://americandartsmadrid.com/allegedpaintingweeds/index.html 10/29/2011 2:58 10/30/2011 14:34 malware 217.76.156.107 ARSYS INTERNET, S.L. D/B/A NICLINE.COM ES 35.61

93512 http://gent-filoz.serveirc.com/main.php?page=4749d799dd461ec7 10/31/2011 7:56 10/31/2011 8:08 malware 95.163.89.193 no-ip.com RU 0.21 305

93593 http://westmogul.com/main.php?page=4749d799dd461ec7 11/1/2011 6:05 11/1/2011 8:55 malware 95.163.89.193 GKG.NET, INC. RU 2.84 306

93926 http://adulttoybazaar.com/nacha-data/index.php?592845890228 11/4/2011 13:59 11/4/2011 14:42 malware 69.16.236.80 GoDaddy.com, Inc. US 0.72 307

93936 http://partydjmarcel.nl/lfxmjq/index.html 11/4/2011 14:36 11/5/2011 11:36 malware 81.169.145.72 Cronon AG DE 21 308

93937 http://jawbonewines.com/7x8ybi/index.html 11/4/2011 14:51 11/4/2011 15:55 malware 74.208.207.155 1 & 1 INTERNET AG US 1.05 309

93938 http://graphwinner.com/main.php?page=0d08b1d7ac0e24c0 11/4/2011 15:03 11/5/2011 14:52 malware 89.208.34.116 0101 INTERNET, INC. RU 23.82 310

94021 http://layulianca.com/6hb4l5/index.html 11/6/2011 7:01 11/8/2011 19:40 malware 66.132.149.221Redirector GoDaddy.com, Inc. US 60.66 311

94031 http://shresthmobi.com/qa1gy8/index.html 11/6/2011 8:33 11/7/2011 3:15 malware 69.16.252.12 Redirector DIRECTI INTERNET SOLUTIONS PVT. US 18.71 312

94032 http://www.swimgym.net/images/js.js 11/6/2011 9:46 11/7/2011 9:34 malware 70.84.118.182 Redirector DOMAINPEOPLE, INC. US 23.8 313

94071 http://www.agradealuminium.com.au/includes/domit/report.pdf.exe 11/7/2011 1:21 11/8/2011 9:07 malware 117.58.251.7 Hijacked Website PlanetDomain AU 31.76 314

94149 http://fajarbenua.co.id/55o79w/index.html 11/8/2011 6:25 11/8/2011 12:05 malware 96.30.34.55 Redirector pandi.or.id ID 5.67 315

94223 http://yogijockusch.de/k69qju/index.html 11/9/2011 3:36 11/9/2011 8:44 malware 87.238.192.98 Redirector DENIC DE 5.12 316

94225 http://chasbanton.co.uk/~bantom3r/gxcfv1w/index.html 11/9/2011 5:08 11/9/2011 7:27 malware 62.233.121.75 Redirector Internetters Ltd UK 2.32 317

94226 http://kurosaki.centelia.net/images/js.js 11/9/2011 5:19 11/9/2011 8:15 malware 89.248.173.146Redirector ENOM, INC. NL 2.94 318

94227 http://coloique.com/main.php?page=a5de073f551fcc12 11/9/2011 5:18 11/9/2011 14:01 malware 94.102.11.168 Redirector namecheap.com TR 8.72 319

94228 http://jamosintranet.com/js.js 11/9/2011 5:45 11/9/2011 8:51 malware 174.132.128.251Redirector MONIKER US 3.11 320

94229 http://itmgroup-llc.com/js/js.js 11/9/2011 5:26 11/9/2011 7:30 malware 205.186.183.127Redirector DOTSTER US 2.05 321

94230 http://wirewinners.com/main.php?page=a5de073f551fcc12 11/9/2011 5:46 11/9/2011 13:52 malware 89.208.34.116 Redirector FASTDOMAIN, INC. RU 8.1 322

94233 http://westoptic.com/content/field.jar 11/9/2011 6:53 11/9/2011 14:50 malware 89.208.34.116 Dedicated Web HostingENOM, INC. RU 7.95

94234 http://westoptic.com/main.php?page=a5de073f551fcc12 11/9/2011 7:02 11/9/2011 13:59 malware 89.208.34.116 Redirector ENOM, INC. RU 6.96

94237 http://wirewinners.com/content/field.jar 11/9/2011 7:42 11/9/2011 14:47 malware 89.208.34.116 Dedicated Web HostingFASTDOMAIN, INC. RU 7.08

94239 http://westfiber.com/main.php?page=a5de073f551fcc12 11/9/2011 8:29 11/9/2011 14:12 malware 89.208.34.116 Redirector 101DOMAIN, INC. RU 5.72

94241 http://westfiber.com/content/field.jar 11/9/2011 8:30 11/10/2011 7:31 malware 89.208.34.116 Dedicated Web Hosting101DOMAIN, INC. RU 23.01

94244 http://www.grupoeme.es/js.js 11/9/2011 9:08 11/10/2011 18:08 malware 62.193.202.50 Redirector nominalia.com FR 32.99 323

94245 http://www.kazancingaranti.com/js.js 11/9/2011 9:07 11/10/2011 18:09 malware 91.227.6.40 Redirector ONLINENIC, INC. TR 33.03 324

94249 http://kigoobe.fr/js.js 11/9/2011 9:06 11/9/2011 13:50 malware 70.86.130.2 Redirector 1&1 Internet AG US 4.73 325

94251 http://basicdesignstudio.com/bjac2do/index.html 11/9/2011 9:23 11/9/2011 14:02 malware 125.5.114.58 Redirector WEB.COM.PH PH 4.65 326

94253 http://kocksextern.de/b180xn/index.html 11/9/2011 9:31 11/9/2011 14:03 malware 212.227.184.152Redirector 1&1 Internet AG DE 4.54 327

94254 http://basketballchalktalk.com/8b4yx1/index.html 11/9/2011 9:54 11/9/2011 14:07 malware 66.7.221.78 Redirector GoDaddy.com, Inc. US 4.22 328

94257 http://bathtubsitalio.com/oy4lm8/index.html 11/9/2011 10:09 11/9/2011 13:56 malware 174.37.183.103Redirector GANG OF DESIGNER US 3.78 329

94258 http://clubfirst.org/2ba0jra.html 11/9/2011 10:10 11/10/2011 18:08 malware 184.154.125.250Redirector GoDaddy.com, Inc. (R91-LROR) US 31.96 330

94260 http://baborexyu.com/hjkt859/index.html 11/9/2011 14:16 11/9/2011 15:13 malware 194.9.95.177 Redirector ACTIVE 24 AS SE 0.95 331

94261 http://deds.nl/~barnhoornm/7xexel/index.html 11/9/2011 10:17 11/10/2011 18:11 malware 213.222.29.183Redirector Xtended Internet NL 31.89 332

94262 http://bakeca-incontrii.com/gctwtx/index.html 11/9/2011 10:34 11/9/2011 13:59 malware 209.190.61.5 Redirector DIRECTI INTERNET SOLUTIONS PVT US 3.42 333

94264 http://syedaliahmad.com/5gpna.html 11/9/2011 10:29 11/10/2011 16:19 malware 188.138.120.126Redirector ACTIVE REGISTRAR, INC. DE 29.83 334

94265 http://kocksextern.de/4e082z/index.html 11/9/2011 10:35 11/9/2011 14:06 malware 212.227.184.152Redirector 1&1 Internet AG DE 3.52

94266 http://babor.com.hr/vm3gyh/index.html 11/9/2011 11:03 11/10/2011 6:29 malware 194.9.94.203 Redirector Loopia AB SE 19.44 335

94267 http://kocksextern.de/epvzdyo/index.html 11/9/2011 11:05 11/9/2011 11:20 malware 212.227.184.152Hijacked Website 1&1 Internet AG DE 0.24

94288 http://paysagesmed.com/j4t8.html 11/9/2011 20:06 11/10/2011 18:11 malware 213.186.33.19 Redirector OVH FR 22.09 336

94289 http://www.launas.fr/fqot.html 11/9/2011 20:10 11/10/2011 18:33 malware 80.247.228.206Redirector NFRANCE CONSEIL SAS FR 22.38 337

94290 http://netcenterpro.com/p28v65/index.html 11/9/2011 20:13 11/9/2011 21:24 malware 174.122.106.155Redirector ENOM, INC. US 1.17 338

94291 http://bakou.gr/clk1y5l/index.html 11/9/2011 20:18 11/10/2011 18:33 malware 62.1.206.117 Redirector ΔΡΥΜΩΝΑ ΘΕΟΔΩΡΑ GR 22.25 339

94292 http://babor.me/dxyumvz/index.html 11/9/2011 20:24 11/10/2011 18:35 malware 194.9.95.179 Redirector Active 24 AS R136-ME (247) SE 22.18 340

94293 http://bankruptcyintro.com/tpne31t/index.html 11/9/2011 20:19 11/10/2011 18:37 malware 67.227.213.96 Redirector 1 & 1 INTERNET AG US 22.29 341
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94294 http://basketballchalktalk.com/n5bfbg/index.html 11/9/2011 20:24 11/10/2011 18:39 malware 66.7.221.78 Redirector GoDaddy.com, Inc. US 22.24 342

94295 http://baborexyu.com/u2rf8pt/index.html 11/9/2011 20:26 11/10/2011 7:25 malware 194.9.95.177 Redirector ACTIVE 24 AS SE 10.98 343

94297 http://baborexyu.com/hjkt859/index.html 11/9/2011 20:28 11/10/2011 7:26 malware 194.9.95.177 Redirector ACTIVE 24 AS SE 10.97

94298 http://babytake.com/mkr0f2/index.html 11/9/2011 20:30 11/10/2011 18:39 malware 174.120.173.176Redirector GoDaddy.com, Inc. US 22.15 344

94299 http://barriott.com.ve/tvxkpv/index.html 11/9/2011 20:37 11/10/2011 18:39 malware 63.246.136.20 Redirector Servitepuy C.A US 22.04 345

94300 http://balconesdelparque.com/b74xlcb/index.html 11/9/2011 20:36 11/10/2011 16:23 malware 95.215.61.22 Redirector MIHOSTING.NET ES 19.78 346

94301 http://pass66.dizinc.com/~timbytec/nhdoum/index.html 11/9/2011 20:44 11/10/2011 18:39 malware 66.7.200.85 Redirector ENOM, INC. US 21.93 347

94302 http://eslah.com/xf8k8o/index.html 11/9/2011 20:48 11/10/2011 18:39 malware 67.18.65.74 Redirector ENOM, INC. US 21.86 348

94303 http://babor.com.hr/he9fb41/index.html 11/9/2011 20:52 11/10/2011 18:49 malware 194.9.94.203 Redirector Loopia AB SE 21.94

94304 http://babytake.com/r7q9r63/index.html 11/9/2011 20:57 11/10/2011 19:00 malware 174.120.173.176Redirector GoDaddy.com, Inc. US 22.05

94305 http://deds.nl/~barnhoornm/itfoluj/index.html 11/9/2011 21:02 11/10/2011 18:46 malware 213.222.29.183Redirector Xtended Internet NL 21.73

94316 http://barghest.sg/7w4its/index.html 11/10/2011 1:10 11/10/2011 18:43 malware 66.96.147.117 Redirector INSTRA CORPORATION PTE. LTD. US 17.55 349

94317 http://truusaindeis.com/content/field.jar 11/10/2011 1:46 11/10/2011 8:13 malware 89.208.34.116 Hijacked Website NETWORK SOLUTIONS, LLC. RU 6.46

94321 http://thecockatielcage.com/qupk9u6/index.html 11/10/2011 6:17 11/10/2011 16:23 malware 66.7.200.85 Redirector GoDaddy.com, Inc. US 10.11

94322 http://enbramex.com/mpvsgi2.html 11/10/2011 6:25 11/10/2011 18:43 malware 69.175.91.162 Redirector ENOM, INC. UK 12.31 350

94323 http://bliss-magazine.nl/aj87iu/index.html 11/10/2011 6:28 11/10/2011 7:31 malware 193.202.110.132Redirector One.com A/S DK 1.05 351

94324 http://jonbling.com/js.js 11/10/2011 6:36 11/10/2011 18:47 malware 182.50.147.1 Redirector GoDaddy.com, Inc. SG 12.19 352

94325 http://interkitty.com/content/field.jar 11/10/2011 5:03 11/10/2011 7:27 malware 193.106.174.219Dedicated Web Hostingnamecheap.com RU 2.4 353

94326 http://www.esellitny.com/js.js 11/10/2011 6:34 11/12/2011 21:59 malware 74.50.25.160 Redirector Webhost4life US 63.41 354

94327 http://www.steffenmorrison.com/js.js 11/10/2011 6:24 11/10/2011 14:54 malware 195.128.184.22Redirector ENOM, INC. NL 8.5 355

94328 http://interkitty.com/main.php?page=034a24544f58c8d7 11/10/2011 6:23 11/10/2011 15:08 malware 93.187.142.14 Redirector namecheap.com RO 8.76

94334 http://bmdiesel.com/6sb1uz/index.html 11/10/2011 6:22 11/10/2011 18:51 malware 117.58.251.12 Redirector PLANETDOMAIN PTY LTD. AU 12.48 356

94335 http://bizalgerie.com/9o4ay0v/index.html 11/10/2011 5:49 11/10/2011 18:44 malware 46.105.100.17 Redirector DIRECTI FR 12.93 357

94336 http://computersteward.com/rexpuja/index.html 11/10/2011 5:24 11/10/2011 18:46 malware 184.173.73.187Redirector GoDaddy.com, Inc. US 13.37 358

94337 http://westernbears.com/content/field.jar 11/10/2011 6:18 11/10/2011 7:28 malware 93.187.142.14 Dedicated Web HostingNAME.COM LLC RO 1.17

94338 http://blazebriquettes.com/dkk9pb3/index.html 11/10/2011 6:56 11/10/2011 18:00 malware 67.225.212.4 Redirector ONEZERO SOLUTION US 11.07 359

94339 http://southidahoarchery.com/js.js 11/10/2011 5:51 11/10/2011 15:03 malware 67.212.236.5 Redirector HostingDude.com US 9.19 360

94340 http://gefa-team.de/wbwrbmm.html 11/10/2011 6:21 11/10/2011 19:02 malware 85.214.131.9 Redirector denic DE 12.69 361

94341 http://www.greffe-tc-toulouse.net/js.js 11/10/2011 5:50 11/10/2011 19:02 malware 173.201.63.1 Redirector GoDaddy.com, Inc. US 13.21 362

94342 http://jpvarleyllc.com/kna4wx.html 11/10/2011 5:43 11/10/2011 19:03 malware 74.220.207.167Redirector FASTDOMAIN, INC. US 13.33 363

94343 http://lapriquetais.com/js.js 11/10/2011 5:54 11/10/2011 19:07 malware 109.123.71.220Redirector TUCOWS, INC. UK 13.21 364

94344 http://avocatbrahimconseil.com/~avocatbr/mhgbmj0/index.html 11/10/2011 5:52 11/10/2011 14:56 malware 213.186.33.87 Redirector OVH FR 9.06 365

94345 http://westernbears.com/main.php?page=19e0799a347d83d3 11/10/2011 5:57 11/10/2011 15:12 malware 93.187.142.14 Redirector NAME.COM LLC RO 9.25 366

94346 http://sleepingwithnewyork.com/py87mo6/index.html 11/10/2011 6:07 11/10/2011 18:51 malware 184.172.149.183Redirector Namecheap.com US 12.73 367

94347 http://cutecountrycreations.com/apba3d/index.html 11/10/2011 6:20 11/10/2011 18:51 malware 66.7.217.167 Redirector GoDaddy.com, Inc. US 12.52 368

94348 http://blog.framingengine.com/gove6y/index.html 11/10/2011 6:19 11/10/2011 19:07 malware 96.31.85.198 Redirector GoDaddy.com, Inc. US 12.8 369

94349 http://laminateflooring2get.com/9w3qdw0/index.html 11/10/2011 6:57 11/10/2011 19:07 malware 67.23.226.27 Redirector HOSTSO US 12.17 370

94357 http://wesbeans.com/main.php?page=034a24544f58c8d7 11/10/2011 7:22 11/10/2011 15:10 malware 93.187.142.14 Redirector NAMESECURE.COM RO 7.8

94358 http://bizvibe.com/1ejeq3/index.html 11/10/2011 7:16 11/10/2011 15:00 malware 97.79.238.60 Redirector MONIKER US 7.75 371

94359 http://wesbeans.com/content/field.jar 11/10/2011 7:21 11/10/2011 8:12 malware 93.187.142.14 Dedicated Web HostingNAMESECURE.COM RO 0.85

94364 http://sweethome.serveirc.com/main.php?page=a4ad3cf3d5bdd384 11/10/2011 7:57 11/10/2011 14:58 malware 96.126.126.78 Redirector VITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP US 7.01 372

94366 http://backlinks.99k.org/6fbcpq3/index.html 11/10/2011 8:38 11/10/2011 18:58 malware 67.220.217.235Redirector eNom, Inc. US 10.34 373

94368 http://bonuscode-fulltilt.com/smicr82/index.html 11/10/2011 14:56 11/10/2011 15:39 malware 74.86.32.196 Hijacked Website Privacy protect US 0.72 374

94369 http://s15419483.onlinehome-server.info/~bluemars/tz9aeu/index.html 11/10/2011 12:06 11/10/2011 19:10 malware 87.106.245.202Redirector 1&1 Internet AG (R113-LRMS) DE 7.06 375

94370 http://203.146.170.92/~bkomovie/2ng431/index.html 11/10/2011 9:05 11/10/2011 19:09 malware 203.146.170.92Redirector TUCOWS, INC. TH 10.06 376

94372 http://boatlicences.com.au/k6ejmj/index.html 11/11/2011 4:06 11/14/2011 4:06 malware 198.104.30.172Redirector Melbourne IT US 72 377

94375 http://boatlicences.com.au/0quimz/index.html 11/11/2011 4:10 11/22/2011 13:22 malware 198.104.30.172Redirector Melbourne IT US 273.2

94376 http://bizbrowse.com/hk16ue/index.html 11/10/2011 9:02 11/10/2011 19:09 malware 174.127.108.195Redirector MIDPHASE.COM US 10.12 378

94379 http://bonuscodes-party.com/kz8ldl/index.html 11/10/2011 17:13 11/10/2011 17:34 malware 173.192.230.111Hijacked Website undisclosed, through PRIVACY PROTECT US 0.35 379

94383 http://barriott.com.ve/oa6nec7/index.html 11/10/2011 10:11 11/10/2011 19:09 malware 63.246.136.20 Redirector Servitepuy C.A US 8.96

94384 http://boodaitrading.com/hgs4lt/index.html 11/10/2011 11:12 11/10/2011 13:29 malware 204.92.106.6 Hijacked Website NETWORK SOLUTIONS, LLC. CA 2.28 380

94385 http://blog.tedinet.com/msswsyv/index.html 11/10/2011 11:15 11/10/2011 19:20 malware 91.121.93.179 Redirector NOMINALIA INTERNET S.L. FR 8.08 381

94386 http://barriott.com.ve/xwhk2nh/index.html 11/10/2011 17:15 11/10/2011 19:20 malware 63.246.136.20 Redirector Servitepuy C.A US 2.08

94387 http://pin.bissnes.net/1ei7lo/index.html 11/10/2011 17:16 11/10/2011 19:07 malware 46.4.74.166 Redirector UK2 GROUP LTD. DE 1.85 382

94388 http://bizbrowse.com/iay0wn/index.html 11/10/2011 10:12 11/10/2011 14:59 malware 174.127.108.195Redirector DIRECTNIC, LTD US 4.78

94389 http://backlinks.99k.org/76oqhf/index.html 11/10/2011 12:55 11/10/2011 19:03 malware 67.220.217.235Redirector eNom, Inc. (R39-LROR) US 6.13

94391 http://bankruptcyintro.com/10uwwry/index.html 11/10/2011 10:22 11/10/2011 19:19 malware 67.227.213.96 Redirector 1 & 1 INTERNET AG US 8.95

94393 http://ausnephost.com/ufvnkg/index.html 11/10/2011 17:18 11/10/2011 18:15 malware 204.93.167.218Redirector ENOM, INC. US 0.96 383

94394 http://boatlicences.com.au/uhmlpk/index.html 11/10/2011 10:14 11/10/2011 19:07 malware 198.104.30.172Redirector Melbourne IT US 8.88 384

94395 http://biz-algerie.com/8syp147/index.html 11/10/2011 10:17 11/10/2011 14:22 malware 74.220.207.112Redirector FASTDOMAIN, INC. US 4.09 385

94396 http://blu-raysale.eu/7qvb1w/index.html 11/10/2011 17:19 11/10/2011 18:13 malware 87.233.222.247Hijacked Website Transip BV NL 0.91 386

94397 http://badcompanyeredar.ba.ohost.de/gjx6wf0/index.html 11/10/2011 18:18 11/10/2011 19:00 malware 213.202.225.40Redirector UNITEDCOLO-FUNPIC-AG-NET DE 0.71

94398 http://blog.framingengine.com/hco6sj6/index.html 11/10/2011 17:22 11/10/2011 18:14 malware 96.31.85.198 Hijacked Website GoDaddy.com, Inc. US 0.86

94401 http://boodaitrading.com/fhuk73/index.html 11/10/2011 17:23 11/10/2011 17:34 malware 204.92.106.6 Redirector NETWORK SOLUTIONS, LLC. CA 0.18

94402 http://boatlicences.com.au/ihzubv/index.html 11/10/2011 17:25 11/10/2011 19:25 malware 198.104.30.172Redirector Melbourne IT US 2

94403 http://bitdec.or.id/i5tlsx3/index.html 11/10/2011 17:29 11/10/2011 18:16 malware 203.130.232.213Redirector Indonesia WebSite Servic ID 0.79 387

94404 http://beststockbook.com/aii2y1/index.html 11/10/2011 17:34 11/10/2011 19:25 malware 184.107.191.50Redirector TINYHOSTS.COM HU 1.84 388

94405 http://barpetra.com/4qoevl/index.html 11/10/2011 17:36 11/10/2011 18:18 malware 69.163.199.229Hijacked Website TUCOWS, INC. US 0.69 389

94406 http://blog.framingengine.com/va4kagl/index.html 11/10/2011 14:30 11/10/2011 19:20 malware 96.31.85.198 Redirector GoDaddy.com, Inc. US 4.83

94407 http://boracay-paradise.com/rp7laa4/index.html 11/10/2011 11:24 11/10/2011 14:49 malware 69.175.54.106 Redirector ENOM, INC. US 3.41 390

94408 http://colocurve.com/main.php?page=a4ad3cf3d5bdd384 11/10/2011 10:52 11/10/2011 15:43 malware 96.126.126.78 Dedicated Web HostingNAMESECURE.COM US 4.85

94410 http://babytake.com/qm9n4y4/index.html 11/10/2011 17:42 11/10/2011 19:25 malware 174.120.173.176Redirector GoDaddy.com, Inc. US 1.72

94411 http://baborexyu.com/tcid9x/index.html 11/10/2011 11:26 11/10/2011 15:04 malware 194.9.95.177 Redirector ACTIVE 24 AS SE 3.63 391

94412 http://blog.tedinet.com/uszuow/index.html 11/10/2011 17:43 11/10/2011 19:25 malware 91.121.93.179 Redirector NOMINALIA INTERNET S.L. FR 1.69

94413 http://boccherini.com.co/cjh50e/index.html 11/10/2011 11:28 11/10/2011 19:19 malware 174.121.37.254Redirector GODADDY.COM, INC. US 7.86 392

94415 http://s15419483.onlinehome-server.info/%7Ebluemars/8plo98x/index.html 11/10/2011 17:44 11/10/2011 19:25 malware 87.106.245.202Redirector 1&1 Internet AG (R113-LRMS) DE 1.69

94416 http://babor.mk/l435811/index.html 11/10/2011 17:45 11/10/2011 18:25 malware 194.9.94.202 Redirector Loopia AB SE 0.65 393

94417 http://BizVibe.com/cbgzbi/index.html 11/10/2011 17:46 11/10/2011 19:27 malware 97.79.238.60 Redirector MONIKER US 1.67 394

94418 http://akapela.gr/o1w35sp/index.html 11/10/2011 17:47 11/10/2011 19:25 malware 96.0.172.2 Redirector MONIKER ONLINE SERVICES, INC. US 1.64 395

94419 http://www.stefanospaziani.com/zfin.html 11/10/2011 11:29 11/10/2011 14:51 malware 213.205.40.169Redirector ASCIO TECHNOLOGIES, INC. IT 3.36 396

94420 http://bad-toys.at/y6g2oc/index.html 11/10/2011 18:02 11/10/2011 19:04 malware 46.4.115.35 Redirector Webhosting Linux Works DE 1.02 397

94421 http://superbookmaker.com/km3xqwn/index.html 11/10/2011 11:30 11/10/2011 19:03 malware 66.147.244.178Redirector UNITED-DOMAINS AG US 7.55 398

94422 http://blog.framingengine.com/cj50gkx/index.html 11/10/2011 18:03 11/10/2011 19:26 malware 96.31.85.198 Redirector GoDaddy.com, Inc. US 1.38

94423 http://firstexec.ca/9auou6u/index.html 11/10/2011 12:10 11/10/2011 17:31 malware 96.125.179.60 Redirector Tucows.com Co. CA 5.36 399

94424 http://bookshop10.xhost.ro/gnhekx/index.html 11/10/2011 12:12 11/10/2011 15:13 malware 195.78.124.19 Redirector ICI - ROTLD RO 3.01 400

94425 http://badcompanyeredar.ba.ohost.de/qg8s8xe/index.html 11/10/2011 12:18 11/10/2011 18:30 malware 213.202.225.40Redirector UNITEDCOLO DE 6.2 401

94426 http://bonfarto.be/n5tlyya/index.html 11/10/2011 12:20 11/10/2011 14:07 malware 193.202.110.7 Redirector One.com A/S DK 1.79 402

94429 http://bookshop10.xhost.ro/cvy7m5/index.html 11/10/2011 18:14 11/10/2011 18:30 malware 195.78.124.19 Redirector ICI - ROTLD RO 0.26 403

94430 http://boracay-paradise.com/nnhv0r/index.html 11/10/2011 12:21 11/10/2011 19:20 malware 69.175.54.106 Redirector ENOM, INC. US 6.98

94433 http://fe.25.79ae.static.theplanet.com/~blindama/qzbnbc/index.html 11/10/2011 12:22 11/10/2011 19:20 malware 174.121.37.254Redirector SOFTLAYER TECHNOLOGIES, INC US 6.97

94434 http://blog.tedinet.com/sbesjp/index.html 11/10/2011 12:24 11/10/2011 19:18 malware 91.121.93.179 Redirector NOMINALIA INTERNET S.L. FR 6.9

94439 http://blu-raysale.eu/tia4jma/index.html 11/10/2011 18:05 11/10/2011 18:21 malware 87.233.222.247Redirector Transip BV NL 0.26

94444 http://birchip.com/pxdpy5a/index.html 11/10/2011 16:48 11/10/2011 19:17 malware 116.240.200.67Redirector AUSCITY.NET AU 2.47 404

94445 http://bumblebeeman.enixns.com/~bookmi/qcdskq/index.html 11/10/2011 18:06 11/10/2011 18:28 malware 84.45.45.133 Redirector Enix Ltd UK 0.37 405

94447 http://funtotravel-busreisen.de/jfhdksirkw.html 11/10/2011 18:07 11/10/2011 18:27 malware 94.102.216.151Redirector Netbeat DE 0.34 406

94453 http://3e.2.79ae.static.theplanet.com/%7Ebizgolf/g45qnux/index.html 11/10/2011 15:07 11/10/2011 19:18 malware 174.121.2.62 Redirector SOFTLAYER TECHNOLOGIES, INC US 4.18 407

94457 http://boatlicences.com.au/1xyina/index.html 11/10/2011 15:15 11/10/2011 19:07 malware 198.104.30.172Redirector Melbourne IT US 3.88

94458 http://babor.com.hr/zj4l304/index.html 11/10/2011 15:38 11/10/2011 19:04 malware 194.9.94.203 Redirector Loopia AB SE 3.42

94459 http://body2b.com.au/%7Ebody2bc/k32sd8/index.html 11/10/2011 15:42 11/10/2011 16:27 malware 118.127.15.23 Redirector TPP Internet AU 0.74 408

94460 http://sleepingwithnewyork.com/hgfduj/index.html 11/10/2011 15:47 11/10/2011 19:18 malware 184.172.149.183Redirector Namecheap.com US 3.52

94461 http://boncukhaliyikama.com/x2q8fsy/index.html 11/10/2011 15:58 11/10/2011 19:19 malware 93.184.150.2 Redirector FBS INC. TR 3.36 409

94463 http://bjay12.com/gvdacm/index.html 11/10/2011 18:08 11/10/2011 19:26 malware 81.169.187.141Redirector CRONON AG DE 1.3 410

94464 http://eslah.com/xi4aiz/index.html 11/10/2011 16:09 11/10/2011 19:21 malware 67.18.65.74 Redirector ENOM, INC. US 3.2

94465 http://firstexec.ca/h2xmpx/index.html 11/10/2011 18:09 11/10/2011 18:29 malware 96.125.179.60 Redirector Etsonline.com CA 0.33 411

94477 http://westernwolfs.com/main.php?page=034a24544f58c8d7 11/10/2011 17:09 11/10/2011 18:11 malware 93.187.142.14 Dedicated Web HostingSPIRITDOMAINS RO 1.04 412

94478 http://badcompanyy.ba.ohost.de/tukono/index.html 11/10/2011 18:21 11/10/2011 21:32 phish 213.202.225.40Redirector UNITED COLO GmbH DE 3.18

94481 http://3e.2.79ae.static.theplanet.com/~bizgolf/ggfvqs/index.html 11/10/2011 18:11 11/10/2011 19:26 malware 174.121.2.62 Redirector SOFTLAYER TECHNOLOGIES, INC US 1.25

94499 http://blazebriquettes.com/6sjzqm/index.html 11/11/2011 3:11 11/11/2011 11:33 malware 67.225.212.4 Redirector UK2 GROUP LTD. US 8.38 413

94500 http://203.146.170.92/%7Ebkomovie/432mu2/index.html 11/11/2011 4:17 11/14/2011 12:30 malware 203.146.170.92Redirector TUCOWS.COM CO. TH 80.21 414

94502 http://coloicus.com/main.php?page=2f29b18e06cf2de5 11/11/2011 3:24 11/14/2011 15:52 malware 174.140.165.238Redirector DIRECTNIC, LTD US 84.47 415

94503 http://limaclusterit.com/js.js 11/11/2011 3:40 11/14/2011 13:18 malware 66.147.244.78 Redirector ENOM, INC. US 81.63 416



NACHA TAKEDOWN AUDITSOC ID Bufi Initiation Shutdown Attack Type IP Registrar Geo DurationBillable Notes

94504 http://myendsandpieces.com/js.js 11/11/2011 3:44 11/11/2011 18:42 malware 75.126.69.34 Redirector GoDaddy.com, Inc. UK 14.97 417

94505 http://onesourceprocess.com/9vd2aa1/index.html 11/11/2011 3:49 11/14/2011 16:44 malware 97.74.215.189 Redirector GoDaddy.com, Inc. US 84.9 418

94506 http://viserwer.com/~bek/1zo0c0/index.html 11/11/2011 3:56 11/14/2011 15:56 malware 188.40.61.147 Redirector PUBLICDOMAINREGISTRY.COM DE 84 419

94507 http://blismaplesyrup.com/4heasd/index.html 11/11/2011 4:21 11/13/2011 8:50 malware 64.34.174.44 Redirector GoDaddy.com, Inc. US 52.49 420

94508 http://superleggera.websitewelcome.com/~biosmoke/ccd7aae/index.html 11/11/2011 4:17 11/11/2011 11:59 malware 174.132.145.130Redirector ENOM, INC. US 7.7 421

94509 http://www.bridalrevival.com.au/15gcud/index.html 11/11/2011 4:27 11/11/2011 11:36 malware 72.29.74.67 Redirector HostDime.com US 7.15 422

94511 http://mpfr.de/7fmem6/index.html 11/11/2011 5:06 11/11/2011 11:38 malware 85.13.129.4 Redirector denic DE 6.53 423

94512 http://bliss-magazine.nl/0jv6o8v/index.html 11/11/2011 4:32 11/11/2011 8:14 malware 193.202.110.132Redirector One.com A/S DK 3.7 424

94514 http://ae-products.com/5w5nhic/index.html 11/11/2011 4:31 11/14/2011 16:45 malware 65.64.83.200 Redirector TUCOWS, INC. US 84.24 425

94515 http://westernmoose.com/content/field.jar 11/11/2011 4:54 11/11/2011 14:08 malware 193.106.174.222Dedicated Web HostingNAMESECURE.COM RU 9.23 426

94516 http://akapela.gr/fzkfxhk/index.html 11/11/2011 4:40 11/11/2011 14:50 malware 96.0.172.2 Redirector PAPAKI.GR US 10.18 427

94517 http://blog.carat-hotel.de/0a48xuf/index.html 11/11/2011 4:45 11/11/2011 8:14 malware 81.201.201.22 Redirector DENIC.DE CH 3.48 428

94521 http://blog.funeraldirectorslife.com 11/11/2011 4:57 11/11/2011 8:19 malware 216.63.126.130Redirector ENOM, INC. US 3.38 429

94524 http://ausnephost.com/gb1e1t/index.html 11/11/2011 5:01 11/11/2011 8:20 malware 204.93.167.218Redirector ENOM, INC. US 3.31 430

94525 http://blog.tedinet.com 11/11/2011 5:11 11/11/2011 12:19 malware 91.121.93.179 Redirector NOMINALIA INTERNET S.L. FR 7.13 431

94529 http://bmw02.neostrada.pl/zfin.html 11/11/2011 5:34 11/11/2011 8:20 malware 193.110.120.26Redirector Home.pl sp.j. PL 2.77 432

94531 http://rainbowfish.cl/nwpczqm/index.html 11/11/2011 5:30 11/15/2011 12:26 malware 200.63.97.10 Redirector NIC Chile (University of Chile) CL 102.94 433

94533 http://balconesdelparque.com/612qaz/index.html 11/11/2011 5:33 11/11/2011 8:14 malware 95.215.61.22 Redirector DIRECTI INTERNET SOLUTIONS ES 2.68 434

94534 http://westernmoose.com/main.php?page=930efc2e2195978d 11/11/2011 5:47 11/11/2011 11:50 malware 193.106.174.222Redirector NAMESECURE.COM RU 6.06

94536 http://bobevanscoupons.org/7e4pe7/index.html 11/11/2011 5:42 11/11/2011 12:23 malware 184.172.137.98Redirector GoDaddy.com, Inc. (R91-LROR) US 6.69 435

94537 http://users100.lolipop.jp/~boy.jp-thonarafc/330u3m/index.html 11/11/2011 5:45 11/13/2011 23:35 malware 210.172.144.193Redirector Japan Registry Services Co., Ltd. JP 65.83 436

94538 http://wwoofnepal.org/~binod/clh6ubd/index.html 11/11/2011 5:55 11/11/2011 8:15 malware 174.132.146.187Redirector Dynadot, LLC (R1266-LROR) US 2.34 437

94539 http://velvetropemiami.com/cjyd7n/index.html 11/11/2011 6:04 11/15/2011 3:17 malware 72.167.232.151Redirector GoDaddy.com, Inc. US 93.22 438

94540 http://gator1057.hostgator.com/~bmccrack/t7s0k9/index.html 11/11/2011 6:24 11/11/2011 8:16 malware 174.120.154.2 Redirector ENOM, INC. US 1.86 439

94543 http://barghest.sg/czt1zs/index.html 11/11/2011 6:30 11/11/2011 12:31 malware 66.96.147.117 Redirector INSTRA CORPORATION PTE. LTD. US 6.03 440

94544 http://boccherini.com.co/70xbv9/index.html 11/11/2011 6:42 11/11/2011 8:16 malware 174.121.37.254Redirector godaddy.com US 1.57 441

94548 http://basketballchalktalk.com/crvo3n/index.html 11/11/2011 6:45 11/11/2011 11:48 malware 66.7.221.78 Redirector GoDaddy.com, Inc. US 5.04 442

94549 http://beautiply.com/d4jbo1/index.html 11/11/2011 6:50 11/14/2011 7:41 malware 70.32.106.26 Redirector GoDaddy.com, Inc. US 72.86 443

94550 http://benamuki.duu.pl/fyrr7l1/index.html 11/11/2011 6:56 11/12/2011 7:35 malware 178.19.105.146Redirector AZ.pl Sp. z o.o. PL 24.65 444

94551 http://bioki.cl/3fg332m/index.html 11/11/2011 7:01 11/11/2011 11:46 malware 201.238.235.241Redirector NIC Chile (University of Chile) CL 4.75 445

94553 http://bestcarpetcleanersreview.com/bwxtv7l/index.html 11/11/2011 7:25 11/14/2011 16:47 malware 209.44.97.18 Redirector GoDaddy.com, Inc. CA 81.36 446

94555 http://boem-petrich.eu/uav0vtk/index.html 11/11/2011 7:12 11/11/2011 8:16 malware 91.196.125.197Redirector PublicDomainRegistry.com BG 1.07 447

94561 http://bigbelly.ro/8b716ia/index.html 11/11/2011 7:26 11/14/2011 8:48 malware 188.215.36.23 Redirector ICI - ROTLD RO 73.36 448

94562 http://bintari.com/0w1ynf/index.html 11/11/2011 7:32 11/11/2011 18:31 malware 174.121.37.251Redirector GoDaddy.com, Inc. US 10.98

94563 http://fidelspainting.com/jfhdksirkw.html 11/11/2011 11:27 11/14/2011 0:43 malware 184.168.187.1 Redirector GoDaddy.com, Inc. US 61.26 449

94565 http://bioki.cl/306ve6/index.html 11/11/2011 7:41 11/11/2011 11:45 malware 201.238.235.241Redirector COMERCIALIZADORA E INMOB AYEKAN LTDA CL 4.06 450

94567 http://fragplay.viserwer.com/cses31/index.html 11/11/2011 8:00 11/14/2011 15:57 malware 188.40.61.147 Redirector Vihost DE 79.95

94574 http://bjay12.com/txurpw/index.html 11/11/2011 8:35 11/11/2011 11:41 malware 81.169.187.141Redirector CRONON AG DE 3.09 451

94575 http://bedrijvengidsonlinenet.nl.siteprotect.net/dj2gvvr/index.html 11/11/2011 8:54 11/14/2011 16:48 malware 84.40.53.40 Redirector DOMAINPEOPLE, INC. DE 79.9 452

94576 http://financialstatements.mrsdl.com/estatements/stetement_id.107410075 11/11/2011 9:19 11/11/2011 12:59 malware 213.200.198.145Dedicated Web HostingDNREGISTRAR CH 3.66 453

94579 http://beta.jatengprov.go.id/8wdywh8/index.html 11/11/2011 9:17 11/14/2011 16:50 malware 222.124.207.172Redirector ID 79.55 454

94584 http://bonus-code-party-poker.org/37du4v/index.html 11/11/2011 15:09 11/22/2011 13:26 malware 93.184.150.2 Redirector FBS INC. TR 262.29 455

94586 http://brainhippo.com/2heznjd/index.html 11/11/2011 10:23 11/12/2011 7:46 malware 74.53.53.162 Redirector ONLINENIC, INC. US 21.39 456

94587 http://boulevard3.com/s9fvopo/index.html 11/11/2011 10:33 11/11/2011 18:30 malware 216.239.138.37Redirector OMNIS NETWORK, LLC US 7.96 457

94589 http://brigittebonder.de/dz2onq/index.html 11/11/2011 10:42 11/11/2011 11:57 malware 88.198.41.54 Redirector Hetzner Online AG DE 1.25 458

94592 http://boraehliyet.com/p7ovoi4/index.html 11/11/2011 10:58 11/14/2011 16:53 malware 84.51.21.50 Redirector ISIMTESCIL.NET TR 77.91 459

94593 http://fragplay.viserwer.com/4n1rx4c/index.html 11/11/2011 11:10 11/14/2011 16:54 malware 188.40.61.147 Redirector CONSULTING SERVICE - ROBERT SIEBIELSKI DE 77.74

94594 http://boraehliyet.com/31j4w8/index.html 11/11/2011 15:06 11/14/2011 16:56 malware 84.51.21.50 Redirector FBS INC. TR 73.83

94598 http://boulevard3.com/4uxzksj/index.html 11/11/2011 15:07 11/11/2011 21:03 malware 216.239.138.37Redirector OMNIS NETWORK, LLC US 5.92

94599 http://brainhippo.com/04vopi/index.html 11/11/2011 15:10 11/12/2011 7:44 malware 74.53.53.162 Redirector ONLINENIC, INC. US 16.55

94600 http://brandonjonesphoto.com/f7p8ku/index.html 11/11/2011 17:15 11/11/2011 19:52 malware 74.220.215.226Redirector FASTDOMAIN, INC. US 2.61 460

94601 http://brasilfashionsport.com.br/t8ubuo/index.html 11/11/2011 18:12 11/12/2011 7:34 malware 189.38.90.62 Redirector registro.br BR 13.38 461

94603 http://bringmeabongo.com/zpyvh5q/index.html 11/11/2011 17:26 11/14/2011 12:48 malware 213.171.219.3 Redirector TUCOWS, INC. UK 67.37 462

94604 http://broadbandinternetspeedtest.com/5d89j2/index.html 11/11/2011 17:55 11/11/2011 18:46 malware 67.227.213.96 Redirector DIRECTI INTERNET SOLUTIONS IN 0.84 463

94605 http://broadcast-engineers.com/c58phl/index.html 11/11/2011 17:48 11/11/2011 20:39 malware 67.23.226.169 Redirector GoDaddy.com, Inc. US 2.85 464

94608 http://brunetteblogger.com/npkh4gu/index.html 11/11/2011 16:28 11/11/2011 21:45 malware 66.147.244.243Redirector FASTDOMAIN, INC. US 5.27 465

94609 http://bumblebeeman.enixns.com/~bookmi/n98qszr/index.html 11/11/2011 17:01 11/16/2011 15:55 malware 84.45.45.133 Redirector Enix Ltd UK 118.89 466

94613 http://chennaicomputerlaptop.com/zfin.html 11/11/2011 16:51 11/12/2011 9:09 malware 173.193.3.233 Redirector NET 4 INDIA LIMITED US 16.31 467

94614 http://ckfieldservices.com/8ayl6tg/index.html 11/11/2011 16:29 11/11/2011 21:52 malware 74.220.219.64 Redirector FASTDOMAIN, INC. US 5.39 468

94728 http://nachadepartment.com/report_55478081326115.doc.exe 11/14/2011 3:58 11/14/2011 23:32 malware 98.139.135.21 Dedicated Web Hostingyahoo.com US 19.57 469

94730 http://d0ubl3tr0ubl3.com.tw/content/field.jar 11/14/2011 4:16 11/14/2011 9:02 malware 89.201.174.47 Dedicated Web HostingOnlineNic.com HR 4.77 470

94734 http://chilp.it/f46170 11/14/2011 5:18 11/14/2011 15:59 malware 91.121.8.125 Redirector Checkdomain GmbH FR 10.68 471

94735 http://d0ubl3tr0ubl3.com.tw/main.php?page=8e5c4d6008421645 11/14/2011 4:16 11/14/2011 12:26 malware 89.201.174.47 Redirector OnlineNic.com HR 8.17

94737 http://snipr.com/2npp7n 11/14/2011 6:29 11/14/2011 10:08 malware 141.101.126.213Redirector DYNADOT, LLC US 3.66 472

94739 http://snipr.com/2nprcm 11/14/2011 6:31 11/14/2011 8:04 malware 141.101.126.213Redirector DYNADOT, LLC US 1.54

94744 http://coloquel.com/main.php?page=a4ad3cf3d5bdd384 11/14/2011 5:16 11/14/2011 12:21 malware 193.106.174.221Redirector domainmonger.com RU 7.1

94745 http://redir.ec/eGUJ 11/14/2011 6:35 11/14/2011 20:30 malware 46.4.199.134 Redirector NameAction Inc. DE 13.91 473

94746 http://coloquel.com/content/field.jar 11/14/2011 5:15 11/14/2011 12:00 malware 193.106.174.221Dedicated Web Hostingdomainmonger.com RU 6.74

94747 http://coloquel.com/content/import.jar 11/14/2011 5:15 11/14/2011 11:53 malware 193.106.174.221Dedicated Web Hostingdomainmonger.com RU 6.64 474

94762 http://colobird.com/content/field.jar 11/14/2011 8:50 11/15/2011 23:31 malware 193.106.174.221Dedicated Web Hosting1 & 1 INTERNET AG RU 38.68

94763 http://colobird.com/main.php?page=8442d5811699de8c 11/14/2011 9:05 11/14/2011 16:58 malware 193.106.174.221Redirector 1 & 1 INTERNET AG RU 7.89

94800 http://www.lumhongye.com/sxu6e1w/index.html 11/14/2011 19:13 11/14/2011 20:16 malware 203.175.162.46Redirector ENOM, INC. SG 1.05 475

94805 http://assistantarea.com/be9nyg/index.html 11/14/2011 19:23 11/15/2011 11:10 malware 173.193.69.93 Redirector SPOT DOMAIN LLC DBA DOMAINSITE.COM US 15.77 476

94806 http://www.athmainfosolutions.com/29ial3/index.html 11/14/2011 19:42 11/18/2011 13:47 malware 118.102.198.53Redirector e-verge Informatics IN 90.08 477

94807 http://atomicdigitalcapture.com/ardwua/index.html 11/14/2011 19:59 11/15/2011 12:21 malware 74.220.207.104Redirector FASTDOMAIN, INC. US 16.37 478

94808 http://auvalon.sk/0wffuo/index.html 11/14/2011 20:12 11/15/2011 12:23 malware 212.57.32.25 Redirector Syphon.sk SK 16.18 479

94809 http://atscaf.fr/oi49vr0/index.html 11/14/2011 20:16 11/16/2011 5:06 malware 213.186.33.17 Redirector OVH FR 32.83 480

94810 http://balconesdelparque.com/s7zciq/index.html 11/14/2011 20:44 11/15/2011 12:30 malware 95.215.61.22 Redirector DIRECTI INTERNET SOLUTIONS PVT. LTD ES 15.77 481

94823 http://a.md/9DT 11/15/2011 2:47 11/16/2011 6:23 malware 98.142.220.63 Redirector nic.md US 27.59 482

94824 http://gs.a.md/9Do 11/15/2011 2:42 11/16/2011 6:24 malware 205.251.205.23Redirector nic.md US 27.69 483

94829 http://manageity.com/main.php?page=79dfb87605cfc74a 11/15/2011 5:18 11/15/2011 12:34 malware 193.106.174.221Redirector NAME.COM LLC RU 7.27

94831 http://manageity.com/content/field.jar 11/15/2011 5:29 11/15/2011 23:32 malware 193.106.174.221Dedicated Web HostingNAME.COM LLC RU 18.05

94833 http://trustedcarsanddogs.info/main.php?page=c0217c62d3796bdf 11/15/2011 6:20 11/16/2011 8:34 malware 206.53.52.66 Redirector OnlineNIC, Inc CA 26.23

94834 http://wrapmyarmsand.info/main.php?page=c0217c62d3796bdf 11/15/2011 6:20 11/15/2011 19:21 malware 206.53.52.66 Redirector OnlineNIC, Inc CA 13.01

94835 http://trustedcarsanddogs.info/content/import.jar 11/15/2011 6:19 11/15/2011 13:00 malware 206.53.52.66 Dedicated Web HostingOnlineNIC, Inc. (R170-LRMS) CA 6.68 484

94837 http://wrapmyarmsand.info/content/import.jar 11/15/2011 7:11 11/15/2011 13:02 malware 206.53.52.66 Dedicated Web HostingOnlineNIC, Inc. (R170-LRMS) CA 5.84

94850 http://manageient.com/content/field.jar 11/15/2011 10:11 11/16/2011 22:11 malware 193.106.174.221Dedicated Web HostingBIGROCK SOLUTIONS PRIVATE LIMITED RU 36.01

94851 http://manageient.com/main.php?page=79dfb87605cfc74a 11/15/2011 10:06 11/17/2011 3:42 malware 193.106.174.221Redirector BIGROCK SOLUTIONS PRIVATE LIMITED RU 41.59

94898 http://manageality.com/main.php?page=79dfb87605cfc74a 11/16/2011 1:19 11/17/2011 3:44 malware 193.106.174.221Redirector MONIKER RU 26.4

94909 http://irs-events.com/ClientsReports/repID9034.pdf.exe 11/16/2011 5:02 11/16/2011 7:07 malware 98.139.135.21 Dedicated Web HostingMELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.08 485

94915 http://manageality.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/16/2011 8:10 11/17/2011 3:14 malware 193.106.174.221Dedicated Web HostingMONIKER RU 19.07

94916 http://manageient.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/16/2011 8:26 11/16/2011 21:27 malware 193.106.174.221Dedicated Web HostingBIGROCK SOLUTIONS PRIVATE LIMITED RU 13.01

94917 http://rajbhanse.co.cc/images/js.js 11/16/2011 8:45 11/16/2011 8:58 malware 174.120.61.162Redirector YESNIC CO. LTD. US 0.22 486

94919 http://www.seogist.com/js/js.js 11/16/2011 8:52 11/22/2011 8:45 malware 69.89.31.198 Redirector BLUEHOST.COM US 143.88 487

94923 http://plexuscomms.com.au/qmkc3v/index.html 11/16/2011 10:48 11/21/2011 14:02 malware 198.104.41.72 Redirector Melbourne IT US 123.23 488

94928 http://pixa-design.de/ngvixu/index.html 11/16/2011 15:25 11/21/2011 14:08 malware 188.40.45.159 Redirector AdronTec GbR DE 118.72 489

94929 http://colowheel.com/main.php?page=7de716381035aed8 11/16/2011 12:07 11/17/2011 2:03 malware 193.106.174.221Dedicated Web HostingENOM, INC. RU 13.93

94930 http://prismproductions.net/vlol08/index.html 11/16/2011 12:44 11/16/2011 18:35 malware 207.204.27.90 Hijacked Website Register.com US 5.85 490

94931 http://desafiodefe.com/5yxluj/index.html 11/16/2011 13:02 11/17/2011 3:49 malware 50.61.252.228 Redirector GoDaddy.com, Inc. US 14.78 491

94934 http://gettingpregnantips.com/~pregnant/ig1lno/index.html 11/16/2011 13:12 11/17/2011 4:18 malware 69.65.43.152 Redirector GLOBEHOSTING EUROPE US 15.11 492

94936 http://akapela.gr/7as4xe/index.html 11/16/2011 14:18 11/18/2011 12:04 malware 96.0.172.2 Redirector Ecommerce Corporation US 45.77 493

94937 http://plummessage.com/rxd0e50/index.html 11/16/2011 15:26 11/17/2011 12:26 malware 74.208.147.233Redirector 1 & 1 INTERNET AG US 21 494

94938 http://mel.melleva.com/~procool/4tp5kn7/index.html 11/16/2011 12:35 11/16/2011 21:34 malware 174.121.198.199Hijacked Website DOMAINPEOPLE, INC. US 8.99 495

94941 http://pressurewasherscleaners.com/r5x662/index.html 11/16/2011 12:27 11/21/2011 15:06 malware 65.60.42.250 Redirector GoDaddy.com, Inc. US 122.65 496

94942 http://pure-elevation.com/~pureelev/yftge3/index.html 11/16/2011 12:14 11/17/2011 12:25 malware 184.154.227.5 Redirector GoDaddy.com, Inc. US 24.19 497

94943 http://priaeducation.org/4h55ii/index.html 11/16/2011 15:27 11/23/2011 3:20 malware 208.109.176.99Redirector OnlineNIC Inc. (R64-LROR) US 155.89 498

94945 http://promarineusaonline.com/ae4938/index.html 11/16/2011 15:28 11/22/2011 13:38 malware 204.12.25.55 Redirector TUCOWS, INC. US 142.17 499

94951 http://rftp.rf.ohost.de/47rdx21/index.html 11/16/2011 15:30 11/18/2011 5:01 malware 213.202.225.39Redirector DENIC DE 37.53 500

94957 http://ontariobuildingtrades.com/msauwof/index.html 11/16/2011 15:30 11/17/2011 15:34 malware 216.14.123.204Redirector 2030138 ONTARIO INC. DBA NAMESBEYOND.COM US 24.06 501

94959 http://pro.ovh.net/~ritreqiv/jdx9vvy/index.html 11/16/2011 15:33 11/22/2011 13:51 malware 213.186.33.4 Redirector OVH FR 142.31 502

94960 http://pranella.com/1mpncx/index.html 11/16/2011 15:35 11/16/2011 18:33 malware 84.18.207.140 Redirector TUCOWS, INC. UK 2.97 503
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94961 http://thecsbevent.com/kk0ej83/index.html 11/16/2011 15:36 11/16/2011 21:30 malware 174.121.2.195 Dedicated Web HostingGoDaddy.com, Inc. US 5.91 504

94962 http://ourdogz.nl/uibauaa/index.html 11/16/2011 15:37 11/16/2011 18:25 malware 46.235.43.61 Redirector WebReus B.V. NL 2.8 505

94963 http://profdyahya.afimsoft.com/2g9f9e9/index.html 11/16/2011 15:25 11/17/2011 3:49 malware 205.234.234.175Redirector Walfam Web Services US 12.41 506

94984 http://nintendorevolutionfan.com/js.js 11/17/2011 4:07 11/21/2011 0:48 malware 194.28.84.41 Redirector Fasthosts Internet Limited UA 92.67 507

94996 http://www.ryanryte.com.au/js.js 11/17/2011 7:01 11/24/2011 6:40 malware 202.124.241.194Redirector NetRegistry AU 167.64 508

94999 http://aquaedition.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/17/2011 8:44 11/17/2011 15:29 malware 193.106.174.219Dedicated Web HostingFASTDOMAIN, INC. RU 6.75

95001 http://aquaedition.com/main.php?page=2ef0b5da80f6fe8f 11/17/2011 8:43 11/17/2011 15:57 malware 193.106.174.219Redirector FASTDOMAIN, INC. RU 7.23 509

95002 http://managerumber.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/17/2011 8:22 11/18/2011 4:51 malware 174.140.163.104Dedicated Web Hosting1 & 1 INTERNET AG US 20.47 510

95003 http://managerumber.com/main.php?page=7de716381035aed8 11/17/2011 8:24 11/17/2011 13:20 malware 174.140.163.104Redirector 1 & 1 INTERNET AG US 4.93

95004 http://www.homestretchcafe.com/js/js.js 11/17/2011 8:21 11/18/2011 20:28 malware 98.139.135.22 Redirector YAHOO US 36.11 511

95006 http://hairextensionnyc.com/js/js.js 11/17/2011 8:36 11/18/2011 20:27 malware 208.109.181.84Redirector GoDaddy.com, Inc. US 35.85 512

95007 http://battleitect.com/main.php?page=0d485e012d486479 11/17/2011 8:39 11/19/2011 12:22 malware 193.106.174.224Redirector 101DOMAIN, INC. RU 51.71 513

95008 http://battleitect.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/17/2011 8:42 11/21/2011 0:49 malware 193.106.174.224Dedicated Web Hosting101DOMAIN, INC. RU 88.11

95018 http://pelzermasoniclodge.org/1oywlz2/index.html 11/17/2011 10:55 11/17/2011 13:53 malware 65.254.231.141Redirector Tucows Inc. (R11-LROR) US 2.96 514

95026 http://chimera.lunarpages.com/~micro15/d9vsfi/index.html 11/17/2011 11:20 11/18/2011 18:03 malware 216.97.237.20 Redirector TUCOWS, INC. US 30.71 515

95029 http://qybo-hubybewu.freewebsitehosting.com/nonplatentiluu21.html 11/17/2011 11:33 11/22/2011 13:31 malware 192.41.60.10 Redirector MONIKER US 121.97 516

95038 http://aquaedition.com/main.php?page=7de716381035aed8 11/17/2011 12:14 11/17/2011 13:55 malware 193.106.174.219Dedicated Web HostingFASTDOMAIN, INC. RU 1.68

95040 http://aquajaunt.com/main.php?page=1de32e77952227cd 11/17/2011 13:23 11/18/2011 13:04 malware 193.106.174.219Redirector 1 & 1 INTERNET AG RU 23.68

95046 http://pdc.bplaced.net/ndiu0mw/index.html 11/17/2011 15:14 11/18/2011 15:04 malware 176.9.52.231 Redirector CPS-DATENSYSTEME GMBH DE 23.84 517

95057 http://p-center.biz/kbkqfv/index.html 11/17/2011 15:07 11/21/2011 15:15 malware 209.251.58.138Redirector GODADDY.COM, INC. CA 96.13 518

95062 http://FTP.PROTEZIONECIVILE-CDC.EU/ydzqcd8/index.html 11/17/2011 15:30 11/18/2011 7:01 malware 217.64.195.223Redirector Unita' Tecnica Tophost IT 15.52 519

95063 http://manageopoly.com/main.php?page=0d485e012d486479 11/17/2011 17:18 11/21/2011 8:20 malware 193.106.174.224Redirector 0101 INTERNET, INC. RU 87.03

95068 http://scottmorley.net/yodckmi/index.html 11/17/2011 16:12 11/23/2011 8:20 malware 174.121.21.2 Redirector Domains Priced Right US 136.13 520

95069 http://pcapinvest.com/wm9nsyx/index.html 11/17/2011 16:20 11/21/2011 15:33 malware 74.50.13.240 Redirector GoDaddy.com, Inc. US 95.21 521

95070 http://panzercrom.com/ua6gp8g/index.html 11/17/2011 16:20 11/21/2011 15:44 malware 77.245.148.191Redirector BIKESOFT.NET TR 95.39 522

95072 http://ves.edu.in/fupcbz/index.html 11/17/2011 16:30 11/24/2011 14:04 malware 64.71.180.20 Redirector Ernet US 165.58 523

95073 http://wca8532g2.homepage.t-online.de/ylzvww/index.html 11/17/2011 16:31 11/20/2011 20:18 malware 80.150.6.138 Redirector DENIC DE 75.78 524

95074 http://gibubetelo.pochta.ru/meziqogu.html 11/17/2011 16:36 11/22/2011 13:31 malware 194.186.88.37 Redirector CENTROHOST RU 116.92 525

95076 http://webresourcecentral.com/2858sa/index.html 11/17/2011 16:37 11/24/2011 16:58 malware 97.74.144.142 Redirector GoDaddy.com, Inc. US 168.34 526

95080 http://pokerworld.com.au/fljirc/index.html 11/17/2011 16:57 11/18/2011 7:02 malware 175.107.162.221Redirector Aust Domains AU 14.09 527

95087 http://www.batoninfra.com/5zvxal/index.html 11/17/2011 17:41 11/24/2011 17:09 malware 119.252.152.150Redirector NETWORK SOLUTIONS, LLC. IN 167.47 528

95089 http://stellar-4.com/~realvia/d2bfq6c/index.html 11/17/2011 17:50 11/23/2011 14:29 malware 174.120.148.254Redirector NAME.COM LLC US 140.66 529

95091 http://rentpaid.ca/2jnoxs/index.html 11/17/2011 18:06 11/18/2011 10:23 malware 174.136.42.66 Redirector Tuc US 16.29 530

95092 http://assilphone.com/77bwzb/index.html 11/17/2011 18:14 11/18/2011 17:53 malware 74.220.207.164Redirector FASTDOMAIN, INC. US 23.65 531

95096 http://teamprimerib.com/p5ztkp/index.html 11/17/2011 18:55 11/18/2011 9:06 malware 93.189.0.114 Redirector SEO-HOST.COM UK 14.19 532

95097 http://casinospoker-online.info/5j0vjy/index.html 11/17/2011 18:59 11/24/2011 17:13 malware 184.168.152.28Redirector GoDaddy.com Inc. US 166.23 533

95098 http://promoshuffle.com/7mdpr3w/index.html 11/17/2011 19:01 11/18/2011 7:03 malware 69.175.118.186Redirector GoDaddy.com, Inc. UK 12.02 534

95099 http://p-center.biz/nz63rf1/index.html 11/17/2011 19:08 11/24/2011 17:22 malware 209.251.58.138Redirector GODADDY.COM, INC. CA 166.22

95100 http://rubali.com/ehmajq/index.html 11/17/2011 19:09 11/18/2011 7:05 malware 174.120.181.251Redirector ENOM, INC. US 11.92 535

95102 http://otrasexshopmas.com/s6wmdrj/index.html 11/17/2011 19:14 11/18/2011 10:44 malware 174.121.36.6 Redirector GoDaddy.com, Inc. US 15.51 536

95103 http://ves.edu.in/9kt59j/index.html 11/17/2011 19:22 11/24/2011 12:36 malware 64.71.180.20 Redirector National Informatics Centre (R12-AFIN) US 161.23

95104 http://plexuscomms.com.au/k56m91/index.html 11/17/2011 19:22 11/24/2011 21:12 malware 198.104.41.72 Redirector Melbourne IT US 169.83

95105 http://pdrg.zxq.net/z57rjxy/index.html 11/17/2011 19:27 11/18/2011 7:17 malware 67.220.217.235Redirector ENOM, INC. US 11.83 537

95108 http://lexisutherland.com/vohtu3s/index.html 11/17/2011 19:45 11/18/2011 12:22 malware 96.9.63.222 Redirector Register.com US 16.62 538

95109 http://cygnus.inc.cl/~propie/ezrvbk/index.html 11/17/2011 19:51 11/24/2011 20:42 malware 190.196.69.211Redirector inc.cl CL 168.84 539

95110 http://akapela.gr/ppei31/index.html 11/17/2011 19:56 11/18/2011 13:06 malware 96.0.172.2 Redirector PAPAKI.GR US 17.16

95111 http://173.193.15.56/~assalamt/xrvbux/index.html 11/17/2011 20:03 11/23/2011 3:11 malware 173.193.15.56 Redirector WILD WEST DOMAINS, INC. US 127.14 540

95112 http://rapiduae.com/6jq6bqw/index.html 11/17/2011 20:04 11/24/2011 20:44 malware 69.64.155.163 Redirector ENOM, INC. US 168.67 541

95113 http://remorcicomerciale.ro/42f1nks/index.html 11/17/2011 20:06 11/24/2011 19:40 malware 94.60.32.118 Redirector ICI - ROTLD RO 167.57 542

95115 http://cygnus.inc.cl/~propie/6jtb2a/index.html 11/17/2011 20:15 11/24/2011 20:56 malware 190.196.69.211Redirector inc.cl CL 168.68

95116 http://pressurewasherscleaners.com/vr1rntm/index.html 11/17/2011 20:20 11/18/2011 7:27 malware 65.60.42.250 Redirector GoDaddy.com, Inc. US 11.11

95117 http://woodtables.nl/eyweu1/index.html 11/17/2011 20:27 11/24/2011 20:59 malware 91.217.56.79 Redirector Tiscom Hosting B.V. NL 168.52 543

95119 http://texnologi.az/nx08tf/index.html 11/17/2011 20:30 11/24/2011 21:00 malware 85.132.85.140 Redirector DELTA TELECOM AZ 168.49 544

95120 http://privacyalerts.org/4bk2mq/index.html 11/17/2011 20:30 11/24/2011 21:01 malware 74.50.20.51 Redirector GoDaddy.com, Inc. (R91-LROR) US 168.51 545

95122 http://www.recreationlending.com/f84aqp/index.html 11/17/2011 20:39 11/24/2011 18:17 malware 66.7.200.62 Redirector GoDaddy.com, Inc. US 165.63 546

95123 http://pdc.bplaced.net/sj6cup/index.html 11/17/2011 20:38 11/18/2011 10:47 malware 176.9.52.231 Redirector CPS-DATENSYSTEME GMBH DE 14.15

95124 http://pchelpch.pc.ohost.de/2q7vwk/index.html 11/17/2011 20:45 11/24/2011 21:14 malware 213.202.225.43Redirector ohost.de DE 168.48 547

95127 http://pinskylickstein.com/kszomwz/index.html 11/17/2011 20:46 11/20/2011 14:15 malware 173.236.34.242Redirector GoDaddy.com, Inc. US 65.48 548

95128 http://outsourcemanpower.com/%7Eoutso4/4jz88e/index.html 11/17/2011 20:50 11/22/2011 12:10 malware 74.50.25.75 Redirector UK2 GROUP LTD. US 111.34 549

95129 http://paokvolos.gr/13abr4/index.html 11/17/2011 20:59 11/18/2011 18:02 malware 178.63.40.13 Redirector PROWEBSECTOR DE 21.04 550

95130 http://wca8532g2.homepage.t-online.de/zjs808b/index.html 11/17/2011 20:57 11/20/2011 20:23 malware 80.150.6.138 Redirector Deutsche Telekom AG DE 71.43

95131 http://www.ranskillnursery.co.uk/j6i60f/index.html 11/17/2011 21:00 11/22/2011 12:42 malware 97.74.144.101 Redirector Wild West Domains, Inc US 111.69 551

95134 http://oyuncumusun.com/rkl922/index.html 11/17/2011 21:18 11/24/2011 13:04 malware 176.53.18.153 Redirector ISIMTESCIL.NET TR 159.77 552

95170 http://aquasrc.com/main.php?page=8df174a3dc62673e 11/18/2011 8:57 11/21/2011 8:25 malware 193.106.174.224Redirector 0101 INTERNET, INC. RU 71.46

95172 http://aquasrc.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/18/2011 8:58 11/21/2011 0:51 malware 193.106.174.224Dedicated Web Hosting0101 INTERNET, INC. RU 63.89

95173 http://aquajaunt.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/18/2011 9:11 11/18/2011 16:46 malware 193.106.174.219Dedicated Web Hosting1 & 1 INTERNET AG RU 7.58

95191 http://barpetra.com/h2ejr88/index.html 11/18/2011 19:22 11/18/2011 20:01 malware 69.163.199.229Redirector Netfirms, Inc. US 0.66 553

95192 http://boredret.ru/main.php?page=fd1fb1ae91955f02 11/18/2011 19:31 11/21/2011 11:04 malware 94.199.53.14 Redirector Naunet.ru HU 63.56 554

95257 http://adventureitect.com/main.php?page=8df174a3dc62673e 11/19/2011 19:11 11/21/2011 8:28 malware 193.106.174.224Redirector DIRECTNIC, LTD RU 37.28

95258 http://bmdiesel.com/cc43ji/index.html 11/19/2011 19:13 11/23/2011 1:01 malware 117.58.251.12 Redirector PlanetDomain Ltd Pty AU 77.8 555

95259 http://mariage.zxq.net/v6f8ij/index.html 11/19/2011 19:24 11/20/2011 14:24 malware 67.220.217.235Redirector ENOM, INC. US 19 556

95260 http://mdinfovision.com/g9edwmi/index.html 11/19/2011 19:29 11/24/2011 21:09 malware 208.109.248.10Redirector GoDaddy.com, Inc. US 121.67 557

95261 http://salembc.org/84bb0f/index.html 11/19/2011 19:37 11/22/2011 0:30 malware 216.177.135.4 Redirector Network Solutions US 52.88 558

95262 http://mysubmissionservice.com/~sabaidee/dvg75r/index.html 11/19/2011 19:42 11/24/2011 21:11 malware 213.175.203.88Redirector NAME.COM LLC UK 121.49 559

95263 http://balconesdelparque.com/kofphdm/index.html 11/19/2011 23:24 11/21/2011 8:37 malware 95.215.61.22 Redirector LANDHOST.NET ES 33.22 560

95270 http://rlstv.com/ba4mn6/index.html 11/19/2011 21:00 11/24/2011 21:19 malware 173.212.195.176Redirector GoDaddy.com, Inc. US 120.32 561

95271 http://maplebliss.net/i1ei8na/index.html 11/19/2011 23:12 11/21/2011 4:35 malware 203.170.86.89 Redirector AUST DOMAINS INTERNATIONAL PTY LTD DBA AUST DOMAINS, INC.AU 29.39 562

95272 http://mass-money-makers.us/n578wk9/index.html 11/19/2011 20:54 11/22/2011 14:14 malware 184.154.162.82Redirector ENOM, INC. US 65.33 563

95273 http://www.smrbuilders.co.in/js.js 11/19/2011 23:23 11/19/2011 23:45 malware 174.120.83.5 Redirector The Planet NOC US 0.37 564

95274 http://www.propiedadesalarcon.cl/js.js 11/19/2011 23:34 11/24/2011 21:19 malware 200.63.97.53 Redirector Chilecom Internet Limitada CL 117.76 565

95275 http://mszkudlarek.pl/wzuq1k2/index.html 11/19/2011 21:11 11/20/2011 17:06 malware 188.116.35.23 Redirector Home.pl sp.j. PL 19.91 566

95276 http://mashileit.co.za/k5zof0z/index.html 11/19/2011 21:10 11/26/2011 8:52 malware 70.38.12.182 Redirector eStart Computer Services CA 155.71 567

95277 http://mattandtiera2011.zxq.net/67eajc/index.html 11/19/2011 21:13 11/21/2011 8:32 malware 67.220.217.226Redirector ENOM, INC. US 35.32 568

95278 http://www.tech-synergy.com/js.js 11/19/2011 23:36 11/20/2011 14:21 malware 216.117.182.7 Redirector Advanced Internet Technologies, Inc. US 14.75 569

95280 http://www.slotjesenkalotjes.be/js.js 11/19/2011 23:24 11/22/2011 8:48 malware 174.123.131.52Redirector Turtlehost US 57.39 570

95281 http://glenaraservices.com/gzt523/index.html 11/19/2011 21:29 11/26/2011 8:55 malware 68.171.208.45 Redirector DNS Registrar US 155.42 571

95282 http://sadaffayyaz.com/qxzd3tc/index.html 11/19/2011 21:34 11/26/2011 9:14 malware 64.235.47.65 Redirector DIRECTI INTERNET SOLUTIONS AU 155.67 572

95283 http://www.manching.com.hk/4gjfqg/index.html 11/19/2011 21:41 11/26/2011 9:14 malware 203.174.34.145Redirector Hong Kong Domain Name Registration HK 155.55 573

95284 http://telepesbarkacsbolt.hu/js.js 11/19/2011 21:41 11/26/2011 20:12 malware 184.107.165.210Redirector Tinyhosts HU 166.53 574

95285 http://mbc-communication.com/dib00lj/index.html 11/19/2011 21:46 11/23/2011 5:52 malware 213.186.33.19 Redirector OVH FR 80.11 575

95286 http://bb4f.net/q74mh9/index.html 11/19/2011 21:56 11/26/2011 9:19 malware 209.251.58.138Redirector GoDaddy.com, Inc. CA 155.38

95289 http://prolink.my/kz30op/index.html 11/19/2011 22:14 11/26/2011 9:21 malware 207.210.72.19 Redirector HostRelax.Com, Inneta Corporation Sdn Bhd US 155.12 576

95290 http://restaurantelayerbabuena.com/lrh1g5/index.html 11/19/2011 22:29 11/22/2011 12:53 malware 74.53.142.22 Redirector LOCAL.MI.COM.CO US 62.4 577

95291 http://personalinjuryaccidents.com/u0uzgca/index.html 11/19/2011 23:11 11/21/2011 11:05 malware 96.9.5.114 Redirector Register.com US 35.9 578

95293 http://90plan.ovh.net/~marocvud/hxegls/index.html 11/19/2011 23:21 11/21/2011 8:35 malware 213.186.33.2 Redirector OVH FR 33.24 579

95299 http://prismproductions.net/75041n/index.html 11/20/2011 0:03 11/22/2011 12:53 malware 207.204.27.90 Redirector Register.com, Inc US 60.83 580

95300 http://masstluc.com/bk4jgu/index.html 11/20/2011 0:27 11/23/2011 8:17 script 213.186.33.19 Redirector OVH FR 79.84

95301 http://markzissis.com/ygq73o/index.html 11/20/2011 0:31 11/26/2011 9:21 malware 122.201.80.115Redirector GoDaddy.com, Inc. AU 152.84 581

95302 http://lacasonadevallegrande.com/w6y8ys/index.html 11/20/2011 0:34 11/23/2011 1:10 malware 200.58.111.41 Redirector DATTATEC.COM DE IRAZOQUI VERONICA PALMIRA AR 72.59 582

95303 http://ostwestfalen-lippe.de/muejjwn/index.html 11/20/2011 0:36 11/20/2011 14:20 malware 212.227.22.223Redirector 1&1 Internet AG DE 13.73 583

95304 http://mebleokazja.pl/cvl7ud5/index.html 11/20/2011 0:38 11/20/2011 14:18 script 89.161.233.210Redirector Home.pl sp.j. PL 13.68 584

95305 http://daenyxinternational.com/sqthvce/index.html 11/20/2011 0:50 11/26/2011 9:24 malware 119.252.144.143Redirector NETWORK SOLUTIONS, LLC. IN 152.56 585

95306 http://massmedicalimpex.com/h1gxrl/index.html 11/20/2011 0:49 11/26/2011 9:26 malware 174.120.61.162Redirector INTERNET.BS CORP. US 152.61 586

95307 http://uksense.org/i2rxyeq/index.html 11/20/2011 0:47 11/20/2011 14:18 script 80.82.124.3 Redirector Easyspace Limited (R36-LROR) UK 13.52 587

95308 http://mastodi.com/2vtb18/index.html 11/20/2011 0:57 11/20/2011 1:41 script 69.175.29.26 Redirector ENOM, INC. US 0.75 588

95309 http://markzissis.com/sh5fsaq/index.html 11/20/2011 1:00 11/26/2011 9:26 malware 122.201.80.115Redirector GoDaddy.com, Inc. AU 152.44

95311 http://markzissis.com/w82co1y/index.html 11/20/2011 1:09 11/26/2011 9:29 malware 122.201.80.115Redirector GoDaddy.com, Inc. AU 152.32

95312 http://oyuncumusun.com/2jzj2p/index.html 11/20/2011 1:20 11/25/2011 15:06 malware 176.53.18.153 Redirector FBS INC. TR 133.77

95313 http://rnm.soundscience.com.au/~rnmsound/3rq8wc6/index.html 11/20/2011 3:01 11/26/2011 9:29 malware 113.20.9.89 Redirector Domain Central AU 150.47 589

95315 http://martiniracing.com.au/rbot242/index.html 11/20/2011 3:19 11/26/2011 9:30 malware 203.88.117.57 Redirector Enetica AU 150.18 590

95316 http://glenaraservices.com/lkiu4n/index.html 11/20/2011 4:28 11/26/2011 9:32 malware 68.171.208.45 Redirector TUCOWS, INC. US 149.06
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95318 http://rhgshareholders.com/i47vwb/index.html 11/20/2011 4:36 11/22/2011 13:16 malware 203.88.118.161Redirector ENOM, INC. AU 56.66 591

95319 http://sadaffayyaz.com/bfzn0sv/index.html 11/20/2011 4:45 11/22/2011 13:16 malware 64.235.47.65 Redirector FUTURESOL.NET AU 56.51

95321 http://MarthaBlog.com/czlxevw/index.html 11/20/2011 4:46 11/20/2011 14:13 malware 97.79.238.60 Redirector MONIKER US 9.45 592

95323 http://www.qualitta.com/js.js 11/20/2011 8:12 11/23/2011 0:49 malware 174.121.37.254Redirector Interactiva.net.co US 64.61 593

95324 http://mashileit.co.za/lmoln9/index.html 11/20/2011 5:01 11/26/2011 9:38 malware 70.38.12.182 Redirector co.za CA 148.62

95325 http://203.146.170.92/~maikamum/b93iyi/index.html 11/20/2011 5:24 11/21/2011 13:42 malware 203.146.170.92Redirector Porar Web Application Co. TH 32.3 594

95326 http://ryanandassoc.temppublish.com/s88pzpf/index.html 11/20/2011 5:07 11/26/2011 9:40 malware 204.12.104.1 Redirector TUCOWS.COM CO. US 148.56 595

95327 http://secs.mx/images/js.js 11/20/2011 8:16 11/25/2011 19:03 malware 174.121.198.199Redirector NEUBOX Internet SA de CV US 130.78 596

95328 http://matrixspace.in/90j109/index.html 11/20/2011 5:10 11/25/2011 15:19 malware 174.36.228.38 Redirector Rediff.com India Limited (R37-AFIN) IN 130.15 597

95329 http://mbvsamiti.com/owdbrt/index.html 11/20/2011 5:19 11/23/2011 8:14 malware 69.65.41.219 Redirector DIRECTI INTERNET SOLUTIONS US 74.92 598

95330 http://mdinfovision.com/vptmd77/index.html 11/20/2011 5:30 11/26/2011 9:41 malware 208.109.248.10Redirector GoDaddy US 148.18

95332 http://mebleokazja.pl/k16xpns/index.html 11/20/2011 5:39 11/20/2011 16:23 malware 89.161.233.210Redirector Home.pl sp.j. PL 10.73

95334 http://72.249.30.116/~safetpro/9vfh3v/index.html 11/20/2011 8:23 11/26/2011 9:43 malware 72.249.30.116 Redirector IP_ADDR US 145.34 599

95335 http://dsn4u.com/js.js 11/20/2011 8:36 11/26/2011 20:18 malware 97.74.144.192 Redirector GoDaddy.com, Inc. US 155.69 600

95338 http://stylendeco.com/k8vftnw/index.html 11/20/2011 8:27 11/26/2011 9:44 malware 213.175.221.228Redirector ENOM, INC. UK 145.28 601

95339 http://TACITUS.lunariffic.com/~mecha7/sgf1nn/index.html 11/20/2011 8:30 11/21/2011 11:06 malware 216.97.236.27 Redirector TUCOWS, INC. US 26.61 602

95341 http://lssnepal.org/js.js 11/20/2011 8:34 11/24/2011 21:23 malware 174.142.82.244Redirector Web Werks India pvt CA 108.82 603

95342 http://www.pratiquemaisesportes.com.br/js.js 11/20/2011 8:18 11/27/2011 14:25 malware 187.45.195.33 Redirector Registro.br BR 174.11 604

95349 http://paszczak.pl/js.js 11/20/2011 8:52 11/20/2011 20:43 malware 188.40.80.195 Redirector Home.pl sp.j. DE 11.84 605

95354 http://saxwksop2.freetcp.com/main.php?page=b123ee3176247430 11/20/2011 10:11 11/21/2011 8:28 malware 193.106.174.219Free Web Hosting NETWORK SOLUTIONS, LLC. RU 22.28 606

95355 http://lopezrios.com.ar/t5rc90/index.html 11/20/2011 10:43 11/22/2011 14:21 malware 200.58.96.14 Redirector HOSTMAR.COM AR 51.63 607

95356 http://masterwall.com.au/lrb76n/index.html 11/20/2011 10:46 11/23/2011 13:51 malware 114.31.73.20 Redirector Melbourne IT AU 75.08 608

95359 http://boncukhaliyikama.com/8zcvkjx/index.html 11/20/2011 10:13 11/21/2011 4:48 malware 93.184.150.2 Redirector FBS INC. TR 18.58

95361 http://energysoaps.net/ndykwa/index.html 11/20/2011 10:49 11/22/2011 18:45 malware 77.68.105.251 Redirector Register.com UK 55.93 609

95362 http://fundacioncreser.com/heiqjf/index.html 11/20/2011 10:51 11/22/2011 8:48 malware 200.58.111.41 Redirector DATTATEC.COM DE IRAZOQUI VERONICA PALMIRA AR 45.95

95364 http://www.stylendeco.com/0i1p8n/index.html 11/20/2011 10:32 11/26/2011 9:48 malware 213.175.221.228Redirector ENOM, INC. UK 143.26

95366 http://mbvsamiti.com/vqcic48/index.html 11/20/2011 10:55 11/21/2011 4:41 malware 69.65.0.0 Redirector DWEB US 17.77 610

95367 http://affiliate.allsights.com/jzbbj0/index.html 11/20/2011 10:56 11/26/2011 9:48 malware 66.98.190.36 Redirector GANDI SAS US 142.86 611

95368 http://mayami.com/2mv3v0/index.html 11/20/2011 10:58 11/21/2011 8:36 malware 184.154.234.16Redirector GoDaddy.com, Inc. US 21.63 612

95369 http://mszkudlarek.pl/2mhjd70/index.html 11/20/2011 10:46 11/21/2011 4:45 malware 188.116.35.23 Redirector Home.pl sp.j. PL 17.98

95370 http://360companymarketing.com/bwqsdu/index.html 11/20/2011 10:55 11/22/2011 18:56 malware 74.208.238.31 Redirector 1 & 1 INTERNET AG US 56.03 613

95374 http://www.tellasia.org/4vbbo7c/index.html 11/20/2011 11:05 11/26/2011 9:52 malware 72.34.63.57 Redirector GoDaddy.com, Inc. (R91-LROR) US 142.79 614

95375 http://suthfood.com/g5ryvat/index.html 11/20/2011 11:35 11/21/2011 5:16 malware 209.92.71.249 Redirector NETWORK SOLUTIONS, LLC. US 17.67 615

95376 http://rnlogistic.com/48vqnqf/index.html 11/20/2011 11:40 11/26/2011 9:52 malware 173.201.216.39Redirector NET 4 INDIA LIMITED US 142.2 616

95378 http://roginalbania.com/ltlwg5/index.html 11/20/2011 11:22 11/25/2011 12:16 malware 208.43.168.66 Redirector ENOM, INC. PH 120.9 617

95379 http://prismproductions.net/pua3768/index.html 11/20/2011 11:42 11/22/2011 13:19 malware 207.204.27.90 Redirector Register.com US 49.63

95380 http://cell-planet.com/l8k2ycj/index.html 11/20/2011 11:31 11/22/2011 13:10 malware 76.74.251.223 Redirector NETWORK SOLUTIONS, LLC. US 49.64 618

95381 http://bmdiesel.com/7li4l16/index.html 11/20/2011 11:31 11/22/2011 12:58 malware 117.58.251.12 Redirector PLANETDOMAIN PTY LTD. AU 49.46

95382 http://v008u07gar.maximumasp.com/v5k2jrh/index.html 11/20/2011 11:29 11/26/2011 9:55 malware 216.128.13.161Redirector NETWORK SOLUTIONS, LLC. US 142.43 619

95384 http://masspruebas.com/ui6zi1/index.html 11/20/2011 11:38 11/26/2011 10:05 malware 208.109.181.75Redirector GoDaddy.com, Inc. US 142.45 620

95385 http://banyanchildrenlibrary.com/c8tbtpp/index.html 11/20/2011 11:46 11/22/2011 2:02 malware 74.86.154.66 Redirector publicdomainregistry.com US 38.28 621

95387 http://tacitus.lunariffic.com/~mecha7/t7dth1/index.html 11/20/2011 11:59 11/21/2011 15:16 malware 216.97.236.27 Redirector TUCOWS, INC. US 27.28 622

95391 http://prolink.my/u2hyg2/index.html 11/20/2011 12:07 11/26/2011 10:06 malware 207.210.72.19 Redirector .my DOMAIN REGISTRY US 141.97

95392 http://neoprenant.com/main.php?page=c1db10e8b5bed870 11/20/2011 12:56 11/22/2011 10:14 malware 193.106.174.219Redirector MONIKER RU 45.3

95394 http://manishkhatri.com/51mhuom/index.html 11/20/2011 12:12 11/22/2011 9:46 malware 208.43.254.136Redirector DIRECTI INTERNET SOLUTIONS PVT. LTD US 45.57 623

95398 http://mass-money-makers.us/8q6u919/index.html 11/20/2011 12:18 11/22/2011 13:11 malware 184.154.162.82Redirector ENOM, INC. US 48.87

95400 http://glenaraservices.com/w82z4b3/index.html 11/20/2011 12:23 11/25/2011 11:19 malware 68.171.208.45 Redirector TUCOWS, INC. US 118.93

95402 http://rolle.cl/j82r5o/index.html 11/20/2011 12:27 11/22/2011 9:51 malware 190.196.70.184Redirector Gtd Internet S.A. CL 45.4 624

95404 http://rolle.cl/2tjy41/index.html 11/20/2011 12:34 11/22/2011 13:10 malware 190.196.70.184Redirector nic.cl CL 48.59

95408 http://lvdirectmarketing.com/6y63an7/index.html 11/20/2011 12:42 11/22/2011 13:22 malware 184.173.233.219Redirector ENOM, INC. US 48.66 625

95409 http://marlin2000.com/2fd23v/index.html 11/20/2011 13:18 11/22/2011 1:57 malware 213.171.219.5 Redirector TUCOWS, INC. UK 36.66 626

95410 http://masterwall.com.au/8ymksg/index.html 11/20/2011 12:49 11/23/2011 5:33 malware 114.31.73.20 Redirector Melbourne IT AU 64.75

95411 http://babytake.com/kcq3mkz/index.html 11/20/2011 12:49 11/26/2011 10:10 malware 174.120.173.176Redirector GoDaddy.com, Inc. US 141.35 627

95414 http://www.ostwestfalen-lippe.de/d29ugsi/index.html 11/20/2011 12:51 11/25/2011 15:13 malware 212.227.22.223Redirector 1&1 Internet AG DE 122.36

95415 http://maturana.com.au/w0n9e4p/index.html 11/20/2011 13:14 11/26/2011 10:09 malware 203.16.60.19 Redirector Aust Domains AU 140.92 628

95417 http://protocol7.in/7p3nh1/index.html 11/20/2011 12:56 11/22/2011 12:53 malware 209.236.112.166Redirector Web Werks India Pvt Ltd US 47.96 629

95418 http://massmedicalimpex.com/3ep62k/index.html 11/20/2011 13:15 11/25/2011 15:06 malware 174.120.61.162Redirector INTERNET.BS CORP. US 121.85

95419 http://rhgshareholders.com/8d52xvb/index.html 11/20/2011 13:04 11/20/2011 15:29 malware 203.88.118.161Redirector ENOM, INC. AU 2.41

95420 http://propiedadesalarcon.cl/ysdbjvh/index.html 11/20/2011 13:04 11/25/2011 20:43 malware 200.63.97.53 Redirector nic.cl CL 127.64 630

95421 http://simplehealthandwellnessadvice.com/ni5v2y/index.html 11/20/2011 13:42 11/21/2011 11:42 malware 174.120.168.58Redirector WILD WEST DOMAINS, INC. US 22.01 631

95422 http://pass73.dizinc.com/~rssdevil/7dzgmxg/index.html 11/20/2011 13:10 11/20/2011 13:55 malware 72.29.71.155 Redirector ENOM, INC. US 0.75 632

95423 http://silverstatebudget.com/koaj9h/index.html 11/20/2011 13:20 11/26/2011 10:12 malware 97.74.215.116 Redirector GoDaddy.com, Inc. US 140.87 633

95424 http://beststockbook.com/8zt1xr/index.html 11/20/2011 13:14 11/22/2011 3:32 malware 184.107.191.50Redirector ENOM, INC. HU 38.3 634

95425 http://fundacioncreser.com/vb8jllo/index.html 11/20/2011 13:29 11/22/2011 3:32 malware 200.58.111.41 Redirector DATTATEC.COM AR 38.05

95426 http://matrixspace.in/znpp25/index.html 11/20/2011 13:23 11/25/2011 15:21 malware 174.36.228.38 Redirector Rediff.com India Limited (R37-AFIN) IN 121.97

95427 http://mayami.com/icsazf/index.html 11/20/2011 13:41 11/21/2011 8:12 malware 184.154.234.16Redirector GoDaddy.com, Inc. PA 18.53

95428 http://kuczka.eu/yvvg3i8/index.html 11/20/2011 13:41 11/21/2011 8:38 malware 82.165.58.218 Redirector Schlund+Partner AG DE 18.95 635

95429 http://silverstatebudget.com/f24ju9/index.html 11/20/2011 13:49 11/26/2011 10:12 malware 97.74.215.116 Redirector GoDaddy.com, Inc. US 140.38

95455 http://autodc.fr/q50c8wa/index.html 11/20/2011 22:56 11/26/2011 10:13 malware 213.186.33.87 Redirector OVH FR 131.29 636

95461 http://martiniracing.com.au/j034dcu/index.html 11/20/2011 23:25 11/26/2011 10:13 malware 203.88.117.57 Redirector Enetica AU 130.8

95462 http://beststockbook.com/26gthrx/index.html 11/20/2011 23:44 11/22/2011 9:48 malware 184.107.191.50Redirector ENOM, INC. HU 34.08

95469 http://saxwksop2.freetcp.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/21/2011 3:13 11/21/2011 18:23 malware 193.106.174.219Hijacked Website NETWORK SOLUTIONS, LLC. RU 15.17

95470 http://neoprenant.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/21/2011 3:19 11/22/2011 9:59 malware 193.106.174.219Dedicated Web HostingMONIKER RU 30.68

95471 http://www.espaco-newlife.com/js.js 11/21/2011 4:22 11/22/2011 14:06 malware 82.102.29.18 Redirector UK2 GROUP LTD. PT 33.73 637

95473 http://www.semmery.dk/js.js 11/21/2011 4:29 11/22/2011 11:22 malware 193.202.110.12Redirector DK Hostmaster A/S DK 30.87 638

95480 http://neoprenhopper.com/main.php?page=8df174a3dc62673e 11/21/2011 7:32 11/21/2011 15:19 malware 193.106.174.219Redirector DIRECTNIC, LTD RU 7.78

95509 http://quivercove.com/main.php?page=c1db10e8b5bed870 11/21/2011 12:22 11/21/2011 18:25 malware 193.106.174.223Dedicated Web HostingTHE REGISTRY AT INFO AVENUE D/B/A IA REGISTRY RU 6.05 639

95551 http://neoprenhopper.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/22/2011 5:55 11/22/2011 7:12 malware 193.106.174.219Dedicated Web HostingDIRECTNIC, LTD RU 1.29

95553 http://www.miracleshappenrr.com/js.js 11/22/2011 10:39 11/22/2011 13:12 malware 64.120.209.171Redirector Cell Dara Solutions, LLC US 2.55 640

95555 http://emiliodelamorena.com/js.js 11/22/2011 10:52 11/22/2011 12:24 malware 62.233.121.75 Redirector INTERNETTERS LTD. UK 1.54 641

95556 http://fishhunters.com.au/js.js 11/22/2011 13:26 11/28/2011 13:40 malware 74.52.155.22 Redirector PlanetDomain US 144.24 642

95566 http://neoprenpillar.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/1/2011 6:41 12/1/2011 11:55 malware 193.106.174.219Dedicated Web Hosting101DOMAIN, INC. RU 5.24 728

95567 http://decalintos.com/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/22/2011 17:03 11/22/2011 17:29 malware 193.106.174.219Dedicated Web HostingNETWORK SOLUTIONS, LLC. RU 0.44 643

95572 http://193.106.174.219/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/22/2011 8:00 11/22/2011 8:39 malware 193.106.174.219Dedicated Web HostingIP_ADDR RU 0.65

95577 http://nitconnect.net/js.js 11/22/2011 9:57 11/28/2011 3:07 malware 63.135.126.178Redirector NETWORK SOLUTIONS, LLC. US 137.17 644

95579 http://mumbaiescortsdirectory.com/js.js 11/22/2011 10:00 11/22/2011 12:55 malware 174.132.77.189Redirector DIRECTI INTERNET SOLUTIONS US 2.91 645

95582 http://www.nomessi.com/js.js 11/22/2011 10:03 11/28/2011 13:58 malware 72.167.232.82 Redirector GoDaddy.com, Inc. US 147.93 646

95584 http://lpsbrasov.ro/js.js 11/22/2011 10:06 11/22/2011 12:22 malware 93.113.25.2 Redirector Romarg SRL RO 2.26 647

95597 http://adunit.adrevmedia.com/search.js 11/22/2011 15:39 11/26/2011 13:43 malware 67.201.36.19 Redirector GoDaddy.com, Inc. US 94.07 648

95598 http://stalfach.pl/js/js.js 11/22/2011 14:23 11/23/2011 13:56 malware 79.96.20.139 Redirector Home.pl sp.j. PL 23.54 649

95599 http://www.solarblindsonline.co.uk/js.js 11/22/2011 17:04 11/28/2011 3:09 malware 46.252.201.1 Redirector Key-Systems GmbH NL 130.09 650

95600 http://michellesflowersltd.co.uk/js.js 11/22/2011 16:13 11/28/2011 13:56 malware 188.121.55.128Redirector PublicDomainRegistry.Com NL 141.71 651

95602 http://rajbhanse.co.cc/js.js 11/22/2011 16:23 11/24/2011 18:38 malware 10.10.10.10 Redirector YESNIC CO. LTD. US 50.24 652

95605 http://www.gettingpregnantips.com/js.js 11/22/2011 16:29 11/23/2011 5:06 malware 69.65.43.152 Redirector GLOBEHOSTING EUROPE US 12.61 653

95614 http://myescortsdirectory.com/js.js 11/27/2011 1:41 11/28/2011 9:27 malware 174.132.77.187Redirector GLOBAL HOST CENTER US 31.76 654

95623 http://www.theinternationaltravel.info/js.js 12/2/2011 20:16 12/3/2011 9:53 malware 204.197.244.110Redirector GoDaddy.com Inc. (R171-LRMS) US 13.62 X http://quivercove.com/main.php?page=8df174a3dc62673e

95629 http://srimeenakshiagencies.com/js.js 11/27/2011 2:14 11/27/2011 11:00 malware 67.227.189.124Redirector 3WDIRECT US 8.77 655

95680 http://173.213.112.11/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/23/2011 6:43 11/24/2011 20:18 malware 173.213.112.11Dedicated Web HostingIP_ADDR US 37.58 656

95681 http://westarray.com/main.php?page=80322bdc64ee1acc 11/23/2011 6:58 11/24/2011 17:13 malware 173.213.112.11Dedicated Web HostingMONIKER US 34.26

95761 http://telemonors.com/main.php?page=7928535f9ea8b197 11/24/2011 2:03 11/24/2011 17:41 malware 173.248.190.126Dedicated Web Hosting1 & 1 INTERNET AG US 15.63 657

95768 http://173.248.190.126/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/24/2011 3:31 11/24/2011 19:50 malware 173.248.190.126Dedicated Web HostingIP_ADDR US 16.32

95772 http://188.247.232.23/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/24/2011 3:55 11/27/2011 12:02 malware 188.247.232.23Dedicated Web HostingIP_ADDR SK 80.12

95773 http://pisxzxe.qpoe.com/main.php?page=b123ee3176247430 11/24/2011 3:54 11/24/2011 10:40 malware 188.247.232.23Free Web Hosting ChangeIP.com SK 6.77 658

95858 http://fatonavdiu.com/ajaxam.js 11/25/2011 2:13 11/28/2011 14:00 malware 173.201.216.72Redirector GoDaddy.com, Inc. US 83.79 659

95859 http://www.wellingtonyogacentre.co.nz/ajaxam.js 11/25/2011 2:17 11/28/2011 3:11 malware 202.191.34.89 Redirector iSERVE NZ 72.89 660

95860 http://clubtaurinogracurris.es/ajaxam.js 11/25/2011 3:16 11/25/2011 15:28 malware 213.194.159.55Redirector iSERVE ES 12.2 661

95863 http://dedurizarea-apei.eu/ajaxam.js 11/25/2011 2:49 11/28/2011 9:40 malware 89.42.216.144 Redirector Romarg Srl RO 78.85 662

95866 http://cam0815.ca.ohost.de/ajaxam.js 11/25/2011 2:58 11/25/2011 11:15 malware 213.202.225.40Redirector UNITED COLO GmbH DE 8.27 663

95872 http://www.connectsharelearn.com/ajaxam.js 11/25/2011 4:05 11/27/2011 18:39 malware 75.127.68.66 Redirector ONLINENIC, INC. US 62.56 664

95873 http://creative-arts.ch/ajaxam.js 11/25/2011 4:13 11/25/2011 15:10 malware 195.182.222.74Redirector RUBAS-NET CH 10.95 665

95874 http://casimir.dolinski.be/ajaxam.js 11/25/2011 4:21 11/28/2011 14:01 malware 178.77.66.252 Redirector Gandi Sas DE 81.67 666
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95877 http://inverl.de/ajaxam.js 11/25/2011 4:27 11/25/2011 10:24 malware 188.93.15.144 Redirector Digidesk - media solutions DE 5.95 667

95878 http://noelg.host22.com/ajaxam.js 11/25/2011 4:34 11/25/2011 15:28 malware 208.43.151.204Redirector GoDaddy.com, Inc. US 10.89 668

95883 http://masstluc.com/js.js 11/25/2011 4:44 11/25/2011 11:09 malware 213.186.33.19 Redirector OVH FR 6.42 669

95884 http://69.163.37.233/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/25/2011 5:11 11/25/2011 23:00 malware 69.163.37.233 Dedicated Web HostingIP_ADDR US 17.82 670

95885 http://Qualitysoftpro.com/js.js 11/25/2011 4:48 11/25/2011 15:04 malware 70.84.139.130 Redirector WILD WEST DOMAINS, INC. US 10.25 671

95886 http://safedownload.hopto.org/main.php?page=2cef279c7a3c10d2 11/25/2011 5:13 11/25/2011 22:45 malware 69.163.37.233 Free Web Hosting Vitalwerks Internet Solutions, LLC (R1731-LROR) US 17.54

95887 http://quality.cyfuture.com/js.js 11/25/2011 4:55 11/25/2011 14:45 malware 111.118.182.10Redirector ENOM, INC. IN 9.84 672

95889 http://terstata.instanthq.com/main.php?page=3a23d8870733555a 11/25/2011 5:18 11/25/2011 10:55 malware 188.247.232.23Free Web Hosting NETWORK SOLUTIONS, LLC. SK 5.61

95890 http://art-all-in.nl/ajaxam.js 11/25/2011 5:00 11/25/2011 10:37 malware 195.20.9.126 Redirector NL-EATSERVER-WEBHOSTING NL 5.61 673

95892 http://24onlinedrug.com/js.js 11/25/2011 5:09 11/27/2011 14:06 malware 74.81.81.84 Redirector DIRECTNIC, LTD US 56.95 674

95894 http://rakhitandon.com/js.js 11/25/2011 5:14 11/25/2011 10:45 malware 174.120.61.162Redirector INTERNET.BS CORP. US 5.52

95895 http://webuyyourhouse.com/js.js 11/25/2011 5:19 11/28/2011 14:02 malware 72.167.232.32 Redirector GoDaddy.com, Inc. US 80.71 675

95896 http://nationalpositions.org/js.js 11/25/2011 5:24 11/28/2011 13:44 malware 173.201.140.128Redirector GoDaddy.com, Inc. (R91-LROR) US 80.34 676

95897 http://bmdinstal.ro/ajaxam.js 11/25/2011 5:30 11/28/2011 3:20 malware 89.42.216.146 Redirector Romarg SRL RO 69.84 677

95898 http://www.amigosdeloajeno.mihost.biz/ajaxam.js 11/25/2011 5:48 11/25/2011 15:27 malware 213.162.201.71Redirector ARSYS INTERNET SL DBA NICLINE.COM ES 9.65 678

95899 http://ambrogiorobot.ro/ajaxam.js 11/25/2011 5:36 11/26/2011 8:55 malware 89.42.216.144 Redirector Nettissimo Rom SRL RO 27.32

95901 http://gossipgirls.ro/ajaxam.js 11/25/2011 5:43 11/26/2011 5:40 malware 91.200.121.40 Redirector HOSTVISION SRL RO 23.94 679

95902 http://ajanskurumsal.com/ajaxam.js 11/25/2011 5:53 11/28/2011 14:04 malware 85.159.67.157 Redirector NICS TELEKOMUNIKASYON TICARET LTD.STI. TR 80.18 680

95908 http://lastking.biz/main.php?page=16b239d9a7533da0 11/25/2011 6:26 11/25/2011 12:02 malware 69.163.37.233 Dedicated Web HostingINTERNET.BS CORP. US 5.59

95912 http://www.apbauto.hu/ajaxam.js 11/25/2011 7:25 11/25/2011 10:31 malware 78.24.185.77 Redirector NIC HU HU 3.1 681

95913 http://argiropoulos.info/ajaxam.js 11/25/2011 7:30 11/26/2011 16:47 malware 66.147.242.85 Redirector Fastdomain Inc. (R397-LRMS) US 33.27 682

95915 http://boatsforsalee.com.au/ajaxam.js 11/25/2011 7:36 11/25/2011 10:29 malware 70.87.76.175 Redirector Aust Domains US 2.89 683

95916 http://bennettvalleytelecom.com/ajaxam.js 11/25/2011 7:40 11/28/2011 13:46 malware 173.201.141.128Redirector GoDaddy.com, Inc. US 78.11

95921 http://lookitup.webatu.com/ajaxam.js 11/25/2011 8:27 11/25/2011 15:28 malware 31.170.161.76 Redirector GoDaddy.com, Inc. US 7.01 684

95922 http://cirangel.net78.net/ajaxam.js 11/25/2011 8:33 11/25/2011 10:16 malware 31.170.162.103Redirector GoDaddy.com, Inc. US 1.73 685

95923 http://4atmoda.lv/ajaxam.js 11/25/2011 8:38 11/26/2011 13:34 malware 85.17.238.13 Redirector ceturta atmoda NL 28.93 686

95970 http://ohmyraw.com/js.js 11/25/2011 19:14 11/26/2011 5:41 malware 174.127.119.40Redirector GoDaddy.com, Inc. US 10.45 687

96001 http://adventurehorde.com/main.php?page=16b239d9a7533da0 11/28/2011 3:56 11/29/2011 12:05 malware 85.121.39.32 Dedicated Web HostingDomainmonger.com RO 32.14

96003 http://miespacio.ucol.mx/~oscarurbina/dc1qcqb/index.html 11/26/2011 6:30 11/26/2011 10:17 malware 148.213.1.14 Redirector NIC Mexico MX 3.79 688

96043 http://mysalwarkameez.com/js.js 11/27/2011 1:46 11/27/2011 9:19 malware 204.197.244.110Redirector GoDaddy.com, Inc. US 7.55 689

96044 http://napieriarjournals.com/js.js 11/27/2011 1:51 11/27/2011 23:22 malware 64.37.52.119 Redirector DIRECTI INTERNET SOLUTIONS US 21.52 690

96045 http://ndo.mx/js.js 11/27/2011 1:56 11/27/2011 21:00 malware 174.121.198.199Redirector NEUBOX Internet SA de CV US 19.06 691

96081 http://85.121.39.32/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/28/2011 3:52 11/30/2011 6:38 malware 85.121.39.32 Dedicated Web HostingIP_ADDR RO 50.76 692

96116 http://adventurerocks.net/main.php?page=1123fe311070f0db 11/28/2011 9:03 11/29/2011 12:20 malware 85.121.39.33 Dedicated Web HostingNAMESECURE.COM RO 27.29 693

96117 http://85.121.39.33/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/28/2011 9:13 11/30/2011 6:37 malware 85.121.39.33 Dedicated Web HostingIP_ADDR RO 45.39

96156 http://sman1bantarsari.sch.id/js.js 11/28/2011 20:57 11/29/2011 9:10 malware 174.123.117.162Redirector n/a ID 12.21 694 http://neoprenant.com/main.php?page=1de32e77952227cd

96158 http://www.cnychinese.com/ajaxam.js 11/28/2011 21:12 12/1/2011 18:31 malware 207.210.85.194Redirector ONLINENIC, INC. US 69.31 695 http://adventureship.net/main.php?page=1123fe311070f0db

96161 http://www.casedinbusteni.net/ajaxam.js 11/28/2011 21:26 12/6/2011 6:13 malware 85.9.26.218 Redirector DIRECTI INTERNET SOLUTIONS PVT. LTD. RO 176.79 696 http://adventureship.net/main.php?page=4a06e3fb48cae956

96168 http://amenmotorcyclestexas.com/ajaxam.js 11/28/2011 22:58 11/30/2011 18:53 malware 68.180.151.96 Redirector MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 43.92 697 http://adventureship.net/main.php?page=4a06e3fb48cae956

96170 http://bilgelergida.com/ajaxam.js 11/28/2011 23:09 12/19/2011 4:54 malware 89.19.30.10 Redirector NICS TELEKOMUNIKASYON TICARET LTD.STI. TR 485.75 698 http://adventureship.net/main.php?page=4a06e3fb48cae956

96171 http://bolte.nl/ajaxam.js 11/28/2011 23:13 11/29/2011 8:50 malware 195.20.9.53 Redirector www.eatserver.nl NL 9.61 699 http://adventureship.net/main.php?page=4a06e3fb48cae956

96172 http://doulasconciencia.com/ajaxam.js 11/28/2011 23:22 11/29/2011 15:49 malware 188.165.93.5 Redirector ARSYS INTERNET, S.L. D/B/A NICLINE.COM ES 16.46 700 http://adventureship.net/main.php?page=1123fe311070f0db

96173 http://errorsuz.com/ajaxam.js 11/28/2011 23:31 12/2/2011 23:11 malware 66.147.240.167Redirector FASTDOMAIN, INC. US 95.66 701 http://adventureship.net/main.php?page=1123fe311070f0db

96174 http://gorecznik.home.pl/ajaxam.js 11/28/2011 23:37 12/8/2011 15:28 malware 79.96.152.57 Redirector Home.pl sp.j. PL 231.85 702 http://adventureship.net/main.php?page=1123fe311070f0db

96184 http://50.116.32.139/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/29/2011 3:30 11/29/2011 3:42 malware 50.116.32.139 Dedicated Web HostingIP_ADDR US 0.21

96185 http://adventureshoal.com/main.php?page=1123fe311070f0db 11/29/2011 3:28 11/29/2011 3:44 malware 50.116.32.139 Dedicated Web HostingMONIKER US 0.27 703

96198 http://partnerrid.ikwb.com/main.php?page=b123ee3176247430 11/29/2011 7:49 11/29/2011 9:40 malware 188.247.232.23Dedicated Web HostingChangeIP.com SK 1.85 704

96199 http://adventurefinder.org/main.php?page=cfbe69b1240228f3 11/29/2011 6:59 11/29/2011 7:37 malware 50.116.32.242 Dedicated Web Hosting0101 Internet, Inc. (R1360-LROR) US 0.62

96200 http://50.116.32.242/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/29/2011 6:42 11/29/2011 6:48 malware 50.116.32.242 Dedicated Web HostingIP_ADDR US 0.1 705

96203 http://getmybit.servequake.com/main.php?page=01a64bf41125d37a 11/29/2011 7:45 11/29/2011 12:22 malware 174.140.166.159Dedicated Web Hostingno-ip.com US 4.61 706

96207 http://174.140.166.159/content/g43kb6j34kblq6jh34kb6j3kl4.jar 11/29/2011 8:01 11/30/2011 6:40 malware 174.140.166.159Dedicated Web HostingIP_ADDR US 22.64

96375 http://aquasrc.com/main.php?page%C2%8Df174a3dc62673e 11/30/2011 10:30 12/1/2011 2:41 malware 193.106.174.224Hijacked Website 0101 INTERNET, INC. RU 16.17 707

96377 http://biggestmate.com/main.php?page%C205717c42f48ed5 11/30/2011 10:28 12/1/2011 3:20 malware 174.140.167.14Hijacked Website 0101 INTERNET, INC. US 16.85 708

96378 http://caronivarium.com/main.php?paged078c3dc54bfa8a 11/30/2011 9:49 12/1/2011 3:14 malware 174.140.166.140Hijacked Website MONIKER US 17.41 709

96427 http://adelaidecanoeworks.com.au/ajaxam.js 11/30/2011 13:18 11/30/2011 23:48 malware 70.87.76.190 Redirector NetRegistry US 10.5 710

96431 http://cadouri-aniversari.ro/ajaxam.js 11/30/2011 13:27 12/1/2011 7:14 malware 212.146.85.90 Redirector EuroDomenii RO 17.79 711

96433 http://domovnik.ic.cz/ajaxam.js 11/30/2011 13:36 12/2/2011 18:35 malware 88.86.100.176 Redirector REG-IGNUM CZ 52.97 712

96435 http://drpankaj.com/ajaxam.js 11/30/2011 13:41 11/30/2011 14:00 malware 174.120.82.219Redirector DYNADOT, LLC US 0.31 713

96436 http://ecashloans.com.au/ajaxam.js 11/30/2011 13:46 11/30/2011 14:02 malware 70.87.76.162 Redirector NetRegistry US 0.27 714

96437 http://familiewilner.nl/ajaxam.js 11/30/2011 13:50 12/10/2011 5:10 malware 194.50.163.84 Redirector CJ2 Hosting & Development NL 231.32 715

96442 http://felix.p-gaspar.com/ajaxam.js 11/30/2011 14:25 12/2/2011 17:57 malware 74.54.143.215 Redirector GoDaddy.com, Inc. US 51.54 716

96444 http://ftp.dvua.nl/ajaxam.js 11/30/2011 14:38 11/30/2011 17:43 malware 77.94.248.249 Redirector VEVIDA Services BV NL 3.09 717

96451 http://www.santeconference.com/ajaxam.js 11/30/2011 14:59 11/30/2011 22:30 malware 74.53.239.242 Redirector GoDaddy.com, Inc. US 7.52 718

96455 http://www.x-descargas.com/images/js.js 11/30/2011 15:08 11/30/2011 17:41 malware 184.107.70.91 Redirector DIRECTI INTERNET SOLUTIONS PVT. LTD. PE 2.55 719

96472 http://gordongraduation.com/ajaxam.js 11/30/2011 15:18 12/6/2011 6:30 malware 76.74.253.50 Redirector NETWORK SOLUTIONS, LLC. US 135.2 720 http://caronivarium.com/main.php?page=64078c3dc54bfa8a

96479 http://horseracingsystems.com.au/ajaxam.js 11/30/2011 15:23 11/30/2011 20:47 malware 70.87.76.162 Redirector NetRegistry US 5.4 http://caronivarium.com/main.php?page=64078c3dc54bfa8a

96480 http://www.arteferrosnc.it/templates/js.js 11/30/2011 15:29 11/30/2011 16:32 malware 93.95.216.111 Redirector PhoenixWeb S.r.l. IT 1.06 721 N/A site is dead

96519 http://appstec-me.com/b7fbdc/index.html 11/30/2011 17:04 12/4/2011 17:33 malware 74.54.137.213 Redirector HOST RIVERS INFOTECH US 96.49 722 http://irs-count.com/main.php?page=47762d4a35643cd0

96597 http://www.herstyle.de/ajaxam.js 12/1/2011 3:25 12/1/2011 7:23 malware 85.13.141.36 Redirector INTERNETWIRE COMMUNICATIONS GMBH DE 3.96 723 http://irs-charge.com/main.php?page=72b7e52e4c26ea98

96598 http://www.idsi-pa.com/ajaxam.js 12/1/2011 3:29 12/4/2011 5:49 malware 67.225.195.159Redirector ENOM, INC. US 74.34 724 vhttp://irs-charge.com/main.php?page=72b7e52e4c26ea98';

96601 http://insurancepublicliability.net/ajaxam.js 12/1/2011 3:50 12/1/2011 11:34 malware 70.87.76.190 Redirector AUST DOMAINS INTERNATIONAL PTY LTD DBA AUST DOMAINS, INC.US 7.74 725 http://irs-charge.com/main.php?page=72b7e52e4c26ea98

96633 http://96.126.101.14/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/1/2011 5:46 12/1/2011 5:56 malware 96.126.101.14 Dedicated Web HostingIP_ADDR US 0.16 726

96637 http://193.106.174.224/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/1/2011 6:04 12/1/2011 6:44 malware 193.106.174.224Dedicated Web HostingIP_ADDR RU 0.67 727

96685 http://174.140.166.146/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/1/2011 8:54 12/2/2011 1:42 malware 174.140.166.146Dedicated Web HostingIP_ADDR US 16.8 729

96687 http://chipsiedok.com/main.php?paged078c3dc54bfa8a 12/1/2011 9:25 12/1/2011 9:26 malware 193.106.174.223Dedicated Web Hostingspiritdomains.com RU 0.01 730

96690 http://193.106.174.223/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/1/2011 9:35 12/2/2011 2:55 malware 193.106.174.223Dedicated Web HostingNAMESECURE.COM RU 17.34

96783 http://hitshuffle.org/ajaxam.js 12/1/2011 17:39 12/12/2011 6:38 malware 80.172.225.28 Redirector NetEarth One Inc. d/b/a NetEarth (R1902-LROR) PT 252.98 735 N/A

96784 http://soltys.tym.cz/ajaxam.js 12/1/2011 17:18 12/5/2011 17:42 malware 88.86.100.176 Redirector REG-IGNUM CZ 96.41 732 http://adventurefinder.org/main.php?page=a5e3f8893a28e217

96791 http://w3.9thsphere.com/ajaxam.js 12/1/2011 17:27 12/3/2011 12:55 malware 174.121.195.171Redirector TUCOWS, INC. US 43.47 734 http://adventurefinder.org/main.php?page=2cd37516bfc47eba

96794 http://biladiviajes.es/ajaxam.js 12/1/2011 17:38 12/5/2011 17:37 malware 82.194.73.157 Redirector HOSTINET ES 95.98 731 N/A

96795 http://www.webseo.com.au/ajaxam.js 12/1/2011 17:32 12/1/2011 21:09 malware 70.87.76.162 Redirector NetRegistry US 3.61 733 http://adventurefinder.org/main.php?page=2cd37516bfc47eba

96800 http://www.miracleshappenrr.com/images/js.js 12/1/2011 17:41 12/4/2011 4:34 malware 64.120.209.171Redirector Cell Dara Solutions, LLC US 58.88 736 http://neoprenant.com/main.php?page=1de32e77952227cd

96801 http://allmemoryram.com/js.js 12/1/2011 17:57 12/2/2011 18:37 malware 182.50.150.93 Redirector GoDaddy.com, Inc. SG 24.67 738 N/A

96805 http://jeanpaulstocks.zxq.net/ajaxam.js 12/1/2011 18:54 12/2/2011 17:55 malware 67.220.217.235Redirector ENOM, INC. US 23.03 741 http://billydragonfly.com/main.php?page=abfd0d069b45c17e

96806 http://kurkkulaulajat.fi/ajaxam.js 12/1/2011 18:39 12/2/2011 19:12 malware 77.240.19.4 Redirector nurts.net FI 24.56 739 http://adventurefinder.org/main.php?page=abfd0d069b45c17e

96810 http://oyveh.org.uk/ajaxam.js 12/1/2011 18:49 12/1/2011 19:25 malware 64.92.125.19 Redirector Webfusion Ltd t/a 123-reg US 0.61 737 http://adventurefinder.org/main.php?page=a5e3f8893a28e217

96811 http://mynettube.net/ajaxam.js 12/3/2011 22:39 12/4/2011 5:57 malware 80.93.220.19 Redirector NICS TELEKOMUNIKASYON TICARET LTD.STI. TR 7.31 746

96826 http://ecommerce.nuvention-dev.org/76f4b3/index.html 12/1/2011 21:05 12/1/2011 23:19 malware 66.147.244.189Hijacked Website FastDomain Inc. (R1455-LROR) US 2.24 742 n/a

96831 http://nandtesystco.pochta.ru/ijomerem.html 12/1/2011 21:03 12/2/2011 1:56 malware 194.186.88.37 Hijacked Website CENTROHOST RU 4.88 740 http://phlevelinmyblood.net/main.php?page=06b40b4d7af071c4

96832 http://appstec-me.com/5355da/index.html 12/1/2011 21:05 12/4/2011 15:40 malware 74.54.137.213 Redirector SQUARE BROTHERS INFORMATION TECHNOLOGIES PVT LTD US 66.58 744 http://sukablyatimes.com/main.php?page=43842ba0d45a9da3

96834 http://arnaudwalravens.be/e71476/index.html 12/1/2011 22:23 12/5/2011 5:05 malware 213.186.33.87 Redirector OVH FR 78.7 745 http://sukablyatimes.com/main.php?page=43842ba0d45a9da3

96835 http://anis.co.in/c4fb4b/index.html 12/1/2011 21:05 12/2/2011 18:15 malware 74.50.98.34 Redirector DIRECTI INTERNET SOLUTIONS PVT. LTD. US 21.16 743 http://sukablyatimes.com/main.php?page=43842ba0d45a9da3

96838 http://cna.gettech.com.pk/9a03eb/index.html 12/1/2011 22:26 12/4/2011 6:10 malware 66.63.181.102 Redirector PKNIC US 55.74 747 http://sukablyatimes.com/main.php?page=43842ba0d45a9da3

97001 http://goodride.hu/ajaxam.js 12/2/2011 14:39 12/5/2011 9:33 malware 78.24.185.77 Redirector UNAS Online Kft. HU 66.9 748 N/A

97003 http://philstrobi.bplaced.net/ajaxam.js 12/2/2011 14:42 12/3/2011 9:18 malware 176.9.52.230 Redirector CPS-DATENSYSTEME GMBH DE 18.6 749 http://twistplex.com/main.php?page=abfd0d069b45c17e

97010 http://chattbook.pytalhost.com/ajaxam.js 12/2/2011 14:53 12/2/2011 18:00 malware 94.125.71.79 Redirector UNITED-DOMAINS AG DE 3.12 750 N/A

97081 http://twistplex.com/main.php?page=111d937ec38dd17e 12/3/2011 10:09 12/3/2011 14:53 malware 173.248.190.208Hijacked Website LIME LABS, LLC US 4.73 751

97082 http://sukablyatimes.com/main.php?page=43842ba0d45a9da3 12/3/2011 10:11 12/3/2011 10:57 malware 98.139.135.22 Hijacked Website MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 0.78 752

97132 http://costumedame.ro/ajaxam.js 12/3/2011 22:24 12/4/2011 17:35 malware 89.42.39.160 Redirector ICI - ROTLD RO 19.18 753

97150 http://billydoghouse.com/main.php?page=abfd0d069b45c17e 12/4/2011 2:05 12/6/2011 14:17 malware 173.255.255.66Dedicated Web HostingMONIKER US 60.19 754

97196 http://twistloft.com/main.php?page=abfd0d069b45c17e 12/5/2011 4:39 12/6/2011 14:18 malware 65.254.63.228 Dedicated Web HostingINTERNET.BS CORP. US 33.66 755

97215 http://77.79.7.136/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/5/2011 11:19 12/5/2011 11:32 malware 77.79.7.136 Redirector IP_ADDR LT 0.2 756

97216 http://journalmy.in/main.php?page=7efdb7ed32252ba5 12/5/2011 10:44 12/5/2011 12:29 malware 79.137.237.63 Dedicated Web HostingDirecti Web Services Pvt. Ltd. (R118-AFIN) RU 1.76 757

97217 http://65.254.63.228/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/5/2011 11:21 12/6/2011 6:35 malware 65.254.63.228 Dedicated Web HostingIP_ADDR US 19.25

97218 http://zazazar.in/main.php?page=abfd0d069b45c17e 12/5/2011 10:18 12/6/2011 6:18 malware 173.255.201.22Redirector Directi Web Services Pvt. Ltd. (R118-AFIN) US 19.99 758 http://sukablyatimes.com/main.php?page=43842ba0d45a9da3

97219 http://173.255.201.22/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/5/2011 11:22 12/6/2011 6:39 malware 173.255.201.22Dedicated Web HostingIP_ADDR US 19.28

97293 http://dohturboob.com/main.php?page=64078c3dc54bfa8a 12/6/2011 5:29 12/7/2011 12:10 malware 193.106.174.223Dedicated Web HostingDIRECTNIC, LTD RU 30.69 759

97303 http://slonoboy.in/main.php?page=abfd0d069b45c17e 12/6/2011 6:31 12/6/2011 11:38 malware 79.137.237.63 Dedicated Web HostingDirecti Web Services Pvt. Ltd. (R118-AFIN) RU 5.11 760

97307 http://79.137.237.63 12/6/2011 7:00 12/8/2011 7:36 malware 79.137.237.63 Dedicated Web HostingIP_ADDR RU 48.59

97308 http://garik-m.in/main.php?page=abfd0d069b45c17e 12/6/2011 7:18 12/6/2011 8:13 malware 174.140.165.143Dedicated Web HostingDirecti Web Services Pvt. Ltd. (R118-AFIN) US 0.92 761 http://sukablyatimes.com/main.php?page=43842ba0d45a9da3

97309 http://174.140.165.143/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/6/2011 7:36 12/6/2011 14:04 malware 174.140.165.143Dedicated Web HostingIP_ADDR US 6.46
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97313 http://billycharge.com/main.php?page=db3408bf080473cf 12/6/2011 9:48 12/8/2011 3:14 malware 79.137.237.63 Hijacked Website Anweb.net RU 41.44

97345 http://clubedevideo.com/ajaxam.js 12/6/2011 16:54 12/19/2011 17:51 malware 82.102.24.12 Redirector GoDaddy.com, Inc. PT 312.96 762 http://billycharge.com/main.php?page=64078c3dc54bfa8a

97346 http://servispro.cz/ajaxam.js 12/6/2011 16:55 12/8/2011 21:32 malware 217.198.115.145Redirector REG-ZONER CZ 52.61 763 http://billycharge.com/main.php?page=977334ca118fcb8c

97347 http://zmail.de/adsens.js 12/6/2011 17:31 12/6/2011 19:11 malware 82.165.115.6 Redirector 1&1 Internet AG DE 1.67 764 http://billycharge.com/main.php?page=abfd0d069b45c17e

97348 http://staytuned.99k.org/ccounter.js 12/6/2011 16:57 12/6/2011 19:12 malware 67.220.217.234Redirector eNom, Inc. (R39-LROR) US 2.26 765 http://billycharge.com/main.php?page=db3408bf080473cf

97349 http://team-building-predeal.ro/ajaxam.js 12/6/2011 17:19 12/7/2011 12:22 malware 212.146.85.90 Redirector EuroDomenii RO 19.05 766 http://billycharge.com/main.php?page=111d937ec38dd17e

97350 http://xmacorporation.com/ajaxam.js 12/6/2011 17:33 12/9/2011 9:19 malware 184.82.153.37 Redirector WWW.HOSTING24.COM US 63.78 767 http://billycharge.com/main.php?page=7822defe406c0f58

97352 http://sunnytime.gr/ccounter.js 12/6/2011 17:05 12/9/2011 17:04 malware 85.25.176.36 Redirector Papaki.gr DE 71.98 768 http://billycharge.com/main.php?page=db3408bf080473cf

97353 http://www.orthopaedie-marashi.de/ajaxam.js 12/6/2011 17:32 12/6/2011 20:57 malware 217.160.117.224Redirector 1&1 Internet AG DE 3.42 769 http://journalmy.in/main.php?page=2cd37516bfc47eba

97355 http://www.comptoirdelencadrement.com/ajaxam.js 12/6/2011 17:33 12/7/2011 8:12 malware 93.88.240.193 Redirector Namebay CH 14.64 770 http://billycharge.com/main.php?page=111d937ec38dd17e

97356 http://sven89.bplaced.net/ajaxam.js 12/6/2011 17:21 12/7/2011 8:06 malware 176.9.52.229 Redirector CPS-DATENSYSTEME GMBH DE 14.75 771 http://billycharge.com/main.php?page=111d937ec38dd17e

97357 http://veldhuisen-media.woelmuis.nl/adsens.js 12/6/2011 17:34 12/7/2011 9:29 malware 85.17.134.4 Redirector 123XS Internet Services B.V. NL 15.92 772 http://billycharge.com/main.php?page=abfd0d069b45c17e

97359 http://tantsuohtu.ee/ajaxam.js 12/6/2011 17:22 12/7/2011 19:47 malware 213.180.31.156Redirector Elkdata EE 26.42 773 http://journalmy.in/main.php?page=2cd37516bfc47eba

97362 http://tbattitu.o2switch.net/ajaxam.js 12/6/2011 17:30 12/19/2011 8:20 malware 109.234.160.27Redirector SPOT DOMAIN LLC DBA DOMAINSITE.COM FR 302.83 774 http://billycharge.com/main.php?page=111d937ec38dd17e

97473 http://billydie.com/main.php?page=64078c3dc54bfa8a 12/7/2011 10:00 12/7/2011 11:56 malware 79.137.237.63 Dedicated Web HostingDIRECTNIC, LTD RU 1.93

97474 http://combimyself.com/main.php?page=db3408bf080473cf 12/7/2011 12:30 12/7/2011 19:50 malware 46.45.137.206 Redirector ENOM, INC. TR 7.34 775

97478 http://combigave.com/main.php?page=111d937ec38dd17e 12/7/2011 11:52 12/8/2011 3:15 malware 46.45.137.205 Dedicated Web HostingMONIKER TR 15.38 776

97507 http://gtslimo.us/ajaxam.js 12/7/2011 17:16 12/7/2011 19:52 malware 50.21.189.92 Redirector 1&1 INTERNET AG US 2.59 777 http://combijump.com/main.php?page=abfd0d069b45c17e

97509 http://www.mbsgels.com/bzcounter.js 12/7/2011 17:22 12/8/2011 20:04 malware 174.132.89.170Redirector GoDaddy.com, Inc. US 26.69 778 http://irs-charge.com/main.php?page=0c9d859897e4f088

97510 http://s207455068.online.de/adsens.js 12/7/2011 17:37 12/7/2011 19:53 malware 87.106.117.198Redirector 1&1 Internet AG DE 2.26 779 http://combijump.com/main.php?page=64078c3dc54bfa8a

97512 http://s388939403.mialojamiento.es/ajaxam.js 12/7/2011 17:38 12/7/2011 19:58 malware 217.160.249.128Redirector INTERNETX ES 2.32 780 http://combijump.com/main.php?page=abfd0d069b45c17e

97513 http://levillagesaintpaul.com/ccounter.js 12/7/2011 18:09 12/19/2011 7:04 malware 94.23.246.84 Redirector OVH FR 276.93 781 http://combijump.com/main.php?page=db3408bf080473cf

97514 http://southfloridazulunation.com/ajaxam.js 12/7/2011 17:39 12/9/2011 0:33 malware 97.74.215.96 Redirector GoDaddy.com, Inc. US 30.89 782 http://combijump.com/main.php?page=abfd0d069b45c17e

97516 http://magicsigns.net/ajaxam.js 12/7/2011 17:45 12/8/2011 21:06 malware 85.13.128.165 Redirector INTERNETWIRE COMMUNICATIONS GMBH DE 27.34 783 http://combijump.com/main.php?page=abfd0d069b45c17e

97522 http://zespolpickup.pl/ajaxam.js 12/7/2011 17:48 12/8/2011 9:05 malware 188.40.51.83 Redirector Consulting Service Robert Siebielski DE 15.29 784 http://combijump.com/main.php?page=abfd0d069b45c17e

97523 http://nutz.zzl.org/stcounter.js 12/7/2011 17:59 12/7/2011 21:06 malware 67.220.217.234Redirector GoDaddy.com, Inc. (R91-LROR) US 3.13 785 http://combijump.com/main.php?page=2cd37516bfc47eba

97524 http://zlatiborskoprozorce.co.rs/ajaxam.js 12/7/2011 17:57 12/8/2011 6:52 malware 46.4.27.23 Redirector hostingmania.rs DE 12.92 786 http://combijump.com/main.php?page=abfd0d069b45c17e

97528 http://opportunitiesabroad.co.uk/adsens.js 12/7/2011 18:24 12/7/2011 19:54 malware 87.106.115.148Redirector 1 & 1 Internet AG DE 1.51 787 http://combijump.com/main.php?page=64078c3dc54bfa8a

97572 http://www.kva-applications.com/jscounter.js 12/8/2011 1:50 12/12/2011 6:11 malware 193.108.197.2 Redirector NETWORK SOLUTIONS, LLC. FR 100.36 788 http://combijump.com/main.php?page=d00a6e65c43d2ba0

97573 http://elvideomatondelabiblio.es/ajaxam.js 12/8/2011 2:14 12/9/2011 7:06 malware 212.64.170.91 Redirector DinaHosting ES 28.87 789 http://combijump.com/main.php?page=db3408bf080473cf

97574 http://visoptica.com/ajaxam.js 12/8/2011 2:07 12/9/2011 8:56 malware 194.8.30.228 Redirector ENOM, INC. PT 30.82 790 http://combijump.com/main.php?page=d00a6e65c43d2ba0

97575 http://46.45.137.206/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/8/2011 4:49 12/9/2011 8:41 malware 46.45.137.206 Dedicated Web HostingIP_ADDR TR 27.86 791

97585 http://irs-charge.com/main.php?page=0c9d859897e4f088 12/8/2011 6:00 12/9/2011 12:13 malware 174.136.4.135 Dedicated Web HostingMONIKER US 30.21 792

97606 http://reports-info.com/reportonline109230.pdf.exe 12/8/2011 8:48 12/8/2011 12:15 malware 98.139.135.22 Dedicated Web Hostingyahoo.com US 3.44 793

97607 http://telephonemeonmyphone.com/main.php?page=d51cf77f71dbd8da 12/8/2011 11:13 12/9/2011 7:57 malware 46.183.217.119Dedicated Web HostingDomainCompany LV 20.74 794

97609 http://combijump.com/main.php?page=64078c3dc54bfa8a 12/8/2011 14:03 12/9/2011 12:03 malware 46.45.137.206 Dedicated Web Hosting0101 INTERNET, INC. TR 21.99 Sayfa Net

97620 http://www.marlaina.com/jjquery.js 12/8/2011 10:00 12/16/2011 12:36 malware 208.109.181.56Redirector GoDaddy.com, Inc. US 194.6 795 http://combijump.com/main.php?page=d00a6e65c43d2ba0

97622 http://0058715.netsolhost.com/jjquery.js 12/8/2011 10:34 12/9/2011 19:05 malware 205.178.152.158Redirector NETWORK SOLUTIONS, LLC. US 32.53 796 http://combijump.com/main.php?page=d00a6e65c43d2ba0

97624 http://lkco.in/jscounter.js 12/8/2011 11:24 12/14/2011 0:23 malware 72.52.252.82 Redirector Directi Web Services Pvt. Ltd. (R118-AFIN) US 132.98 797 http://combijump.com/main.php?page=977334ca118fcb8c

97626 http://www.theplastershop.co.uk/ajaxam.js 12/8/2011 15:21 12/9/2011 4:48 malware 91.103.216.94 Redirector Dataflame Internet Services Ltd UK 13.46 798

97628 http://LUTHRA.NET/jjquery.js 12/8/2011 12:17 12/22/2011 11:23 malware 198.173.123.174Redirector NETWORK SOLUTIONS, LLC. US 335.11 799 http://combijump.com/main.php?page=d00a6e65c43d2ba0

97629 http://therallyproductions.woelmuis.nl/ajaxam.js 12/8/2011 15:31 12/9/2011 7:04 malware 85.17.134.4 Redirector 123XS Internet Services B.V. NL 15.55 800

97630 http://mavipro.com/jjquery.js 12/8/2011 15:30 12/9/2011 5:28 malware 81.169.145.74 Redirector CRONON AG DE 13.96 801

97631 http://musicdelight.info/jscounter.js 12/8/2011 12:13 12/8/2011 20:55 malware 72.167.183.47 Redirector GoDaddy.com Inc. (R171-LRMS) US 8.71 802 http://combijump.com/main.php?page=977334ca118fcb8c

97632 http://lstudio.com.co/jjquery.js 12/8/2011 12:37 12/8/2011 19:50 malware 74.220.207.60 Redirector GODADDY.COM, INC. US 7.22 803

97634 http://www.laudarte.com/jscounter.js 12/8/2011 12:44 12/9/2011 14:49 malware 62.123.192.6 Redirector NETWORK SOLUTIONS, LLC. IT 26.09 804 http://combijump.com/main.php?page=977334ca118fcb8c

97638 http://anartistbooks.com/jscounter.js 12/8/2011 13:57 12/8/2011 21:00 malware 216.27.95.23 Redirector GoDaddy.com, Inc. US 7.06 805

97644 http://www.lesposedimary.it/jscounter.js 12/8/2011 14:34 12/11/2011 3:25 malware 216.12.217.50 Redirector TELEVIDEOCOM s.r.l. US 60.86 806 http://combijump.com/main.php?page=977334ca118fcb8c

97646 http://46.183.217.119/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/8/2011 14:27 12/8/2011 14:58 malware 46.183.217.119Dedicated Web HostingIP_ADDR LV 0.52

97702 http://69.164.205.128/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/8/2011 22:02 12/9/2011 3:39 malware 69.164.205.128Hijacked Website Name.com LLC US 5.62 807 na

97726 http://billycheerful.com/main.php?page=abfd0d069b45c17e 12/9/2011 3:38 12/9/2011 11:59 malware 69.164.205.128Dedicated Web HostingFASTDOMAIN, INC. US 8.36

97737 http://combiplease.com/main.php?page=abfd0d069b45c17e 12/9/2011 3:45 12/9/2011 11:29 malware 174.140.165.194Dedicated Web HostingDIRECTNIC, LTD US 7.74 808

97738 http://174.140.165.194/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/9/2011 3:45 12/9/2011 12:10 malware 174.140.165.194Dedicated Web HostingIP_ADDR US 8.42

97743 http://174.140.172.141/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/9/2011 5:02 12/9/2011 18:33 malware 174.140.172.141Dedicated Web HostingIP_ADDR US 13.52 809

97776 http://wonderfulworn.com/main.php?page=abfd0d069b45c17e 12/9/2011 8:41 12/9/2011 11:38 malware 174.140.165.194Dedicated Web HostingDIRECTNIC, LTD US 2.96

97778 http://naadenver.com/jjquery.js 12/9/2011 9:16 12/9/2011 19:43 malware 208.65.128.171Redirector TUCOWS, INC. US 10.45 810

97787 http://wonderfulwrench.com/main.php?page=2cd37516bfc47eba 12/9/2011 9:34 12/9/2011 16:01 malware 46.45.137.205 Dedicated Web HostingWord.Net Communications TR 6.45 811

97790 http://46.45.137.205/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/9/2011 9:29 12/9/2011 22:10 malware 46.45.137.205 Dedicated Web HostingIP_ADDR TR 12.69

97792 http://mysticcreekpuppies.com/jjquery.js 12/9/2011 11:42 12/12/2011 16:43 malware 68.180.151.76 Redirector MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 77.02 812

97797 http://nabyn.co.kr/jjquery.js 12/9/2011 10:01 12/11/2011 22:56 malware 211.245.23.173Redirector Dotname Korea KR 60.92 813

97806 http://onurdogaltas.com/ajaxam.js 12/9/2011 10:20 12/12/2011 6:13 malware 94.73.145.10 Redirector NICS TELEKOMUNIKASYON TICARET LTD.STI. TR 67.87 814

97807 http://organy.art.pl/ajaxam.js 12/9/2011 10:26 12/13/2011 13:05 malware 193.239.136.57Redirector NASK PL 98.65 815

97808 http://www.grapevalleytours.com.au/ajaxam.js 12/9/2011 10:33 12/9/2011 21:41 malware 64.235.231.23 Redirector Aust Domains US 11.13 816

97809 http://www.moulinducalichet.fr/jjquery.js 12/9/2011 11:19 12/9/2011 16:08 malware 195.68.104.114Redirector CIENUM FR 4.82 817

97815 http://www.riggingdynamics.com/jjquery.js 12/9/2011 11:29 12/12/2011 16:43 malware 98.136.92.79 Redirector MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 77.24 818

97819 http://www.womenetcetera.com/ajaxam.js 12/9/2011 11:37 12/15/2011 16:15 malware 72.22.27.173 Redirector Register.com US 148.63 819

97824 http://blog.horseracingsystems.com.au/kquery.js 12/9/2011 13:10 12/9/2011 16:01 malware 70.87.76.190 Redirector NetRegistry US 2.84 820 http://wonderfulwrench.com/main.php?page=abfd0d069b45c17e

97827 http://boltonskawasaki.com.au/kquery.js 12/9/2011 13:11 12/9/2011 15:58 malware 70.87.76.162 Redirector Melbourne IT US 2.78 821

97828 http://creativechangemakers.com.au/kquery.js 12/9/2011 13:12 12/9/2011 15:59 malware 70.87.76.162 Redirector Aust Domains US 2.78 http://wonderfulwrench.com/main.php?page=abfd0d069b45c17e

97832 http://houstonmoversrus.com/ajaxam.js 12/9/2011 14:28 12/11/2011 7:03 malware 173.192.199.98Redirector NAME.COM LLC US 40.58 822

97839 http://wonderfulwreath.com/main.php?page=abfd0d069b45c17e 12/9/2011 14:45 12/9/2011 16:16 malware 46.45.137.205 Dedicated Web HostingNAMESECURE.COM TR 1.52

97868 http://lazysit.net/main.php?page=4a4fd3141d846cdd 12/9/2011 16:40 12/10/2011 9:49 malware 46.45.137.204 Dedicated Web HostingMONIKER TR 17.15 823

97869 http://46.45.137.204/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/9/2011 16:49 12/12/2011 3:27 malware 46.45.137.204 Dedicated Web HostingIP_ADDR TR 58.63

97878 http://eryirs.com/main.php?page=4a4fd3141d846cdd 12/9/2011 17:39 12/9/2011 18:01 malware 173.255.192.212Dedicated Web HostingNAME.COM LLC US 0.36 824

97879 http://moneymaker.zymichost.com/jjquery.js 12/9/2011 17:48 12/9/2011 19:35 malware 67.220.217.234Redirector GoDaddy.com, Inc. US 1.78 825 http://eryirs.com/main.php?page=111d937ec38dd17e

97880 http://173.255.192.212/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/9/2011 17:45 12/9/2011 18:04 malware 173.255.192.212Dedicated Web HostingIP_ADDR US 0.32

97881 http://216.119.75.210/jjquery.js 12/9/2011 18:34 12/13/2011 6:09 malware 216.119.75.210Redirector IP_ADDR US 83.59 826 http://eryirs.com/main.php?page=111d937ec38dd17e

97892 http://poydun.in/main.php?page=111d937ec38dd17e 12/9/2011 20:26 12/10/2011 5:30 malware 204.12.231.78 Dedicated Web HostingWebiq Domains Solutions Pvt. Ltd. (R131-AFIN) US 9.07 827

97901 http://designfreaks.co.in/kquery.js 12/9/2011 21:07 12/11/2011 6:58 malware 50.28.15.25 Redirector A to Z Domains Solutions Pvt. Ltd. (R124-AFIN) US 33.85 828 poydun.in/main.php?page=abfd0d069b45c17e

98084 http://173.230.153.47/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/12/2011 3:49 12/12/2011 4:09 malware 173.230.153.47Dedicated Web HostingIP_ADDR US 0.34 829

98095 http://doulasconciencia.com/kquery.js 12/12/2011 6:14 12/12/2011 6:36 malware 188.165.93.5 Redirector Piensa Solutions ES 0.36 830 http://lazysit.net/main.php?page=abfd0d069b45c17e

98101 http://67.211.195.169/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/12/2011 6:52 12/13/2011 0:38 malware 67.211.195.169Dedicated Web HostingIP_ADDR CA 17.76 831

98102 http://96.126.120.89/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/12/2011 6:51 12/12/2011 7:22 malware 96.126.120.89 Dedicated Web HostingIP_ADDR US 0.53 832

98132 http://173.255.198.177/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/12/2011 12:56 12/12/2011 14:25 malware 173.255.198.177Dedicated Web Hostingname.com US 1.48 833

98146 http://trucktwirl.com/main.php?page=db3408bf080473cf 12/12/2011 14:42 12/13/2011 8:12 malware 174.140.163.204Hijacked Website NETWORK SOLUTIONS, LLC. US 17.49 834 N/A

98148 http://174.140.163.204/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/12/2011 14:50 12/13/2011 3:55 phish 174.140.163.204Dedicated Web HostingIP-ADDR US 13.08 N/A

98168 http://errorsuz.com/kquery.js 12/12/2011 17:45 12/12/2011 18:41 malware 66.147.240.167Hijacked Website FASTDOMAIN, INC. US 0.93 835 N/A

98169 http://ext-marketing.com/ajaxam.js 12/12/2011 18:49 12/13/2011 10:08 malware 74.53.140.71 Redirector GoDaddy.com, Inc. US 15.32 836 N/A

98183 http://mariomaiolo.com.au/kquery.js 12/12/2011 22:33 12/20/2011 4:44 malware 202.6.141.214 Redirector NetRegistry AU 174.19 837 http://mariomaiolo.com.au/kquery.js

98217 http://81.17.140.161/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/13/2011 3:07 12/13/2011 8:13 malware 81.17.140.161 Dedicated Web HostingIP_ADDR UA 5.1 838

98218 http://wonderfulyard.com/main.php?page=db3408bf080473cf 12/13/2011 3:06 12/13/2011 8:12 malware 81.17.140.161 Dedicated Web HostingINTERNET.BS CORP. UA 5.11

98228 http://mail2u.com.au/statcounter.js 12/13/2011 6:36 12/13/2011 10:14 malware 70.87.76.162 Redirector NetRegistry US 3.64 839

98229 http://sadmissed.com/main.php?page=db3408bf080473cf 12/15/2011 9:18 12/16/2011 16:47 malware 79.137.237.67 Dedicated Web HostingDIRECTNIC, LTD RU 31.49 840 N/A

98233 http://downloaddatafast.serveftp.com/main.php?page=db3408bf080473cf 12/13/2011 7:01 12/13/2011 13:00 malware 173.230.137.34Dedicated Web Hostingno-ip.com US 5.98 841

98240 http://173.230.137.34/content/fdp2.php?f=42 12/13/2011 8:10 12/13/2011 16:47 malware 173.230.137.34Dedicated Web HostingIP_ADDR US 8.62 http://sadjumped.com/main.php?page=cb158f384db408da

98242 http://wallsway15.in 12/13/2011 8:26 12/13/2011 15:43 malware 178.32.51.69 Dedicated Web HostingWebiq Domains Solutions Pvt. Ltd. (R131-AFIN) FR 7.29 842 http://dollars4.in/?site=15

98280 http://sadjumped.com/main.php?page=cb158f384db408da 12/13/2011 13:46 12/14/2011 4:50 malware 173.230.137.34Dedicated Web Hosting0101 INTERNET, INC. US 15.08

98295 http://bedwould.com/main.php?page=4a4fd3141d846cdd 12/13/2011 13:54 12/13/2011 14:50 malware 173.255.219.77Hijacked Website LIME LABS, LLC US 0.94 843 N/A

98297 http://173.255.219.77/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/13/2011 13:55 12/13/2011 14:52 malware 173.255.219.77Dedicated Web HostingIP-ADDR US 0.95 N/A

98309 http://173.255.198.153/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/13/2011 14:51 12/13/2011 15:51 malware 173.255.198.153Dedicated Web HostingIP_ADDR US 1.01 844 N/A

98327 http://badthen.com/main.php?page=4a4fd3141d846cdd 12/13/2011 17:10 12/13/2011 17:57 malware 173.230.130.158Dedicated Web HostingBIGROCK SOLUTIONS PRIVATE LIMITED US 0.77 845

98329 http://173.230.130.158/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/13/2011 17:14 12/14/2011 4:32 malware 173.230.130.158Dedicated Web HostingIP_ADDR US 11.31

98357 http://static.beverlyhills-editions.com/jqueri.js 12/13/2011 20:38 12/14/2011 6:17 malware 188.165.56.1 Redirector OVH FR 9.65 846

98358 http://qualityindustries.co.in/jqueri.js 12/13/2011 20:33 12/15/2011 5:27 malware 216.18.223.82 Redirector Transecute Solutions Pvt. Ltd. (R120-AFIN) US 32.89 847 http://sadmissed.com/main.php?page=d00a6e65c43d2ba0

98409 http://financeportal.sytes.net/main.php?page=111d937ec38dd17e 12/14/2011 4:54 12/14/2011 15:06 malware 174.140.165.90Dedicated Web HostingNo-IP.com US 10.19 848

98410 http://174.140.165.90/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/14/2011 4:59 12/14/2011 6:01 malware 174.140.165.90Dedicated Web HostingIP_ADDR US 1.04

98422 http://63.223.78.199/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/14/2011 6:17 12/16/2011 3:30 malware 63.223.78.199 Dedicated Web HostingIP_ADDR PH 45.21 849

98423 http://badthese.com/main.php?page=d00a6e65c43d2ba0 12/14/2011 6:24 12/15/2011 11:26 malware 63.223.78.199 Dedicated Web HostingMONIKER PH 29.04

98460 http://easy4dial.com/jqueri.js 12/14/2011 15:24 12/14/2011 16:05 malware 50.28.10.112 Redirector NET 4 INDIA LIMITED US 0.68 850 http://financeportal.sytes.net/main.php?page=111d937ec38dd17e

98461 http://WWW.LICEOCONTADORA.EDU.CO/jqueri.js 12/14/2011 15:28 12/14/2011 17:09 malware 72.29.72.205 Redirector .CO INTERNET S.A.S. US 1.7 851 http://financeportal.sytes.net/main.php?page=4a4fd3141d846cdd

98462 http://claireetpierrealainsemarient.fr/jqueri.js 12/14/2011 15:29 12/15/2011 5:26 malware 82.165.54.31 Redirector 1&1 Internet AG DE 13.96 852 http://financeportal.sytes.net/main.php?page=abfd0d069b45c17e
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98463 http://lottocarpets.com/jjquery.js 12/14/2011 15:31 12/19/2011 5:05 malware 203.211.132.196Redirector IP MIRROR PTE LTD. DBA IP MIRROR SG 109.58 853

98464 http://fasttrialpayments.com/kquery.js 12/14/2011 15:32 12/15/2011 5:00 malware 67.18.227.161 Redirector ENOM, INC. US 13.47 854 http://downloaddatafast.serveftp.com/main.php?page=db3408bf080473cf

98465 http://forgottensunrise.com/kquery.js 12/14/2011 15:29 12/16/2011 18:18 malware 194.204.5.67 Redirector NAMESDIRECT EE 50.81 855 http://financeportal.sytes.net/main.php?page=abfd0d069b45c17e

98467 http://invidium.com/jqueri.js 12/14/2011 15:34 12/18/2011 16:06 malware 188.65.115.164Redirector NETWORK SOLUTIONS, LLC. UK 96.54 856 http://financeportal.sytes.net/main.php?page=4a4fd3141d846cdd

98468 http://lucid.co.kr/jjquery.js 12/14/2011 15:38 12/15/2011 5:27 malware 211.43.212.26 Redirector inames.co.kr KR 13.83 857 http://financeportal.sytes.net/main.php?page=111d937ec38dd17e';

98470 http://organy.art.pl/jqueri.js 12/14/2011 11:03 12/19/2011 8:18 malware 193.239.136.57Redirector NASK PL 117.24 858

98471 http://marcosemporium.com/js.js 12/14/2011 15:40 12/16/2011 18:25 malware 67.20.78.237 Redirector NETWORK SOLUTIONS, LLC. US 50.76 859 http://financeportal.sytes.net/main.php?page=899f002ea96106b0

98472 http://mitra-informasi.com/jqueri.js 12/14/2011 15:45 12/23/2011 10:52 malware 184.154.94.210Redirector JustHost.com US 211.13 860 http://financeportal.sytes.net/main.php?page=b778fa3b104bac2c

98473 http://pinnatechnologies.com/jqueri.js 12/14/2011 11:11 12/15/2011 14:31 malware 174.120.82.218Redirector DYNADOT, LLC US 27.33 861

98474 http://www.casasdemaderahonka.es/js.js 12/14/2011 15:46 12/14/2011 16:10 malware 87.106.246.113Hijacked Website COMALIS DE 0.4 862

98475 http://modegeheimnis.de/jqueri.js 12/14/2011 15:48 12/14/2011 17:08 malware 85.13.129.146 Redirector DENIC DE 1.33 863

98476 http://webjanse.com/jqueri.js 12/14/2011 11:18 12/15/2011 5:29 malware 184.154.229.6 Redirector TUCOWS, INC. US 18.18 864

98478 http://monogramfontstore.com/js.js 12/14/2011 15:52 12/18/2011 18:54 malware 72.52.220.209 Redirector GoDaddy.com, Inc. US 99.03 865 http://financeportal.sytes.net/main.php?page=899f002ea96106b0

98479 http://net-income.com.au/jqueri.js 12/14/2011 15:53 12/16/2011 13:58 malware 70.87.76.162 Redirector NetRegistry US 46.08 866 http://financeportal.sytes.net/main.php?page=b778fa3b104bac2c

98496 http://74.201.57.29/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/14/2011 15:23 12/15/2011 3:14 malware 74.201.57.29 Dedicated Web Hosting74.201.57.29 US 11.85 867 N/A

98507 http://bedmany.com/main.php?page=64078c3dc54bfa8a 12/14/2011 16:32 12/15/2011 11:28 malware 63.223.78.199 Dedicated Web HostingFASTDOMAIN, INC. PH 18.93

98524 http://bilgelergida.com/kquery.js 12/14/2011 18:06 12/19/2011 4:02 malware 89.19.30.10 Redirector NICS TELEKOMUNIKASYON TICARET LTD.STI. TR 105.93 http://wonderfulyard.com/main.php?page=4a4fd3141d846cdd

98528 http://yazarcanyucel.com/jqueri.js 12/14/2011 18:18 12/18/2011 17:09 malware 188.138.16.138Redirector Kebirhost Internet Services DE 94.86 868 http://downloaddatafast.serveftp.com/main.php?page=db3408bf080473cf

98530 http://www.officinamontagnini.it/jqueri.js 12/14/2011 19:19 12/19/2011 5:30 malware 216.12.217.55 Redirector TELEVIDEOCOM s.r.l. US 106.18 869 http://wonderfulyard.com/main.php?page=2cd37516bfc47eba';

98533 http://sammy.dommel.be/kquery.js 12/14/2011 18:38 12/30/2011 11:09 malware 193.109.184.81Redirector schedom nv BE 376.51 870 wonderfulyard.com/main.php?page=4a4fd3141d846cdd

98536 http://www.gpsitalianproperties.com/jqueri.js 12/14/2011 18:55 12/15/2011 5:13 malware 217.73.238.21 Redirector Spazioweb IT 10.3 871 wonderfulyard.com/main.php?page=d00a6e65c43d2ba0

98537 http://www.promoshuffle.com/jqueri.js 12/14/2011 19:21 12/18/2011 6:47 malware 69.175.118.186Redirector GoDaddy.com, Inc. US 83.44 872 http://wonderfulyard.com/main.php?page=2cd37516bfc47eba';

98538 http://www.mabanymisr.com/jqueri.js 12/14/2011 19:49 12/18/2011 17:33 malware 174.121.79.98 Redirector GoDaddy.com, Inc. US 93.73 873 wonderfulyard.com/main.php?page=b778fa3b104bac2c

98539 http://www.schrepfer-gmbh.de/jqueri.js 12/14/2011 19:23 12/16/2011 12:38 malware 62.112.137.105Redirector Netdiscounter GmbH DE 41.25 874

98549 http://trucktugboat.com/main.php?page=abfd0d069b45c17e 12/14/2011 19:40 12/15/2011 4:57 malware 79.137.237.67 Dedicated Web Hosting1 & 1 INTERNET AG RU 9.29 875

98561 http://sownload.zapto.org/main.php?page=2cd37516bfc47eba 12/14/2011 19:54 12/15/2011 13:27 malware 63.223.78.199 Dedicated Web HostingVitalwerks Internet Solutions, LLC (R1731-LROR) PH 17.56

98564 http://burningidea.com/jqueri.js 12/14/2011 20:21 12/28/2011 11:48 malware 67.210.119.155Redirector GoDaddy.com, Inc. US 327.45 876 http://sownload.zapto.org/main.php?page=d00a6e65c43d2ba0

98591 http://216.8.179.25/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/15/2011 1:57 12/15/2011 3:36 malware 216.8.179.25 Dedicated Web HostingIP_ADDR CA 1.64 877

98601 http://badlike.com/main.php?page=db3408bf080473cf 12/15/2011 9:21 12/18/2011 21:11 malware 79.137.237.67 Dedicated Web HostingNAMESECURE.COM RU 83.83 N/A

98602 http://46.183.217.119/content/fdp2.php?f=28 12/15/2011 4:38 12/15/2011 4:56 malware 46.183.217.119Dedicated Web HostingIP_ADDR LV 0.3 878

98603 http://trupledoublehardcore.com/main.php?page=aa0d09b9f8fb9d8b 12/15/2011 4:39 12/15/2011 4:57 malware 46.183.217.119Dedicated Web HostingONLINENIC, INC. LV 0.29

98604 http://glasseseverydaynow.com/main.php?page=8d733f31565e9c00 12/15/2011 9:37 12/15/2011 10:32 malware 46.183.217.119Dedicated Web HostingONLINENIC, INC. LV 0.92 879 N/A

98607 http://evrymonthnighttry.com/main.php?page=38ac9e2fa4be4ec4 12/15/2011 8:52 12/15/2011 10:52 malware 46.183.217.119Dedicated Web HostingONLINENIC, INC. LV 2

98611 http://truckunzip.com/main.php?page=d00a6e65c43d2ba0 12/15/2011 6:20 12/15/2011 13:40 malware 208.93.118.19 Free Web Hosting ENOM, INC. US 7.34 880

98612 http://208.93.118.19/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/15/2011 6:20 12/16/2011 4:48 malware 208.93.118.19 Dedicated Web HostingIP_ADDR UK 22.46

98635 http://urbantoprtunitiesforme.com/main.php?page=bc3131893636ecbf 12/15/2011 15:46 12/19/2011 19:14 malware 46.183.217.119Dedicated Web HostingONLINENIC, INC. LV 99.46 883

98636 http://jajahbinksdiesforyou.com/main.php?page=67e6aa9946cd3b9a 12/15/2011 8:45 12/15/2011 10:53 malware 46.183.217.119Dedicated Web HostingONLINENIC, INC. LV 2.13

98651 http://ragsmile.com/main.php?page=64078c3dc54bfa8a 12/15/2011 9:09 12/15/2011 11:03 malware 63.223.78.199 Dedicated Web HostingBIGROCK SOLUTIONS PRIVATE LIMITED PH 1.9

98693 http://Easy4dial.com/jqueri.js 12/15/2011 14:49 12/16/2011 12:41 malware 50.28.10.112 Redirector NET 4 INDIA LIMITED US 21.87 881 http://ragsnake.com/main.php?page=111d937ec38dd17e

98696 http://ragsnake.com/main.php?page=111d937ec38dd17e 12/15/2011 14:47 12/15/2011 15:55 malware 79.137.237.67 Dedicated Web HostingLIME LABS, LLC RU 1.12 N/A

98710 http://loaddocsfast.servehttp.com/main.php?page=64078c3dc54bfa8a 12/15/2011 15:20 12/16/2011 4:42 malware 173.230.156.85Dedicated Web HostingVITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP US 13.37 882

98711 http://173.230.156.85/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/15/2011 15:23 12/16/2011 3:30 malware 173.230.156.85Dedicated Web HostingIP_ADDR US 12.11

98722 http://bedthese.com/main.php?page=69dbd5a1e3ed6ae9 12/15/2011 16:35 12/20/2011 13:46 malware 173.230.156.85Dedicated Web HostingINTERNET.BS CORP. US 117.19 this is the landing page

98736 http://68.71.141.192/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/15/2011 16:57 12/16/2011 4:46 malware 68.71.141.192 Dedicated Web HostingNAME.COM LLC US 11.82 884

98738 http://bedwill.com/main.php?page=64078c3dc54bfa8a 12/15/2011 17:49 12/21/2011 7:40 malware 68.71.141.192 Dedicated Web HostingNETWORK SOLUTIONS, LLC. US 133.85

98751 http://ragsmog.com/main.php?page=64078c3dc54bfa8a 12/15/2011 17:31 12/19/2011 9:02 malware 207.210.96.177Dedicated Web HostingSPIRITDOMAINS/IAREGISTRY US 87.51 885

98752 http://207.210.96.177/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/15/2011 17:52 12/16/2011 5:45 malware 207.210.96.177Dedicated Web HostingIP_ADDR US 11.88

98788 http://ragsmoke.com/main.php?page=64078c3dc54bfa8a 12/16/2011 0:32 12/21/2011 7:45 malware 207.210.96.177Dedicated Web Hosting0101 INTERNET, INC. US 127.21 http://kurpin.in/zx/jelljoke.php?key=jettjapa

98789 http://kurpin.in/zx/jelljoke.php?key=jettjapa 12/16/2011 0:34 12/16/2011 15:45 malware 146.185.212.47Dedicated Web HostingDirecti Web Services Pvt. Ltd. (R118-AFIN) CY 15.18 887

98790 http://CN20090135.p-client.net/kquery.js 12/16/2011 0:32 12/17/2011 5:06 malware 82.94.236.159 Redirector KEY-SYSTEMS GMBH NL 28.56 886 http://ragsmoke.com/main.php?page=64078c3dc54bfa8a

98808 http://ragsmug.com/main.php?page=64078c3dc54bfa8a 12/16/2011 0:56 12/16/2011 14:31 malware 184.171.248.27Hijacked Website NAMESECURE.COM US 13.59 888

98810 http://184.171.248.27/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/16/2011 1:08 12/16/2011 14:28 malware 184.171.248.27Dedicated Web HostingIP_ADDR US 13.34

98835 http://173.213.112.109/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/16/2011 7:14 12/16/2011 12:25 malware 173.213.112.109Dedicated Web HostingIP_ADDR US 5.18 889

98841 http://46.249.37.109/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/16/2011 8:16 12/16/2011 12:15 malware 46.249.37.109 Dedicated Web HostingIP_ADDR NL 4 890

98857 http://184.171.248.35/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/16/2011 9:47 12/16/2011 16:38 malware 184.171.248.35Dedicated Web HostingIP_ADDR US 6.85 891

98858 http://ragsnub.com/main.php?page=64078c3dc54bfa8a 12/16/2011 9:53 12/16/2011 10:06 malware 184.171.248.35Dedicated Web HostingFASTDOMAIN, INC. US 0.22

98869 http://64.27.57.175/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/16/2011 10:34 12/16/2011 15:49 malware 64.27.57.175 Redirector IP_ADDR US 5.24 893 http://ragsnap.com/main.php?page=64078c3dc54bfa8a

98870 http://cadran-solaire.nl/jqueri.js 12/16/2011 10:27 12/19/2011 6:59 malware 89.255.16.8 Redirector Registrar.eu NL 68.54 892

98877 http://memphisrecords.com/jqueri.js 12/16/2011 11:44 12/22/2011 13:56 malware 217.149.3.152 Redirector NOMINALIA INTERNET S.L. ES 146.2 894

98878 http://www.tecnologicodeming.com/jqueri.js 12/16/2011 12:24 12/23/2011 20:34 malware 207.210.85.194Redirector ONLINENIC, INC. US 176.17 896

98894 http://ragsnip.com/main.php?page=4a4fd3141d846cdd 12/16/2011 12:22 12/21/2011 7:46 malware 207.210.96.226Dedicated Web HostingINTERNET.BS CORP. US 115.41 895

98910 http://207.210.96.226/content/fdp2.php?f=5 12/16/2011 17:39 12/19/2011 4:38 malware 207.210.96.226Dedicated Web HostingIP_ADDR US 58.97 N/A

98911 http://ragsnipe.com/main.php?page=b778fa3b104bac2c 12/16/2011 17:55 12/20/2011 3:44 malware 207.210.96.226Dedicated Web Hostingword.net US 81.81 N/A

98917 http://aimgroups.ca/newjs.js 12/16/2011 18:46 12/17/2011 5:14 malware 216.251.33.26 Redirector Tucows.com Co. US 10.47 897 http://wonderfulyard.com/main.php?page=d00a6e65c43d2ba0

98918 http://albanilighting.com/newjs.js 12/16/2011 18:52 12/17/2011 11:21 malware 217.73.226.110Redirector Namebay IT 16.48 898 http://eryirs.com/main.php?page=d00a6e65c43d2ba0

98919 http://chattbook.ch.funpic.de/kquery.js 12/16/2011 19:02 12/23/2011 1:34 malware 213.202.225.50Redirector unitedcolo.de DE 150.54 899 http://ragsnip.com/main.php?page=64078c3dc54bfa8a

98920 http://czanna.webege.com/kquery.js 12/16/2011 19:10 12/17/2011 11:52 malware 31.170.161.156Redirector GoDaddy.com, Inc. US 16.7 900 http://ragsnip.com/main.php?page=64078c3dc54bfa8a

98921 http://ral2.ra.funpic.de/statcounter.js 12/16/2011 19:16 12/27/2011 4:23 malware 213.202.225.45Redirector unitedcolo.de DE 249.12 901 http://twistloft.com/main.php?page=111d937ec38dd17e

98922 http://tarracogoldfish.zxq.net/jqueri.js 12/16/2011 19:24 12/16/2011 22:56 malware 67.220.217.234Redirector ENOM, INC. US 3.54 902 namecheap.com

98923 http://tbattitu.o2switch.net/statcounter.js 12/16/2011 19:30 12/19/2011 8:20 malware 109.234.160.27Redirector SPOT DOMAIN LLC DBA DOMAINSITE.COM FR 60.82 903 http://twistloft.com/main.php?page=111d937ec38dd17e

98937 http://tweetwinner.com/main.php?page=64078c3dc54bfa8a 12/16/2011 20:02 12/21/2011 0:13 malware 173.213.112.11Dedicated Web Hostingneturf US 100.18 904

98940 http://www.aksesuariplus.lv/newjs.js 12/16/2011 20:14 12/29/2011 6:53 malware 213.180.98.13 Redirector LATNET datu centrs, SIA LV 298.66 905 http://wonderfulyard.com/main.php?page=d00a6e65c43d2ba0

98941 http://www.gmimpianti.it/jqueri.js 12/16/2011 20:24 12/17/2011 13:27 malware 89.188.142.18 Redirector TELEVIDEOCOM s.r.l. IT 17.04 906 http://tweetwinner.com/main.php?page=db3408bf080473cf

98942 http://www.netconnect.at/js.js 12/16/2011 20:38 12/21/2011 11:50 malware 81.16.99.2 Redirector NIC.AT AT 111.21 907 http://tweetwinner.com/main.php?page=899f002ea96106b0

98943 http://www.sitf.org.sg/jqueri.js 12/16/2011 20:51 12/23/2011 5:39 malware 210.193.7.161 Redirector SINGNET PTE LTD SG 152.81 908 http://ragsmoke.com/main.php?page=d00a6e65c43d2ba0

98945 http://www.syversonmedicalgroup.com/jqueri.js 12/16/2011 20:59 12/29/2011 12:11 malware 69.64.156.56 Redirector ENOM, INC. US 303.2 909 http://tweetwinner.com/main.php?page=d00a6e65c43d2ba0

98946 http://www.thegatheringofthesaints.com/jqueri.js 12/16/2011 21:06 12/27/2011 15:12 malware 216.55.177.48 Redirector GoDaddy.com, Inc. US 258.1 910 http://tweetwinner.com/main.php?page=d00a6e65c43d2ba0

98947 http://yellowpageschennai.in/jqueri.js 12/16/2011 21:15 12/17/2011 4:55 malware 66.7.221.96 Redirector Directi Web Services US 7.68 911 http://tweetwinner.com/main.php?page=977334ca118fcb8c

98965 http://sadclapped.com/main.php?page=db3408bf080473cf 12/16/2011 23:48 12/21/2011 7:47 malware 46.249.37.109 Dedicated Web HostingMONIKER NL 103.99 912

98986 http://freefreefree.sytes.net/main.php?page=4a4fd3141d846cdd 12/17/2011 13:07 12/19/2011 19:59 malware 96.126.125.161Hijacked Website VITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP US 54.87 913

98993 http://96.126.125.161/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/17/2011 13:09 12/19/2011 4:40 malware 96.126.125.161Hijacked Website Name.com LLC US 39.51 http://freefreefree.sytes.net/main.php?page=4a4fd3141d846cdd

99055 http://splatstamp.com/main.php?page=64078c3dc54bfa8a 12/18/2011 9:16 12/19/2011 4:44 malware 96.126.125.161Dedicated Web HostingDIRECTNIC, LTD US 19.45

99111 http://bitebeehive.com/main.php?page=64078c3dc54bfa8a 12/19/2011 9:46 12/21/2011 7:48 malware 184.171.248.38Dedicated Web HostingMONIKER US 46.04 914

99114 http://biteblew.com/main.php?page=64078c3dc54bfa8a 12/19/2011 11:17 12/21/2011 7:49 malware 184.171.248.43Dedicated Web HostingNETWORK SOLUTIONS, LLC. US 44.54 915

99115 http://184.171.248.43/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/19/2011 15:47 12/20/2011 3:55 malware 184.171.248.43Dedicated Web HostingIP_ADDR US 12.13

99125 http://biteblind.com/main.php?page=64078c3dc54bfa8a 12/19/2011 12:38 12/21/2011 7:50 malware 31.214.234.20 Dedicated Web HostingINTERNET.BS CORP. NL 43.19 916 N/A

99127 http://31.214.234.20/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/19/2011 12:39 12/19/2011 16:57 malware 31.214.234.20 Dedicated Web HostingIP_ADDR NL 4.3 N/A

99133 http://80.79.124.185/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/19/2011 13:15 12/19/2011 17:01 malware 80.79.124.185 Dedicated Web HostingIP_ADDR EE 3.77 N/A

99134 http://biteblown.com/main.php?page=64078c3dc54bfa8a 12/19/2011 13:14 12/21/2011 7:51 malware 80.79.124.185 Dedicated Web HostingFASTDOMAIN, INC. EE 42.61 917 N/A

99137 http://bootle.servebeer.com/main.php?page=64078c3dc54bfa8a 12/19/2011 13:31 12/21/2011 5:03 malware 96.126.101.165Hijacked Website VITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP US 39.54 918 N/A

99140 http://96.126.101.165/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/19/2011 13:31 12/20/2011 3:51 malware 96.126.101.165Dedicated Web HostingIP_ADDR US 14.34 IP_ADDR

99164 http://174.136.1.212/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/19/2011 15:12 12/20/2011 3:49 malware 174.136.1.212 Dedicated Web HostingIP_ADDR US 12.62 919 IP_ADDR

99167 http://66.150.155.200/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/19/2011 15:20 12/20/2011 3:47 malware 66.150.155.200Dedicated Web HostingIP_ADDR US 12.45 920 N/A

99171 http://blumswell.com/main.php?page=64078c3dc54bfa8a 12/19/2011 16:09 12/19/2011 16:55 malware 74.207.232.22 Dedicated Web HostingENOM, INC. US 0.78 921 N/A

99174 http://74.207.232.22/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/19/2011 16:15 12/20/2011 4:42 malware 74.207.232.22 Dedicated Web HostingIP_ADDR US 12.45 N/A

99242 http://nitro-city.com/jscript.js 12/20/2011 11:42 12/20/2011 22:29 malware 50.22.177.218 Redirector GoDaddy.com, Inc. US 10.78 922

99248 http://stpeterindianmission.org/jscript.js 12/20/2011 15:21 12/21/2011 18:08 malware 205.134.224.148Redirector Melbourne IT, Ltd (R52-LROR) US 26.79 925 n/a

99249 http://ncxp.com/jscript.js 12/23/2011 8:13 12/23/2011 21:01 malware 97.79.238.60 Redirector MONIKER US 12.79 933 biteblind.com/main.php?page=977334ca118fcb8c

99250 http://ftpstore.sytes.net/main.php?page=977334ca118fcb8c 12/20/2011 14:52 12/21/2011 5:04 malware 96.126.97.129 Hijacked Website VITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP US 14.2 923 http://ftpstore.sytes.net/main.php?page=977334ca118fcb8c

99261 http://curcent.com/main.php?page=977334ca118fcb8c 12/20/2011 15:12 12/21/2011 7:54 malware 95.215.63.116 Dedicated Web Hosting101DOMAIN, INC. ES 16.69 N/A

99268 http://95.215.63.116/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/20/2011 15:11 12/21/2011 5:00 malware 95.215.63.116 Dedicated Web HostingIP_ADDR ES 13.82 924 IP_ADDR

99311 http://currylovers.com.au/jscript.js 12/20/2011 17:54 12/20/2011 22:13 malware 74.52.155.18 Redirector Crazy Domains US 4.33 926 http://curcent.com/main.php?page=69dbd5a1e3ed6ae9

99347 http://curcandle.net/main.php?page=977334ca118fcb8c 12/21/2011 4:38 12/21/2011 7:58 malware 174.136.1.223 Dedicated Web Hostingword.net US 3.33 927

99358 http://174.136.1.223/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/21/2011 4:57 12/21/2011 4:58 malware 174.136.1.223 Dedicated Web HostingIP_ADDR US 0.02

99361 http://184.171.248.48/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/21/2011 6:07 12/21/2011 9:07 malware 184.171.248.48Dedicated Web HostingIP_ADDR US 3

99362 http://curvechore.com/main.php?page=977334ca118fcb8c 12/21/2011 6:06 12/21/2011 12:09 malware 184.171.248.48Dedicated Web HostingINTERNET.BS US 6.04 930

99365 http://curvechild.com/main.php?page=977334ca118fcb8c 12/21/2011 5:59 12/21/2011 8:00 malware 206.72.207.156Dedicated Web HostingDIRECTNIC, LTD US 2.02

99366 http://206.72.207.156/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/21/2011 5:57 12/21/2011 8:14 malware 206.72.207.156Dedicated Web HostingIP_ADDR US 2.3 929

99369 http://curvechime.com/main.php?page=977334ca118fcb8c 12/21/2011 5:56 12/21/2011 16:30 malware 184.171.248.47Dedicated Web HostingNETWORK SOLUTIONS, LLC. US 10.57

99370 http://184.171.248.47/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/21/2011 5:55 12/21/2011 9:13 malware 184.171.248.47Dedicated Web HostingIP_ADDR US 3.3 928

99375 http://curvechess.com/main.php?page=977334ca118fcb8c 12/21/2011 6:36 12/21/2011 8:10 malware 173.213.76.226Dedicated Web HostingBIGROCK US 1.57



NACHA TAKEDOWN AUDITSOC ID Bufi Initiation Shutdown Attack Type IP Registrar Geo DurationBillable Notes

99376 http://173.213.76.226/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/21/2011 6:36 12/21/2011 8:33 malware 173.213.76.226Dedicated Web HostingIP_ADDR US 1.96 931

99383 http://curvechirp.com/main.php?page=977334ca118fcb8c 12/21/2011 8:47 12/21/2011 16:37 malware 184.171.248.47Dedicated Web Hosting0101 INTERNET, INC. US 7.84

99392 http://curcell.net/main.php?page=977334ca118fcb8c 12/21/2011 9:45 12/21/2011 17:35 malware 95.215.63.27 Dedicated Web HostingINTERNET.BS CORP. ES 7.83 932

99397 http://95.215.63.27/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/21/2011 11:35 12/21/2011 22:24 malware 95.215.63.27 Hijacked Website Dinahosting SL ES 10.82
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EXHIBIT J.  



NACHA The Electronic Payments Association 12/31/2011

2011 Financial impact due to sustained phishing attacks

beginning February 22, 2011

Direct Costs: includes est

Description/Vendor: Purpose $ amount

Temporary Hires CSR increased call volume 4,050

Data Security vendor

Domain monitoring,962 malware takedowns in 2011, Advanced

analytics,-Employee cyber-security training 146,800

E-mail Spam Solution vendor Trusted e-mail Domain Registry 20,000

E-mail Spam solution vendor Increase e-mail spam filter 5,873

Telephone services/consultant Upgrade phone/voice mail capabilities 35,056

Serveilance Security vendor Increase office security for walk-in inquiries 10,735

Law firm Legal 24,480

Web Development vendor Security enhancements to nacha.org, payments.nacha.org 9,300

Subtotal Direct costs 256,294

Soft Costs: Reallocated internal resources-represents 4.3% of NACHA's total Sal/Ben 368,306

CSR Staffing Increased call volume

IT staffing Technical support, e-mail, malware,domain

Legal staffing Law enforcement/legal inquiries

Risk staffing Network Risk inquiries

Total Financial Impact through 12/31/11 624,600
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Attacker

(1)
phishing

email

Open Relay Server

(2)
phishing

email

Victim Clicks
Embedded Link

Masquerading as a .pdf File

Redirector Page
on Compromised Server

(one of thousands)
* front attack layer

* registered through Yahoo!
* hosted at Yahoo!

(3)
Embedded

Link

(4)
iFrame
HTML
Tag

Landing Page
on Compromised Server

(one of hundreds)
* usually in Eastern Europe

(5)
Link to

Malware Server

Malware Page
on Compromised Server
(one to three servers)

* serving the actual malware
* on a domain fraudulently
registered through Yahoo!

(6)
Zeus Botnet

downloaded to
Victim's computer

Command and Control Server

(7)
Bot on

Infected Computer
Logs into

C&C Server

(8)
Some
Level

of Control

Exhibit 
Early Stage Diagram
of Account Takeover Scam
(before August/September 2011)

N



 

 

 

EXHIBIT O.  



Attacker

(1)
phishing

email

Open Relay Server

(2)
phishing

email

Victim Clicks
Embedded Link

Masquerading as a .pdf File

Redirector Page
on Compromised Server

(one of thousands)
* front attack layer

* registered through Yahoo!
* hosted at Yahoo!

(3)
Embedded

Link

(4)
iFrame
HTML
Tag

Landing Page
on Compromised Server

(one of hundreds)
* usually in Eastern Europe

(6)
Link to

PHP file on
Malware Server

Malware Page
on Compromised Server
(one to three servers)

* serving the actual malware
* on a domain fraudulently
registered through Yahoo!

(7)
Zeus Botnet

downloaded to
Victim's computer

via a PHP file

Command and Control Server

(8)
Bot on

Infected Computer
Logs into

C&C Server

(9)
Some
Level

of Control

Exhibit
2nd Stage Diagram
of Account Takeover Scam
(from August/September 2011)

Middle Layer Redirector Page
on Compromised Server

(one of thousands)
* front attack layer

* registered with a free
DNS hosting service -
usually cx,cc or cz.cc

(5)
Link to Landing

Page

O



 

 

 

EXHIBIT P.  



Attacker

(1)
phishing

email

Open Relay Server

(2)
phishing

email

Victim Clicks
Embedded Link

Masquerading as a .pdf File

Redirector Page
on Compromised Server

(one of thousands)
* front attack layer

(3)
Embedded

Link to
index HTML file

(4)
Link to

embedded
JavaScript

files on
one of
3 to 6

servers

Compromised Server
(one of 3 to 6)

* attackers have back door access
* Machines in 3 & 4 sometimes overlap.

* With backdoor, could use
same host for both steps.

(5)
Link to

PHP file on
Malware Server

Malware Page
on Compromised Server
(one to three servers)

* serving the actual malware
* on a domain fraudulently registered through many different

registrars, not just Yahoo!
* hosted exclusively on VPS platforms expressly purchased for serving malware

(6)
Zeus Botnet

Variant
or Blackhole Rootkit

downloaded to
Victim's computer

via a PHP file

Command and Control Server

(7)
Bot on

Infected Computer
Logs into

C&C Server

(8)
Some
Level

of Control

Exhibit
3rd Stage Diagram
of Account Takeover Scam
(from _____________ 2011)
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